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IIpakTyeckoe 3ansaTue Nel
«IIpakTHyecKkoe UCNOJIb30BAHUE 3AKOHOIATEJIHLCTBA B 00JIaCTH JTULEH3UPOBAHUS U cepTUPU-
Kalum»

Leab 3aHATHSA — 3aKpEIUICHUE TEOPETUUECKUX 3HAHUH B 00J1aCTH IPaBOBOTO obecreueHus: uHpop-
MaIMOHHOH 0€30MacHOCTH.
1. Y4eOHbIe BONPOCHI
1. Koncrutynus Poccuiickoit @enepaunu, JJoxtpuna napopmannoHnoii 6ezonacHocty Poccuiickoi
denepanuu.
2. ®enepanbHbIe 3aKOHBI B 00J1aCTH HH(pOpMAIMK 1 HHHOPMAIIMOHHON 0€301acHOCTH.
3. Yka3bl npe3uaeHTa PO u mocranoBneHus npasureiabcTBa PO B o6mactu nHGopManmu u uHPop-
MaIMOHHOH 0€30MacHOCTH.
4. IIpaBoBBIE PEKUMBI 3aIIUTH HHPOPMALIHIH.
5. IIpaBoBbIE BOMPOCHI 3AIUTH HHPOPMAITHH C UCTIOIB30BAHUEM TEXHUYCCKUX CPEJICTB.
2. MeToauyeckne yKa3aHUs CTYAEHTAM I10 MOAr0TOBKeE M NPOBEACHUI0 NPAKTHYECKOI0 3aH -
TUA
2.1. IIpu moAroTOBKE K 3aHSATHUIO
B nepuoa noAroToBKU K MPakTUUECKOMY 3aHATHIO CTYJIEHTHI MOJTYy4al0T B COOTBETCTBUH C YKa3aHU-
MU TIperojaBaTeliss HEOOXOUMYIO JTUTepaTypy B OMOIMOTEKE YHUBEPCUTETA U U3y4alOT y4eOHbIE
maTepuaisl TeMbl Nel «Poccuiickoe 3aKOHOIaTEICTBO B 00J1acTH MHPOPMAITMOHHON O€30IacHo-
CTU», UCTIONB3YSA auTeparypy [1, ¢.7-98; 2, ¢.3-7; 3-11], a Taxke KOHCHEKT JEKLIHMN.
[Ipu moAroToBKE K MPAKTUYECKOMY 3aHATHIO CTYJIEHTaM PEKOMEHIYEeTCsl OTBETUTh HA KOHTPOIbHbBIE
BOITPOCHI.
2.2. Ilopsinok mpoBeaeHUS 3aHATHUS
Bo BpeMs npoBeieHus 3aHATHUS IIPENOIaBaATENb OCYLIECTBISET ONPOC CTYIEHTOB U ONPENEsAeT UX
TOTOBHOCTD K 3aHATHUIO.
3areM CTyJeHTHI OCIEA0BATEIbHO YCBAUBAIOT Y4eOHbIE BOIIPOCHI, Kacaroluecs nojoxxenuit Kon-
crutynuu PO, Jloktpunsl nHpopMannoHHo# 6e3omacHocTH PD U enepanbHBIX 3aKOHOB B 00JIACTH
nH(OPMaLIMOHHON 6€30MaCHOCTH, IPABOBBIX PEKUMOB 3alIUTHl HHPOPMAIIH, TUYHO OTPadaTHIBAIOT
KOHTPOJIbHBIE BOMPOCHI MPAKTUYECKOTO 3aHATHS. [Ipr HEOOXOIUMOCTH HESICHBIE BOIIPOCHI 00CYXIa-
I0TCSl B TPYIIE O] PYKOBOJCTBOM IPENO1aBaTEeN .
[To okoHYaHUM 3aHATHUS CTYIEHTHI OPOPMIISIOT OTUYET U MPEJCTABIISAIOT €r0 Ha MOJIKCH MPerno/aBa-
TEJI0.
3. KoHTpobHbIE BONPOCHI
1. Oxapakrepusyiite HHGOPMAIUIO U €€ OCHOBHBIE MTOKA3aTelNH.
2. Kakwue cymiecTByIOT MOJIX0/IbI K OMPEICICHUIO TOHATUS «MH(POPMAIIHS».
3. B uewm 3akiouaeTcs IBYEAUHCTBO JOKYMEHTHPOBAHHOW MH(OPMALIUU C TIPABOBOM TOUKH 3pPEHUS.
4. JlaliTe XapakTEpUCTUKY CJIEAYIOIIMUX BHUIAOB HMHGOPMAIMH: JOKYMEHTHPOBAaHHAs, KOH(UICHIIH-
ajbHas, MaccoBasl.
5. K kakomy Buay uH(opmaiuu OTHOCUTCS 3alTMCaHHBIN Ha Oymare TeKCT mporpaMmsl st 9BM?
6. HazoBute ocHOBHBIE BUIbI KOHPHUACHIMATHHON HHPOPMAIUH.
7. Kaxkue cBeneHus, B COOTBETCTBUH C 3aKOHOJATEIbCTBOM, HE MOTYT OBITh OTHECEHBI K MH(OpMa-
WU C OTPAHUYEHHBIM JI0CTYTIOM?
8. Kakwue cBoiicTBa mH(MOpPMAIUU SBISIFOTCA HanOOJee BAKHBIMU C TOYKH 3pEHUS OOECIeUCHUs ee
6e3omacHocTu?
9. OxapakTepu3yiTe MECTO NMPABOBBIX MEP B CUCTEME KOMIUIEKCHOM 3alTUThl HHPOPMAITHH.
10. Ha3oBuTe OCHOBHBIC LIETTH TOCyIapcTBa B o0OnacTu obecrneueHus HHGOPMAIMOHHON 0Oe30macHo-
CTH.
11. TlepeuncnuTe OCHOBHBIC HOPMATUBHBIE aKThl PD, CBSI3aHHBIE C MPABOBOM 3aIIMTON HH(DOPMAITUH.
12. Kakoii 3akoH onpenenseT MOHATHE «OUIIHATTBHBIN JOKYMEHT»?
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13. Kakoli 3aKOH OIpeAesseT NOHATUE «AIEKTPOHHBIA JOKYMEHT»?
14. B TekcTe Kakoro 3akoHa IpHUBeIeHa KilacCU(pUKaLUs CPeACTB 3alMUThl HHopMaruu?
15. Kakue rocyaapcTBeHHbIE OpraHbl 3aHUMAIOTCS BOIIPOCaMH oOecriedeHus: 6e30macHoCTH UHQOp-
Maluy 1 KaKue 3a7a4d OHU PEIaroT?
16. HazoBuTe ocHOBHBIE MON0KEHUs JJOKTpUHBI HHPOPMALIMOHHOH Ge3omacHocTH PO.
17. Ha30BUTE COCTABIIAIOILNE IPABOBOIO HHCTUTYTA OCYAAPCTBEHHOM TallHBI.
18. B kakux cirydasix HeJlb3sl OTHOCHTh HH(POPMALIUIO K TOCYAapCTBEHHOM TaliHEe?
19. Kakas cucrema 0003Ha4eHUs CBEACHUM, COCTABIAIOUIMX TI'OCYIAPCTBEHHYIO TalHy, NPHUHSATA B
P®?
20. HazoBuTte rpynmy BuAOB yuiep0a, BOSHUKAIOLIETO MPU yTEUKe CBEJEHUH, COCTABIIAIOLIMX IOCY-
JAPCTBEHHYIO TalHY.
21. JlaiiTe onpeneacHue CUCTEMBI 3aIUThI TOCYIapCTBEHHON TailHbI U YKaXKUTE €€ COCTABIAIOILHUE.
22. Yto B COOTBETCTBHH C 3aKOHOJATeNbCTBOM P®D mpescraBiser coboil 3acekpeunBanne HHPpOpMa-
LUU.
23. IlepeuricnuTe OCHOBHBIE MPUHIIMITBI 3aCEKPEUUBAHMS UH(OPMAIIHH.
24. Yto nmoHUMAETCs 101 MPOPECCUOHATBHOM TaHOMN ?
25. Kakue BupI IpodecCHOHANBHBIX TaliH BaM U3BECTHBI?
26. B yem 3axitoyaeTcs pa3HULA MEX/1Y TOHIATHEM «KOH(UAEHIMaIbHast HHOpMaLU» U «TaliHa»?
27. B 4eM COCTOUT CJIOKHOCTBH CITY>K€OHOM TalHBI C TOYKHU 3PEHHUS ONPEICIICHHs €€ MPaBOBOTO pe-
Kuma?
28. UYro npencrasisieT co00il 31eKTpOHHAs HUPPOBask MOANUCH?
29. KakoBbI OCHOBHBIE 0COOEHHOCTH NPaBOBOT'O PEKMUMa 3JIEKTPOHHOTO JOKyMeHTa?
30. Ha3zoBuTe OCHOBHbBIE OIPaHUYEHHS HA UCIIOJIb30BaHUE 3JIEKTPOHHBIX JJOKYMEHTOB?
IIpakTH4eckoe 3anaTHE No2
«3ammTa nHGpopMALMH NTepeJaBaeMOM 110 JIOKAJIbHBIM CeTAM)

Leapb 3aHATHSA — 3aKpEIUICHUE TEOPETUUECKUX 3HAHUH 10 BOIPOCaM rocyAapCTBEHHOTO JIMLEH3UPO-
BaHUS JIEATEILHOCTH B 00J1aCTH 3aIUThl HHPOPMALIUH.

1. YueGHble Bonpochl

1. OpraHu3zaioHHas CTPYKTypa CUCTEMbI FOCYIapCTBEHHOIO JINLIEH3UPOBAHMS B 00JIaCTH 3alllUThI
uH(pOpMaLIUH.

2. OOmuit MOpsIOK MPOBEJACHUS JIMIEH3UPOBAHUS B 00JIACTH 3alIUTH MH()OPMAIUH.

3. KoHTpomb 3a A€SITETbHOCTHIO JTUIIEH3UATOB.

4. W3ydeHue nepeuHs BUIOB JEATEIBHOCTH MPEANPUATUI B 00JAaCTH 3aIIUTHI HH(OpMAIMH, TOJIe-
AKX JIMLIEH3UPOBAHMUIO.

2. Meroau4ecKue yKa3aHUs CTYJAEHTaM 110 MOATOTOBKE M NMPOBEJICHUIO PAKTHYECKOI0 3aH-
THS

2.1. Ilpn moaroToBKe K 3aHATHIO

B nepuoa moaroToBKU K NPaKTHUYECKOMY 3aHSTHIO CTYAECHTHI ITOJIY4al0T B COOTBETCTBUHU C YKa3aHU-
SMU TIpenojiaBareist HeoOXOAUMYIO JTUTEpaTypy B OMOIMOTEKE YHUBEPCUTETA U U3YUalOT YueOHbIe
MaTepuaibl TeMbl Ne2 «[ocyaapcTBEHHOE JUIIEH3UPOBAaHUE AEITEILHOCTH B 001aCTH 3aIUThI HH-
dopmanuny, UcTionb3ys auTepatypy [1, ¢.45-55; 2-8], a Takke KOHCHEKT JIEKIHUi.

[Tpu moAroTOBKE K MPAKTUYECKOMY 3aHSATHUIO CTYJIEHTaM PEKOMEHAYETCSl OTBETUTh Ha KOHTPOJIbHbIE
BOIIPOCBI.

2.2. Ilopsanok npoBeAeHUs 3aHATHUS

Bo Bpems npoBeneHus 3aHATHS IPENOJABATENb OCYIIECTBIISET ONPOC CTYIEHTOB U ONPEIEIIAET UX
TOTOBHOCTH K 3aHSTHIO.

3areM CTyJIEHTHI OCIIEA0BATEIHO YCBAUBAIOT yueOHbIE BOPOCHI, KaCalOIIUecs: OpraHU3allMOHHON
CTPYKTYpbI CUCTEMBI FOCYIapPCTBEHHOTO JTUIEH3UPOBaHUs B 00JaCTH 3alllUThl HH(OpMAaLIUHU, TOPSIKa
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JIMIIEH3UPOBAHUS U KOHTPOJIS TUIICH3UATOB, N3YYEHHsI BUJIOB JICSITEIbHOCTH NPEANPUATHI B 007IacTH
3alUThl HH(POPMALIMH, TOAJEKAIINX JULEH3UPOBAHHUIO, JINYHO OTPa0ATHIBAIOT KOHTPOJIbHBIE BOIIPO-
CBI IPAKTUYECKOTO 3aHATUs. [Ipy HEOOXOMMOCTH HESICHBIE BOIPOCHI 00CYKIAI0TCS B TPYIIIE MO
PYKOBOJICTBOM IperoJjaBaTerisl.
[To oxOHYaHWU 3aHATUA CTYACHTHI O(POPMIISIOT OTUET U MPECTABIISIIOT €r0 Ha MOIMUCH MPETo/1aBa-
TEJ0.
3. KoHTpoO/IbHBIE BONPOCHI

CdopmynupyiiTe OCHOBHbBIE OHATUS, IPUHATHIE B c(hepe TOCYJapCTBEHHOTO JHUIIEH3UPOBAHUS B
00J1acTH 3auUThl HH()OPMAITHH.
2. OpraHu3zalyoHHasi CTPYKTypa CUCTEMbI FOCYIapPCTBEHHOIO JIMLEH3UPOBAHMs B 00JIaCTH 3aILUTHI
uHpOpMaLnH.
@DyHKIUYU roCcy1apCTBEHHBIX OPraHoB 110 JIMIEH3UPOBAHUIO B 00IaCTH 3aILUThl HHPOPMALIUH.
OYHKIUY TUICH3HOHHBIX [IEHTPOB M0 JUIIEH3UPOBAHHIO B 00JaCTH 3aIIUTHI HHPOPMALIUH.
ITpaBa 1 003aHHOCTH JIULIEH3UATOB.
[Topsinok npoBeAEHUS TULIEH3UPOBAHUS U KOHTPOJIA 3a AESITEIbHOCTbIO JINLEH3UATOB.
HazoBure cirydan nprocTaHOBIEHHS WM IPEKPAILEHUs ASHCTBUS JIULCH3UM.
B kakux cinyyasx npeanpusTUIO OTKa3bIBalOT B BbIJAU€ JIULIEH3UU?
Kakue 10KyMeHThI IPeAOCTABIAIOTCS ISl TOJTyYSHHS] JTULEH3UN?
10 KakoBbl 0COOEHHOCTH JIMIIEH3UPOBAHUS JIEATEIBHOCTH 110 BBISBICHUIO 3JIEKTPOHHBIX YCTPOMCTB,
NpeJHAa3HAYCHHBIX JJIS HETJIACHOTO MOJTy4eHus: MH(pOpMaluy, B NOMEIIEHUSIX U TEXHUUYECKUX Cpe]l-
cTBax?
11. Kakue cpenctBa OTHOCATCS K MU(DPOBATBHBIM?
12. KakoBbl 0COOEHHOCTH JIMIICH3UPOBAHHUS BHJIOB JICATEIBHOCTH, CBSI3aHHBIX C IMU(GPOBATBHBIMH
(kpunTorpaduEeCKUMH) cpeAcTBaMuU?
13. HazoBuTe nUIIeH3MOHHBIE TPEOOBAHUS U YCIOBHS MPU PACIPOCTPAHEHUU MM (PPOBATBHBIX (KPHUII-
TorpauIecKux) CpeaCTB.
14. HazoBuTe JUIICH3UOHHBIE TPEOOBAHMS U YCIOBUS MPU OCYIIECTBICHUU pPa3pabOTKH, MPOU3BOJI-
CTBa WM(POBAIBHBIX (KPUNTOrpapUUECKHX) CPEICTB, 3ALUILEHHBIX C HCIOJIb30BaHHEM HIHppo-
BaJIbHBIX (KpUNITOrpapUuecKuX) CpeACcTB UHPOPMALIMOHHBIX U TEIEKOMMYHUKAIIMOHHBIX CHCTEM.
15. HazoBuTe nMII€H3MOHHbIE TPEOOBAHUS U YCIOBUS IPU MPEJOCTaBIEHUH YCIyr B o0nacTu 1mud-
poBaHUs UHPOPMAILIUH.
16. HazoBuTe JnMIieH3MOHHBIE TPEOOBAHUS U YCIOBUS MPHU OCYILECTBICHUH JESITEIbHOCTH MO TEXHU-
YECKOMY OOCITYKMUBAaHUIO MIMPPOBAIBbHBIX (KpUNTOrpaUuECKrX) CPEeICTB.

00N oL W

IIpakTnueckoe 3ansaTue Ne3

«YCTaHOBKA U HACTPOHKA 3alIHIEHHBIX IPOrPaMM»
Hean 3aHATHS — 3aKpeIJICHUE TEOPETUUECKUX 3HAHMM 110 BOMIPOCaM CepTU(DUKAIIMN CPEICTB 3all1-
ThI UH(OpMAIMK 110 TPEOOBaHUSAM O€30MACHOCTH HH(DOPMAIIHH.
1. YueGHble Bonpochl
1. Cucrema cepTu(UKaIMU CPEACTB 3aIIUTHI HH(POpManuu 1Mo TpedoBaHUAM O6e30macHOCTH UHDOP-
MaIliu.
2. OpraHu3aiuoHHas CTPYKTypa CUCTEMbI CepTU(UKAIIMK CPENICTB 3alUTHI HHGOPMAITUH IO TPeOo-
BaHMIM 0€30MaCHOCTH MH(OPMAIIUH.
Bunbt u cxemsl cepTudUKaum CpeicTB 3alUThl HHOPMAIUH.
Oynaknuu PCTIK B o6nactu ceprudukanum cpeacTB 3auUThl HHPOPMAIIHH.
OYHKINH OPraHOB CePTU(HUKAIIMU CPEJCTB 3aIIUTH HHPOPMAIIHH.
@OYHKIMH UCTIBITATEIbHBIX JTAOOPATOPHil (LIEHTPOB).
DyHKIMU 3asBUTENEH.
[Topsiok poBEACHUS CEPTHPUKAITUN ¥ KOHTPOJIS.

PN AW
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9. TlepedeHb cpeACTB 3aIUTHI HH(OPMAIMH, TOAJIEKAIIUX CEPTUPUKALINY.
2. MeTtoauyecKkue yKa3aHus CTyJAeHTaM 110 MOAr0TOBKe M NPOBeIeHNI0 MPAKTHYECKOI0 3aHs-
TUS
2.1. IIpu moAroTOBKE K 3aHSATHUIO
B nepuoa noAroToBKU K IPAaKTUUECKOMY 3aHITHIO CTYAEHTHI I10JIy4al0T B COOTBETCTBUM C YKa3aHU-
MU TIperojaBaTeliss HeOOXOUMYIO JTUTepaTypy B OMOIMOTEKE YHUBEPCUTETA U U3y4alOT yueOHbIE
matepuaiibl TeMbl Ne3 «CepTudukanus CpeCcTB 3aiuTsl HHpopMaruu 1mo TpedboBaHusM 06e30macHo-
cTy uH(pOpPMAIUN Y, UCTIONB3Ys auTeparypy [1, ¢.56-80; 2,3], a Takke KOHCIIEKT JICKITUH.
[Tpu MOAroTOBKE K MPAKTUYECKOMY 3aHATHUIO CTYJ€HTaM PEKOMEHAYETCSI OTBETUTh HA KOHTPOJIbHBIE
BOIIPOCHI.
2.2. llopsinok nMpoBeaeHUs 3aHATUS
Bo Bpemst mpoBeieHus 3aHATHS IPENOAaBaTeNb OCYILIECTBIISET ONPOC CTYIACHTOB U ONPEAETseT UX
TOTOBHOCTD K 3aHSTHIO.
3areM CTyJeHTHI OCIE0BATEIbHO YCBAUBAIOT YUeOHbIE BOIIPOCHI, KaCAIOIINECss OpraHu3allMOHHON
CTPYKTYPBI CUCTEMBI CepTU(UKALINU CPEICTB 3AIUTHI HHPOPMALIUH, TOPSAAKA CepTU(DUKALIUN U KOH-
TPOJIsi, TUYHO OTPabATHIBAIOT KOHTPOJIBHBIE BOMPOCHI MPAKTHUECKOro 3aHATUs. [Ipu HeoOxoauMocTu
HESICHBIE BOIIPOCHI 00CYKIAIOTCS B TPYIIIIE IO PYKOBOJCTBOM IPENOIaBATEIS.
[To oxkOHYaHUU 3aHATUSA CTYJEHTH OQOPMIIIOT OTUET U MPECTABIIAIOT €0 Ha TOAMUCH MpernoiaBa-
TENIO.
3. KoHTpoJ/ibHBbIE BONIPOCHI
1. Cdopmymupyiite eIu CUCTEMBI CEPTUGUKALNN CPEACTB 3alIUThl HH(POpPMAIMK TI0 TPEOOBAHUSIM
06e30macHOCTH HH(POPMAIIHH.
2. OpraHu3aioHHasi CTPYKTypa CHCTEMBI CepTU(HUKAIINH CPEICTB 3alIUTh HHPOPMAIIUHU 10 TpeOo-
BaHUsM 0€30MaCHOCTH UH(DOPMAIIHH.
HazoBute Bubl U cXeMbI CEPTU(PUKALUU CPEICTB 3aIUTHI HHPOPMAIUH.
Kakossl ¢pynkimn @CTOK B ob6nactu ceptudukanuy cpeacTs 3amuThl uHGopmanmuu?
KakoBel (pyHKIIMH OpraHoB cepTU(UKAIUKN CPEJICTB 3aUTh HHpopMarmm?
KakoBbl hyHKITMH UCTIBITATEIBHBIX JIA0OpATOPHil (LIEHTPOB).
KakoBbl QpyHKIMM 3asiBUTENEN?
OO0t mops0K MPOBEAEHUS CePTU(PUKALINU CPEICTB 3AIUTHI HHPOPMALIUH.
Bunpl koHTpOIIs B 001acTH cepTU(PUKAIIUN CPEACTB 3aIUThl HH)OPMALIUH.
10. YeM ompenenstorcsi CpOKH MPOBEACHUS CePTUPUKAIIMOHHBIX UCTIBITAHUI?
11. Ha xakoii cpok BbIaeTcsi cepTudukar?
12. HazoBUTE NpUYMHBI IPUOCTAHOBIICHUS I aHHYJIUPOBAHUA JEHCTBUS cepTH(HKaTa.
IpakTuyeckoe 3anaTue Ned

«ITpueMsbl padoThI ¢ 3alMIIEHHBIMH MIPOrPaAMMaMMD)
Heapb 3aHATHSA — 3aKpEIUIEHUE TEOPETUUECKUX 3HAaHUM 10 BOIPOCaM CepTU(PUKALUU CPEICTB KPHUII-
TorpaduyecKkoi 3amuThl THPOPMALIUH.
1. YueGHble Bonpochl
1. Cucrema cepTuduKauy CpeaCcTB KpUNTOrpadhuuecKou 3aumTsl HHHOPMaIUH.
2. Bugsl u cxeMbl cepTHPHUKAIUU CPEACTB KpUNTOrpadhudeckoi 3auThl HHOOPMALIUH.
3. OyHKUUU OpPraHoB, JJAOOPATOPHil U 3asBUTEINEH B CUCTEME CepTH(PUKAIIMU KpUNITOrpadudeckoi
3alUThl ”HOpPMAIUH.
4. Oco0eHHOCTH MOATOTOBKH U MPOBEAEHUS cepTU(UKALUN KpUNTOrpadhUUecKUX CPEeICTB 3alUThI
uH(pOpMaLIUH.
5. KoHTponb 1 Ha/i30p 3a MpOBEACHUEM CePTU(DUKALNU KPUNTOrpadhUIECKUX CPEJCTB 3alUTHl HH-
dbopMaruu 1 cTabMIIbHOCTHIO XapaKTEPUCTUK CEPTUPHUIIMPOBAHHON MPOIYKITHH.
2. MeroauvecKue yKa3aHUs CTyJAeHTaM 110 MOATOTOBKeE M NMPOBEJICHUIO PAKTHYECKOI0 3aH -
THS
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2.1. ITpu MOATOTOBKE K 3aHSTHUIO
B nepuos noAroToBky K NpakTUYECKOMY 3aHATHIO CTYIECHTHI [TOJy4YatoT B COOTBETCTBUU C yKa3aHU-
SIMU TIPENoJaBaTeNsi HeOOXOAUMYIO JTUTEPATypy B OMOIMOTEKE YHUBEPCUTETA U U3YUYAlOT YueOHbIE
matepuaibl TeMbl Ne3 «CepTudukanus cpeCTB 3aluThl HHGOopMauu 1o TpedboBaHusM 0e30macHo-
CTH HHQPOPMAIIIIY, HCTIONB3Ys TuTepatypy [1, ¢.81-88; 2], a Takke KOHCIIEKT JICKIIHIA.
[Tpu NOArOTOBKE K NPAKTUYECKOMY 3aHATHIO CTYI€HTaM PEKOMEHJIyeTCsl OTBETUTh HAa KOHTPOJIbHbIE
BOIIPOCBI.
2.2. Ilopsanok npoBeAeHUs 3aHATHUS
Bo Bpems npoBeneHus 3aHATHSI IPENOJABATENb OCYIIECTBIISET ONPOC CTYAEHTOB U OIPEJEISIET UX
TFOTOBHOCTb K 3aHATHIO.
3areM CTyIIEHTHI TOCIIEA0BATENIFHO YCBAUBAIOT y4eOHbIE BOIIPOCHI, KACAIOIIUECS OpPraHU3allHOHHON
CTPYKTYPbI CUCTEMBI CEPTU(DUKALUYU CPECTB KpUIITOrpauuecKoi 3amuTsl MHGopMaum, ocooeH-
HOCTEH MOATOTOBKH, TPOBEIEHUS cepTU(UKALINN CPEICTB KpUNITOrpadudeckoi 3amuThl HHPOpMa-
LU U KOHTPOJIS 33 CePTUPUIMPOBAHHON NPOAYKIMEN, INYHO OTPabaThIBAIOT KOHTPOJIbHBIE BOIIPOCHI
NPaKTUYECKOTo 3aHATHA. [Ipu HEOOXOJMMOCTH HESICHBIE BOIPOCH! 00CYKIAIOTCS B TPYIIIE MO PYKO-
BOJICTBOM IIpenoaBaTesl.
[To oxOHYaHWY 3aHATHS CTYACHTHI OPOPMIISIOT OTYET U MPECTABIISIOT €r0 Ha MOAIMUCH MPETo/1aBa-
TEJ0.
3. KoHTpo/1bHBIE BONIPOCHI
1. OpraHuszalnyoHHass CTPYKTypa CHUCTEMbl CepTU(UKALUU CPEICTB KPUITOrpapuUUecKon 3alluThl
uH(pOpMaLIUH.
2. HazoBuTte BUJBI M CXeMbI cepTU(UKALUHU CPEICTB KPUNITOrpahuuecKoi 3auThl HHPOPMALIUH.
3. KakoBbl (yHKIHMH OpraHoB cepTH(HKAINU, UCIBITATEIBHBIX JTA0OPATOPUI W 3asBUTEICH B CH-
CTeMe CepTH(UKALMU CPEACTB KpUNTOrpaduueckoi 3amuThl HHPopManuu?
4. OcobeHHOCTH MOpPSAAKA MOATOTOBKH U MPOBEACHUS CEpTU(PUKAILIMKN CPEICTB KpUNTOrpaduyecKon
3alUThl HH(OPMALIHH.
Bunst koHTpOIs B 007aCTH CepTH(HUKAIINN CPEACTB KpUNTOrpadhuyecKoi 3amuThl HHPOpPMAIIHH.
Ha kaxoii cpok Bblaercs cepruduxar?
HazoBuTe mpu4YrHbBI MPHUOCTAHOBIICHUS WU aHHYJIUPOBAHUS JCHCTBUS CEpTH(HKATA.
Kakue cpenctBa oTHOCATCS K IU(PPOBAILHBIM?
UTo OTHOCHUTCS K 3aKPBITHIM TEJIEKOMMYHHKAIIHOHHBIM CHCTEMaM M KOMIUIEKcaM?
IIpakTyeckoe 3ansaTue NeS

«3amuTa nHGoOpManMHN OT KONMPOBAHNS: 32/1aHHE HEKONHPYEMbIX METOK
Lesb 3aHATHA — 3aKpETUIEHNE TEOPETUUECKUX 3HAHUH 110 BOIPOCAaM CepTH(PUKAILIMU CPEACTB BbIUUC-
JUTETHHON TEXHUKU U CBS3H.
1. YueOHbIe BOPOCHI
1. Cucrema cepTuduKaui TEXHHIECKHUX, TPOrPAMMHO-TEXHHYECKHX, IIPOTPaMMHBIX aBTOMAaTH3H-
POBaHHBIX CUCTEM U JIOKAJIbHBIX BBIYMCIUTENBHBIX CETEH Ha COOTBETCTBUE TPeOOBAHUSAM 1O O€3-
OMACHOCTH UH(OpMAaIIHH.
2. Bunusl u cxemsl cepTU(UKALNN CPEACTB BEIYUCIUTEIbHON TEXHUKHU U CBA3H.
3. OcoOeHHOCTH MOATOTOBKH U MPOBEIEHUS CepTU(UKALINN CPEJICTB BEIUNCIUTEIbHON TEXHUKU U
CBSI3U IO TPeOOBaHUAM 0€30MaCHOCTH UH(OPMAIIHH.
2. MeTroauyecKkue yKa3aHus CTyJAeHTaM 110 MOAr0TOBKe M NPOBeIeHNI0 MPAKTHYECKOI0 3aH -
THS
2.1. IIpu moAroTOBKE K 3aHATHIO
B nepros noaroToBKM K NPakTUYECKOMY 3aHSATHIO CTYJSHTHI IOJIy4alOT B COOTBETCTBUHU C YKa3aHU-
MU TIpernojaBaTesiss He0OOX0UMYIO JTUTepaTypy B OMOINOTEKE YHUBEPCUTETA U U3y4alOT yueOHbIe
matepHaibl TeMbl Ne3 «CepTudukaius CpeCTB 3aluThl HHGopMaruu o TpedboBaHusM 0e30macHo-
cTH nH(MOPMAITUNY», UCTIONBL3Ys TUTepatypy [ 1, ¢.89-98; 2], a Takke KOHCIIEKT JISKIIH.

LR
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ITpu MOArOTOBKE K MPAKTUYECKOMY 3aHATHUIO CTYJEHTaM PEKOMEHAYETCSI OTBETUTh HA KOHTPOJIbHBIE
BOIIPOCHI.
2.2. llopsinok nMpoBeaeHUs 3aHATHUS
Bo Bpems npoBenieHHs 3aHATHUS IPENOAABATENb OCYLECTBIIAET OIPOC CTYICHTOB U ONpEeAEseT ux
TOTOBHOCTD K 3aHSTHIO.
3areM CTyJIeHTHI II0CIIE0BATEIbHO YCBAUBAIOT yUeOHbIE BONIPOCHI, KACAIOIUECs OpraHU3allMOHHON
CTPYKTYPBI CUCTEMBI CePTU(PUKALNU TEXHUYECKHX, IPOTPAMMHO-TEXHHUECKUX, IPOTPAMMHBIX aBTO-
MaTU3MPOBAHHBIX CUCTEM U JIOKAIbHBIX BBIYMCIUTEIbHBIX CETEH HAa COOTBETCTBUE TPEOOBAHUSM IO
6e3omacHOCTH HHPOPMALIUU, OCOOCHHOCTEH MOATOTOBKH, IPOBEJICHUS CEPTHU(HUKAIIMN CPEACTB BbI-
YHCIUTEIbHON TEXHUKH U CBSI3U 10 TpeOOBaHUAM 0€30I1aCHOCTH HH(POPMALIUHU, IMYHO OTpadaThiBa-
IOT KOHTPOJIBHBIE BOTIPOCHI MTPAKTHUECKOTO 3aHATH. [Ipn He0OX0IMMOCTH HEsICHBIE BOIIPOCHI 00-
CYX/al0TCs B IPYIIIE 0]l PyKOBOACTBOM IIPEINO1aBaTEIs.
[To oxOHYaHWU 3aHATUA CTYACHTHI O(POPMIISIOT OTUET U MPECTABIISIOT €r0 Ha MOIMUCH MPETo/1aBa-
TEJ0.
3. KoHTpo/IbHBIE BONIPOCHI
1. OpranuzalMoHHas  CTPYKTypa CHCT€Mbl  CepTH(UKALMUM  TEXHUYECKHX, MPOrPaMMHO-
TEXHUUYECKUX, [IPOrPaMMHBIX aBTOMATHU3UPOBAHHBIX CHUCTEM U JIOKAJBHBIX BBIYMCIUTENIbHBIX CETEH
Ha COOTBETCTBUE TPEOOBAHMSIM 10 O€30M1aCHOCTH HH(POPMALIHH.
2. HazoBuTte BUABI U CXEMBbl CePTHU(UKALNN CPEJICTB BHIYMCIUTEIBHON TEXHUKU U CBSI3U 1O TPeOo-
BaHUAM 0€30M1acCHOCTH UH(OpMAIUH.
3. KakoBbl (yHKIMH OpraHoB cepTH(HKAINU, UCIBITATEIBHBIX JIA0OPATOPUI W 3asBUTEICH B CH-
cTeMe cepTU(UKALUU CPEJCTB BBIYMCIUTEIBHON TEXHUKU U CBSI3U MO TpeOOBaHMUAM O€30MacHOCTH
uH(popmanuu?
4. Oco0OeHHOCTH MOpsJKa MOATNOTOBKM MU IPOBEIEHHUS CEPTU(PUKALMU CPEICTB BBIYHUCIUTEIBHOM
TEXHUKH U CBSI3U 10 TPeOOBaHUAM 0€30MacHOCTH HH(POpMAIUK.
5. Bunasl KoHTpOJs B 00JaCTU CEPTU(PHUKALMU CPEACTB BBHIUMCIUTEIILHOW TEXHUKU U CBSA3M IO Tpe-
0oBaHUAM 0€30I1aCHOCTH UH(QOPMAIIUH.
6. Ha xaxoii cpok Bblaercs ceptTuduxar?
7. HazoBuTe NpUUMHBI IPUOCTAHOBIICHUS WM aHHYJINPOBAHUS JEHCTBUS cepTuduKara.
8. Ha3oBure nokazartenu 3alUIIEHHOCTH.
9. CKOJBKO KJIACCOB 3alllMIIEHHOCTH CYIIECTBYET?
IIpakTyeckoe 3ansaTue Ne6
«3amMTa NporpamMM ot AucacceMOJIUPOBAHUS)
Lesb 3aHATHA — 3aKpEIUIEHUE TEOPETUUECKUX 3HAHUH MO0 BOMPOCAaM aTTecTalui 00beKTOB HHPOP-
MaTH3aI|H 1o TPEOOBaHUAM O€30MaCHOCTH HH(POPMAIIUH.
1. YueOHbIe BOPOCHI

1. Cucrema 00beKTOB HH(OpMaTU3ALINUU IO TPpeOOBAaHUAM 0€30M1aCHOCTH MH(OPMALINH.
2. Bupel atTecTannu 00bEKTOB MHPOPMATU3AIMH 10 TpeOOBaHUAM 0€30MacHOCTH HH(pOpMaLny.
3. ®ynkuun @CTOK u opraHoB 1o arrecTanyy B 00JaCTH aTTeCTallii 00bEKTOB HH(OpMaTHU3 AU
1o TpeOOBaHUAM 0€30MMaCHOCTH UH(OPMAIIHH.
4. OyHKIMH UCIBITATEIbHBIX LIEHTPOB (J1abopaTopuil) U 3asiBUTENEH MO aTTecTaluu 00BEKTOB HH-
dbopmaTuzaiuu o TpedoBaHUAM 0e30MacHOCTH H(OPMAIIUH.
5. Tlopsamok mpoBeneHUs arTecTalui U KOHTPOJIA.

2. Meroanyeckue yKa3aHHUs CTyAEHTaM 110 OATrOTOBKE W NMPOBEICHUI0 NPAKTHYECKOI0 3aH -

THSA

2.1. ITpu NOATOTOBKE K 3aHSTHIO
B nepuoj moAroToBKM K MPakKTUYECKOMY 3aHATHIO CTYJIEHTHI MTOJIy4aloT B COOTBETCTBUU C YKa3aHU-
SIMU TIpenojiaBaresst HeoOOXOAUMYIO JTUTEpaTypy B OMOIMOTEKe YHUBEPCUTETA U U3YUAlOT YueOHbIE
MaTepuaibl TeMbl Ned «ATtecTarus 00beKTOB HH()OpPMATHU3AIMU 110 TPEOOBAaHUSAM OE€30MMaCHOCTH UH-
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dopmanuny, ucronb3ys autepatypy [1, ¢.129-139; 2,3], a Takxe KOHCIEKT JIEKIUH.
[Tpu moAroTOBKE K MPAKTUYECKOMY 3aHSATHIO CTYJ€HTaM PEKOMEHAYETCSl OTBETUTH Ha KOHTPOJIbHbIE
BOIIPOCBI.
2.2. Ilopsanok npoBeAeHUs 3aHATHUS
Bo Bpems npoBeneHus 3aHATHSI IPENOJABATENb OCYIIECTBIISET OIIPOC CTYIEHTOB U ONPEEIIAET UX
TOTOBHOCTD K 3aHSTHIO.
3areM CTyIEHTHI OCIIEA0BATENIFHO YCBAaUBAIOT yueOHbIE BOPOCHI, KACAIOIINECS OpraHU3allHOHHON
CTPYKTYpbI CUCTEMBI aTTECTallMi 00BEKTOB HHGOpMATH3aLMHU 0 TPeOOBaHUSIM 0€30MaCHOCTH M H-
dbopMmaruu, GyHKIHIA OpraHOB aTTECTAIMU U 3asBUTEJICH, 0COOCHHOCTEH MOATrOTOBKH, MPOBEICHUS
aTTecTaluu 00bEKTOB HHPOPMATH3ALUU 110 TPeOOBaHUSIM 0€30IaCHOCTH MH(POPMAIIUU U KOHTPOJIS,
JMYHO OTPabaTHIBAIOT KOHTPOJIbHBIE BOTIPOCHI MTPAKTUYECKOT0 3aHATHA. [Ipun HE0OX0MMOCTH Hesic-
HBIE BOIIPOCHI 00CYKJIAI0TCA B TPYIIIIE [0/ PYKOBOJCTBOM IperoaBaTelis.
[To oxOHYaHWU 3aHATUA CTYACHTHI O(POPMIISIOT OTUET U MPEACTABISIOT €T0 Ha MOANUCH MPEToaaBa-
TEJNIO.

3. KoHTpo/IbHBIE BONIPOCHI
1. JlaiiTe ompeneneHue arrecTaliud OOBEKTOB MH(pOpMATH3alMU MO TpeOOBaHUSAM Oe30MacHOCTU
uH(pOopMaLUH.
2. OpraHu3aiMoHHas CTPYKTypa CUCTEMbl O0BEKTOB MH(OpMaTH3aluK Mo TpeGoBaHHSIM Oe3omac-
HOCTH HH(OpMAIH.
3. Buasl artectanuu 00beKTOB HH(pOpMATU3aMU IO TPEOOBAHUSAM O€30MaCHOCTH UH(OPMAIIHH.
4. Kakue 00beKThl HHPOPMATH3AIUY TTOJICKAT 00513aTSIIBHON aTTecTauu?
5. Kaxossl ¢pyakiun @CTOK B obnactu arrectanuu 00beKTOB HHPOpMATH3AIMH 110 TPEOOBAH UM
Oe3omacHOCTH UH(pOpMaLUK?
6. KakoBsl hyHKIIMK OpraHOB MO aTTecTanuu?
7. KakoBbl pyHKIIMH 3asiBUTENEH B 00JIaCTH aTTECTallMM OOBEKTOB HH(POPMATH3AIMH 110 TPeOOBaHU-
siM 0e301macHOCTH HHpopMaIuu?
8. Tlopsimok mpoBENCHUS aTTECTAllMU OOBEKTOB MH(OpPMATH3AIUH 10 TPEOOBAHUSAM O0E30MaCHOCTH
uHpopmanuu.
9. Ha ocHoBe KakuX cBeJeHUI pa3padbaTbIBaeTCs MporpaMma arTeCTallMOHHBIX UCTIBITAHUI?
10. [Topsinok mpoBeieHUs aTTECTALMOHHBIX HCIIBITAHUH.
11. Kakasg qokyMeHTaIus NpeAcTaBiIseTcsi Oprany mo aTrrecrauuu’?

IIpakTnyeckoe 3ansaTue Ne7

«Anentudukanus u ayreHTUPHUKANUSA B IPOrPAMMHBIX MPOAYKTAX»

Lesb 3aHATHA — 3aKpEIUICHNE TEOPETHUECKUX 3HAHUH 110 BOMPOCAaM aTTeCTallui OMEIEHHH 1o
TpeOoBaHUSAM 0€30MaCHOCTH NH(OPMALIUH.
1. YueOHbIe BOPOCHI
1. Cucrema 00beKTOB HH(OpMaTU3ALINUU IO TPpeOOBAaHUAM 0€30M1aCHOCTH MH(OPMALINH.
2. Bupel aTTecTanuy noMemieHui no TpeboBaHusAM 0€30MaCHOCTH MH(OPMAIIHH.
3. Oco0eHHOCTH MPOBEACHUS aTTECTAllUK TOMELIEHUH 10 TpeOoBaHUIM 6€30MacHOCTH UH(OpMa-
117078
2. MeroauyecKkue yKa3aHus CTyJAeHTaM 110 MOAr0TOBKe M NPOBeJIeHNI0 MPAKTHYeCKOIo 3aH -
TUS
2.1. IIpu moAroTOBKE K 3aHSATHIO
B nepron noAroToBKM K NPakTUYECKOMY 3aHSATHIO CTYIEHTHI MOJIY4aloT B COOTBETCTBHHM C YKa3aHU-
MU TIperojaBaTesiss HeOOXOUMYIO JTUTepaTypy B OMOINOTEKE YHUBEPCUTETA M U3y4alOT yueOHbIE
matepHaibl TeMbl Ned «ATTectanusi 00beKTOB HH(DOpMaTH3AIMU IO TPeOOBAHUAM 0€3011aCHOCTH MH-
dbopmarmy, ucnonb3ys auteparypy [1, ¢.129-139; 2,3], a Takke KOHCTIEKT JICKITHA.
[Tpu NOATOTOBKE K MPAKTUYECKOMY 3aHATHIO CTYJI€HTaM PEKOMEH]IyeTCsl OTBETUTh HAa KOHTPOJIbHbIE
BOIIPOCHI.



2.2. Ilopsinok MpoBeIeHUS 3aHATUS
Bo Bpemst mpoBenieHus 3aHATHS IPETOAaBaTeNb OCYIIECTBISET ONPOC CTYACHTOB U ONpPEAeseT UX
TOTOBHOCTD K 3aHSTHIO.
3areM CTyJeHTHI OCIE0BATEIbHO YCBAUBAIOT YUeOHbIE BOIIPOCHI, KACAIOIIKECs OpraHu3allMOHHON
CTPYKTYPBI CUCTEMBI aTTeCTAllul 00BEKTOB HH(OPMATHU3ALINY 110 TPEOOBAHUAM OE30ITaCHOCTH UH-
dbopmanuu, GyHKIMI OpraHOB aTTECTALIUU U 3asBUTENEH, 0COOEHHOCTEH OArOTOBKHU, TPOBEICHUS
aTTeCTalluy OMEIIEHUH 1Mo TpeOoBaHusAM Oe30macHOCTH HH(POPMAITUN U KOHTPOJIS, TMYHO OTpada-
THIBAIOT KOHTPOJIbHBIE BOIIPOCHI MPaKTU4Yeckoro 3ausaTus. [Ipx Heo6X0AUMOCTH HESCHbIE BOIIPOCHI
00CyXJal0TCs B TPYIIIE 101 PYKOBOACTBOM IIPENOAABATES.
[To oxOHYaHUHU 3aHATUSA CTYAEHTHI OQPOPMIISIFOT OTUET U MPEACTABISIOT €r0 Ha MOJMUCH IPeroiaBa-
TEJIO.
3. KoHTpoJIbHBIE BOIIPOCHI
1. JlaiiTe ompenerneHue arTecTalid OOBEKTOB MH(OpPMATH3AIUHU MO TpeOOBaHUSM 0€30MacHOCTH
uHpopmanuu.
Bunp! artecTanuu noMemieHuit mo rpeboBaHusM 6€301acHOCTH UHPOPMALIUH.
Kakue nomenienus noanexar o0a3aTenpHOM arrectanuu?
[Topsiiok poBeeHNs aTTeCTAlK MOMEIICHUH TI0 TpeOOBaHMSIM O€30MaCHOCTH UH(OPMAIUH.
Kakas noxymeHTanus npeacTaBisieTcs opraHy mo arTecTaiuu?
CopepxaHue 3aKII0YEHNS aTTECTALlMOHHON TPOBEPKU TTOMELICHHUSL.
CopepxaHue MPOTOKOJIA aTTECTAlMOHHBIX UCIIBITAHUN TOMEIIEHUSI.
CopneprxaHue aTTecTaTa COOTBETCTBUS Ha 00BEKT MH(OPMATH3AIINH.
IpakTnyeckoe 3ansitue Ne§

«YCTaHOBKA Pe3WIeHTHBIX MPOrpPaMM))
Heab 3aHATHS — 3aKpEIUICHUE TEOPETUUECKUX 3HAHUH M0 BOIPOCAM aKKPEAUTALIUU UCTIBITATENbHBIX
naboparopuii U OPraHoOB CepTU(UKAIMH CPEJICTB 3aTUTHl HHPOPMAIHH 110 TPeOOBaHUIM Oe30mac-
HOCTU WH(pOpPMALIUH.

NNk

1. YueGHble Bonpochl

1. TloHsATue aKKpeAUTALUU IPEIIPUITUI B KAUECTBE OPTaHOB MO CEPTUDUKAIINK CPEICTB 3aIIUTHI
uH(pOpMaLIUH.
2. ITlopsimok akkpeauTaluuy NpeanpusThsl.
3. KoHTposab 1 Haa30p 3a eATEIbHOCTHIO aKKPEUTOBAHHBIX UCIBITATENIbHBIX Ja0opaTopuil U opra-
HOB CepTU(UKAIIH.

2. MetoauyecKkue yKa3aHus CTyJA€HTaM I10 MOATOTOBKeE M IIPOBeICHNI0 PAKTHYECKOI0 3aH -

THS

2.1. ITpu mOATOTOBKE K 3aHSTHIO
B nepuoj moAroToBKY K MPaKTUYECKOMY 3aHATHIO CTYJIEHTHI ITOJIy4al0T B COOTBETCTBUU C YKAa3aHU-
MU TIpernojaBaTesiss HeoOOX0UMYIO JTUTepaTypy B OMOINOTEKE YHUBEPCUTETA U U3y4alOT yueOHbIe
MaTepuaibl TeMbl Ne5 «AKKpeAuTaluu OpraHoB cepTudukanyu (MCIbITaTENbHBIX JabopaTopuil)
CPE/CTB 3alUThl WH(OpPMAIKHU 10 TpeOOoBaHUAM 0€30MaCHOCTH MH(OPMAIIUNY, UCTIONB3YS JTUTEpa-
Typy [1, ¢.99-102; 2-4], a TakKe KOHCHEKT JIEKIIHA.
[Tpu MoAroTOBKE K MPAKTUYECKOMY 3aHSATHIO CTYJ€HTaM PEKOMEHAYETCSI OTBETUTh HAa KOHTPOJIbHbIE
BOIIPOCBI.
2.2. Ilopsanok npoBeAeHUs 3aHATHUS
Bo Bpems npoBeneHns 3aHATHS IPENOJABATENb OCYIIECTBIISIET ONPOC CTYAEHTOB U ONPEIEISIET UX
TOTOBHOCTD K 3aHSTHIO.
3areM CTyJIEHTHI OCIIe0BATENIFHO YCBAUBAIOT Y4eOHbIE BOIIPOCHI, KACAIOIIUECS MOPSAIKA aKKpeIU-
TalUU NPEANpUITUN, KOHTPOJIS ¥ HaJ[30pa 3a JeATEIbHOCThIO aKKPEAUTOBAHHBIX IPEANPUITUHN, JINY-
HO 0Tpa0aTHIBAIOT KOHTPOJIbHBIE BOMPOCHI MPAKTHUYECKOT0 3aHATH. [Ipr HE0OX0IMMOCTH HEsICHBIE
BOIPOCHI 00CYKJIAIOTCS B TPYIIIE MO/ PYKOBOJCTBOM IPENogaBaTes.
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[To okOHYaHUU 3aHATHUS CTYJCHTHI OPOPMIISFOT OTYET U MPECTABIISIOT €r0 Ha TOMUCH MPEroiaBa-
TEJIO.
3. KoHTpoO/IbHBIE BONIPOCHI
1. JlaiiTe onpenesnenne akKpeAUTalUU MPEANPUATUS B KAUECTBE OpraHa Mo cepTU(UKAIMN CPE/ICTB
3aMUThl UHOOPMALIUH.
2. JlaiiTe ompeneneHre aKKpeIUTAUH MPEANPUATUS B KaUeCTBE UCIIBITATEIbHON Ja00paToOpHH.
3. Tlopsmok akkpeauTalMy OPEANPHUSATHS B KadecTBE OpraHa mno cepTuukanuu (MCIbITATeIbHON
71a00paTOPUM) CPEICTB 3AITUTHI HHPOPMALIUH.
4. Ha xako# CpoK BbIIa€TCs aTTeCcTaT aKKpeaAuTaluu?
5. Bwuabl KOHTPOIIA 32 AEATENbHOCTIO AKKPEAUTOBAHHBIX MPEAPUATHH.
6. Ilepeuncnure ciryuau, B KOTOPBIX aKKPEAUTAIMS MOXKET OBITh IOCPOYHO aHHYJIMPOBAHA.
IpaxkTnyeckoe 3ansitue Ne9

«3amuTa nporpaMM B ONePaTHBHON NAMSTID)
Leab 3aHATHSA — 3aKpEIUICHUE TEOPETUUECKUX 3HAHUM 0 QYHKIUAX, TpaBaX, 00S3aHHOCTSX, OTBET-
CTBEHHOCTH U JIPYTUX aCHEKTaX JEATEIbHOCTU HCIIBITATEIbHOW 1a00paTopyu Py MPOBEICHUU CEP-
TU(OUKAIIMOHHBIX UCTIBITAHUM.
1. YueGHble Bonpochl
1. HcnbiTatensHas 1a0opaTopusi, KaK COCTaBHAS YaCTh OPraHU3alMOHHON CTPYKTYPBI CUCTEMBI CEP-
TU(PUKAIIH TPOAYKIIUH 110 TpeOOBaHUAM 0€30MaCHOCTH UH(POPMAIIHH.
2. OcCHOBHBbIE 33/1a4¥ HCIBITATENLHOM Ta00OpaTOPHH.
3. OcHoBHBIE (QYHKIIMU UCTIBITATEIILHON J1a00paTopuu.
4. IlpaBa, 003aHHOCTH M OTBETCTBEHHOCTb UCIBITATEIBHOMN J1a0OpATOPHH.
2. MeroauyecKkue yKa3aHUs CTyJAeHTaM 110 MOAT0TOBKe M NPOBeICHNI0 PAKTHYECKOI0 3aH -
TUS
2.1. ITpu mOATOTOBKE K 3aHSTHIO
B nepuoj moAroToBKYM K MPakKTUYECKOMY 3aHATHIO CTYIEHTHI MOJIy4aloT B COOTBETCTBUU C YKa3aHU-
MU IIpernojaBaTesiss HeoOOX0UMYIO JTUTEpaTypy B OMOINOTEKE YHUBEPCUTETA U U3y4aIOT yueOHbIe
MaTepuaibl TeMbl Ne6 «cnbiTatensHas tadopatopust (LIEHTP)», UCTIONB3Ys TuTepatypy [1, ¢.103-
108; 2-4], a Takke KOHCTIIEKT JICKITUH.
[Ipu noAroTOBKE K MPAKTUYECKOMY 3aHATHIO CTYJIEHTaM PEKOMEHYEeTCsl OTBETUTh HAa KOHTPOJIbHbIE
BOIIPOCBHI.
2.2. llopsinok mpoBeAEHUs 3aHATUS
Bo Bpems npoBeneHus 3aHATHS IPENOJaBaTellb OCYIIECTBIISET ONPOC CTYIEHTOB U OMPEEIseT UX
TOTOBHOCTH K 3aHSATHIO.
3areM CTyJeHTHI OCEA0BATEIbHO YCBAaUBAOT YUeOHbIE BOIIPOCHI, Kacaromuecs GyHKIUH, pas,
00s13aHHOCTEH, OTBETCTBEHHOCTH M IPYTHUX aCMeKTaX JAesTeIbHOCTH UCIIBITATENbHON 1abopaTopun
IIPU NIPOBENICHUU CEPTU(PUKALMOHHBIX UCIIBITAHUN, IMYHO OTPa0daThIBalOT KOHTPOJIbHBIE BOTIPOCHI
PaKTUYECKOro 3aHATHA. [Ipu HEOOXOJMMOCTH HESICHBIE BOIPOCHI 00CYKJAIOTCSI B IPYIIIE MO PYKO-
BOJICTBOM IIpEIoiaBaTessl.
[To oxkOHYaHUU 3aHATHUSA CTYJEHTHI OQPOPMIIIOT OTYET U MPECTABIIAIOT €0 Ha TOAMUCH MPEernoiaBa-
TeJNIo.
3. KoHTpO/IbHBIE BONIPOCHI
1. KTo ocymiecTBiasieT pyKOBOJICTBO ACSITEIBHOCTHIO UCTIBITATENLHOM JTabopaTopun?
2. Yem noDKHA pacroiaraTh HCIBITaTeIbHAS J1a0OpaTopus IS MPOBEIACHHS CepTH(PUKAIMOHHBIX
WCTIBITAHUI?
3. Tlepeuncaure 3a1a4n UCIIBITATEILHON J1A0OOPATOPUH.
4. Ilepeuncnure QPyHKITMN UCTIBITATEILHOMN JTa0OpaTOpPHUH.
5. Kakue mOKyMEHTHI TOTOBHUT HCIHBITaTeNbHAs Jab0OpaTopus MO OKOHYAHUM CEPTU(DUKAIIMOHHBIX
WCIIBITAaHUI?
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Kakue npaBa nMmeeT ucneitaTensHas sadopatopus?
[Tepeuncnure 00s13aHHOCTH UCTIBITATEILHON Tab0paToOpuu.
Kakue TpebGoBaHMs PEIbBISAIOTCS K COTPYIHUKAM HCIIBITATENLHON TabopaTopun’?
Kakoli jokyMeHTaluei 1omkHa pacnoarate UCIbITaTeNNbHas Jaboparopus?
10 KaknMu nomMemeHussMe JOKHA pactioarath UCTIBITaTeNbHas 1abopaTopus?
11. OTBETCTBEHHOCTh UCTIBITATEIFHOM JTA0OPATOPHH.
IIpakTnueckoe 3ansaTue Nel0

«IlakeTbl AaHTHBHPYCHBIX POrPAMM))
Ieapb 3aHATHA — 3aKpEIUICHUE TEOPETUUECKUX 3HAHUM O YCIOBMSIX, OPSAIAKE U 00bEME IPOBEACHUS
UCIBITAHUN OOBEKTOB.
1. Y4eOHble Bonpockl
OOBEKTHI UCTIBITAHUH.
[{enu u 3a7a4u IPOBEPOK U UCTIBITAHUM.
YcioBus U NOPSAAOK MPOBEICHUS UCTIBITAHUH.
MeTo1bl UCTIBITAHUIA.
HcnpiTanus 00bEKTOB Ha COOTBETCTBUE OPTaHU3AIIMOHHO-TEXHUYECKUM TPEOOBAHUSM 10 3aIlUTE
I/IH(l)OpMaIlI/II/I
6. HcnbiTanusi 00bEKTOB HA COOTBETCTBHE TPEOOBAHUSAM 10 3aIIUTE HHPOPMAIMH OT YTEUKH 10 Ka-
Hasnam [IDOMUH.
7. WcnbiTanust 0ObEKTOB HA COOTBETCTBHE TPEOOBAHUSAM IO 3aIIUTE HHPOPMAIIMH OT HECAHKIIMOHU-
poBanHoro nocryna (HC/).
8. IIpoBepka MpaBHIBHOCTH MPUMEHEHHS KPUIITOTpaPUUECKUX CPEICTB 3alIUThI HHPOPMAIUH.
9. HcnpiTanus 00beKTa Ha COOTBETCTBHE TPEOOBAHHSM 110 3aIIUTE HHPOPMALIUU OT YTEUKH TI0 aKy-
CTUYECKHM KaHaJlaM.
10. [IpoBepka BIMOTHEHUS TPEOOBaHMIA IO 3alIMTE HH(POPMAITUH OT YTEUYKH 32 CYET CTPOCHHBIX TEX-
HUYECKHUX CPEICTB.
11.01uenka pe3ynbTaToB UCTIBITAHUN M 0(OPMIICHHE OTYETHBIX MaTEPHAJIOB.
2. MeToauyecKue yKa3aHUs CTYJAeHTaM 110 MOAr0TOBKe U NMPOBEIEHNI0 MPAKTHYECKOI0 3aHs-
TUS
2.1. Ilpn moaroToBKe K 3aHATHIO
B nepuoa noaroToBKU K NPaKTHUECKOMY 3aHITHIO CTY/AEHTHI ITOJIY4al0T B COOTBETCTBUHU C YKa3aHU-
SMU TIpenojiaBaresist HeoOXOAUMYIO JTUTEpaTypy B OMOIMOTEKE YHUBEPCUTETA U U3Y4atoT yueOHbIe
Matepuaibl TeMbl Ne6 «cnpiTarensHas jgabopaTopus (IIEHTP)», HCHONB3ys nautepatypy [1, c.109-
128; 2, c. 129-246; 3,4],a Tak*ke KOHCIEKT JICKIIUM.
[Tpu MoAroTOBKE K MPAKTUYECKOMY 3aHSATHUIO CTYJE€HTaM PEKOMEHAYETCSI OTBETUTh Ha KOHTPOJIbHBIE
BOIIPOCBI.
2.2. Ilopsinok mpoBeaeHUS 3aHATHUS
Bo Bpemst mpoBeieHus 3aHATHS IPETIOAABATEIND OCYILECTBISET ONIPOC CTYAEHTOB U ONPEAEIAET UX
TOTOBHOCTH K 3aHSTHIO.
3areM CTyJIeHTHI OCIIE0BATEIbHO YCBAUBAIOT yueOHbIE BONIPOCHI, KACAIOIUECs YCIOBHM, TOpsaKa U
o0bemMa MPOBEICHUS UCTIBITAHUNH 00BEKTOB, TIMYHO OTPabaTHIBAIOT KOHTPOJIbHBIE BOIIPOCHI MTPaKTHYe-
ckoro 3aHATus. [Ipy HeoOX0AUMOCTH HESCHBIE BOIPOCHI 00CYKAAt0TCsl B TPYIIIIE 10T PYKOBOJICTBOM
npernoaaBaress.
[To oxOHYaHMU 3aHATHSA CTYAECHTHI OPOPMIISIOT OTUET U MPECTABIISIOT €ro Ha MOJMUCH MTPeroiaBa-
TEJNIo.

0 %0 N o

Nk v

3. KoHTpO/IbHBIE BONIPOCHI
1. Tlepeuncnute 0OBEKTH UCIIBITAHHI.
2. HazoBute ey ¥ 33a4u UCTIBITAHUI U TPOBEPOK.
3. KakoBbl ycioBus IPOBEIEHUS UCTIBITAHUI?
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4.  Ilopsanok npoBeAeHMs UCIIBITAHUM.
5. Ilepeumncnure 0OIIME METOIBI HCTIBITAHUA.
6. B 4em cocTrouT CyTh HCIBITAaHUI OOBEKTOB HAa COOTBETCTBHE OPIraHU3AIMOHHO-TEXHUYECKUM
TpeOOBaHUAM 10 3a1TUTe HHGOPMAITIH?
7. MeToapl UCTIBITAaHUH OOBEKTOB Ha COOTBETCTBHE OPraHU3AI[IOHHO-TEXHUYECKUM TPEOOBAHUAM
10 3a1uTe HHPOopMaIUH.
8. B ueMm cocToHT CyTh UCIBITAHUN OOBEKTOB Ha COOTBETCTBHE TPEOOBAHHAM IO 3alIUTe UHPOP-
Mally OT yTeuku 1o kanaiam [I9OMUH?
9.  Bunsl ucnbiTanuii 00BEKTOB Ha COOTBETCTBHE TPEOOBAHUAM I10 3aIUTE HH(POPMAIIUHN OT yTeu-
ku 3a cuetr [IDMUH cpencts BeruncautensHoi Texuuku (CBT).
10. Meroasl ucnbITaHU OOBEKTOB HAa COOTBETCTBHE TPEOOBAHUSAM IO 3AIIUTE MHPOPMALUU OT
yreuku 3a cuetr [IDMUH CBT.
11. Bunsl ucnbiTanuii 0OBEKTOB HA COOTBETCTBHE TPEOOBAHHIM IO 3aIIUTe HHPOPMALIUU OT yTed-
KM 32 CYET HaBOJOK Ha BCIIOMOTaTelNlbHbIE LIeMU U 000pyI0BaHHeE.
12. Metoasl ucHbITaHU OOBEKTOB HAa COOTBETCTBHE TPEOOBAHUSAM IO 3AIUTE MHPOPMALUU OT
YTEUKH 3a CYET HaBOJOK HA BCIIOMOTATENIbHBIE LIETIH U 000pYI0BAaHUE.
13. Bwuzasl ucneiTaHuii 0OBEKTOB HA COOTBETCTBUE TPEOOBAHUSM MO 3aIIUTe WH(MOPMAIIUU OT yTeu-
KU 10 LEMSAM 3a3€MJICHUS U 3JIE€KTPOIUTAHMUS.
14. Mertoasl UCHBITAaHHI OOBEKTOB HAa COOTBETCTBUE TPEOOBAHUAM MO 3amUTe MHGOPMAIUU OT
YTEUKH 10 LIETISIM 3a3€MJICHUS U 3JIEKTPOIUTAHUSA.
15. Bwuzasl ucneiTaHuii 0ObEKTOB HA COOTBETCTBUE TPEOOBAHUSM MO 3aIUTe WH(MOPMAIIUU OT yTeu-
KU 110 KabenbHbIM JUHUAM nepenaun nanueix JIBC u cereii cBs3m.
16. MeTtoapl UCIBITAHUM OOBEKTOB HA COOTBETCTBHE TPEOOBAHMSIM IO 3aIIMTE MHPOpPMAIUH OT
YTEUKHU 10 KabenbHbIM TUHUAM nepeaaun Aanubix JIBC u ceteil cs3u.
17. B 4eMm COCTOMUT CyTh HUCHBITAHHI OOBEKTOB HAa COOTBETCTBHE TPEOOBAHUSM IO 3aIIUTEe UHPOP-
maruu ot HCI.
18. Bwuasl ucnbiTanuii 00bEKTOB HA COOTBETCTBUE TpeboBaHMsM 110 3anute uHpopmanuu ot HCJI.
19. MeToasl UCTIBITAaHUM OOBEKTOB HA COOTBETCTBHE TPEOOBAHUSAM MO 3aluTe MHGOPMAIUU OT
HC/I.
20. B yem cOCTOUT CyTh UCHBITAHUNA OOBEKTOB Ha COOTBETCTBHE TPEOOBAHUAM IO 3aluTe UHMOP-
MaIH OT YTE€UKH M0 aKyCTHUYECKUM KaHaJlaM.
21. B 4eM coCTOUT CyTh NMPOBEPKHU BBHINOJIHEHUS TPEOOBAHUH M0 3amUTe WH(GOPMAIIUU OT TEYKHU 32
CYET BCTPOEHHBIX TEXHUYECKUX CPEJICTB.
22. B ueM cOCTOUT CyTh MPOBEPKHU MPABUILHOCTH MPUMEHEHUS KPUNTOrpapuuecKux CpeacTB 3a-
HIUTH HTHPOPMAIIHH.
23. Kakum 00pa3oM OCYIIECTBIISIETCS OLIEHKA Pe3yJbTaTOB UCHBITAHUH M O(OpMIIEHHE OTYETHBIX
MaTepuanoB?
IIpakTnyeckoe 3ansaTue 11

«MHCcTANISIIMSA ¥ HACTPOHKA AHTUBUPYCHBIX MPOrPaMM
Lesb 3aHATHA — 3aKpEIUIEHNE TEOPETUUECKUX 3HAHUH B 001aCTH MPaBOBOTo obecnedeHust uHdop-
MAaIlMOHHOI 0€30MMacHOCTH.
1. Y4eOHbIe BOnpochl
1. Konctutynus Poccuiickoit @enepaunu, JlokrpuHa nHGopmaronHoi 6e3onacHoct Poccuiickoit
denepanuu.
2. ®enepanbHble 3aKOHBI B 007aCTH HH(pOpMaMK U HTHPOPMAITHOHHOMN 0€3011aCHOCTH.
3. Yka3sl npesunenta PO u nocranosnenus npasutenscrsa PO B obnactu nHGopmanuu u uHGop-
MAaIlMOHHOI 0€30MMacCHOCTH.
4. IIpaBOBBIC PEKUMBI 3aIUTH HH)OPMAIIHH.
5. IIpaBoBbIE BOMPOCHI 3aIIMTH HHPOPMAIUH C UCIOJIB30BAHNEM TEXHUYECKUX CPEJICTB.
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2. Meroanyeckue yKa3aHHMs CTyAE€HTaM 10 OATrOTOBKE U NMPOBEICHUI0 NPAKTHYECKOI0 3aH -
THA

2.1. ITpu OATOTOBKE K 3aHSTHIO
B nepuos noAroToBku K NpakTU4YECKOMY 3aHATHUIO CTYAECHTHI [IOJy4YatoT B COOTBETCTBUU C yKa3aHU-
SIMU TIPENOJaBaTessi HEOOXOAUMYIO JIUTEPATypy B OMOIMOTEKE YHUBEPCUTETA U U3YUAIOT YUeOHbIE
matepuaisl TeMbl Nel «Poccuiickoe 3aKk0OHOIaTeNIbCTBO B 00J1acTH HH(OPMALIMOHHOH 0e30macHo-
CTU», UCTIONB3Ys auTeparypy [1, ¢.7-98; 2, ¢.3-7; 3-11], a Taxke KOHCHEKT JEKIIUM.
[Tpu NOArOTOBKE K NPAKTUYECKOMY 3aHATHIO CTYI€HTaM PEKOMEHJIyeTCsl OTBETUTh HAa KOHTPOJIbHbIE
BOIIPOCBI.
2.2. Ilopsanok npoBeAeHUs 3aHATHUS
Bo Bpems npoBeneHus 3aHIATHS IPENOJABATENb OCYIIECTBIISET OIIPOC CTYIEHTOB U ONPEEIIAET UX
TFOTOBHOCTb K 3aHATHIO.
3areM CTyIEHTHI MOCIIeA0BAaTENIFHO YCBAUBAIOT yueOHbIE BOIIPOCHI, Kacaromuecs noyoxxeHnii Kon-
ctutynuu PO, Jlokrpunsl nHGopManroHHol 6e3onacHocTH PD u penepanbHbIX 3aKOHOB B 001aCTH
UH(POPMALIMOHHOM 0€30MaCHOCTH, IPABOBBIX PEKUMOB 3aLIUTHI MH(OPMAIMH, JINYHO OTPAOATHIBAIOT
KOHTPOJIbHBIE BOIIPOCHI MMPAKTHUUECKOro 3aHATUsA. [Ipr He0OX0AMMOCTH HESICHBIE BOIPOCHI 00CyKaa-
I0TCS B TPYIIIE [10/1 PYKOBOJCTBOM ITpenoaaBaTelis.
[To oxOHYaHUU 3aHATUA CTYAECHTHI OPOPMIISIOT OTUET U MPECTABISAIOT €r0 Ha MOJAIUCH MTPeroiaBa-
TENIO.
3. KoHTpoJ/ibHBbIE BONIPOCHI
31. OxapakrepusyiiTe THPOPMALUIO U €€ OCHOBHbIE MIOKA3aTEIH.
32. Kakue cymiecTByIOT OJIXObI K ONPEIESICHHUIO MTOHIATUS «MHPOPMALIU».
33. B yem 3axitoyaercsi ABYEAMHCTBO JOKYMEHTUPOBAHHON HH(OPMAIIMH C TIPAaBOBOIM TOYKH 3pEHUSI.
34. JlaiiTe XapaKTEpUCTUKY CIEAYIOIIMX BUA0B MH(POPMALUMHU: JOKYMEHTHPOBAaHHAs, KOH()UICHIIU-
aJbHasl, MaCCOBAs.
35. K kakomy Buay MH(GOPMALMU OTHOCUTCS 3allUCaHHBIA Ha Oymare TeKCT Iporpammsl st OBM?
36. HazoBuTe OCHOBHBIE BBl KOH(UICHIINATHLHON HHDOPMAIUH.
37. Kakue cBeneHUs, B COOTBETCTBHM C 3aKOHO/ATENILCTBOM, HE MOT'YT OBITh OTHECEHBI K MH(pOpMa-
IIUU C OTPAaHUYEHHBIM JIOCTYIOM?
38. Kakue cBoiicTBa nH(popManuu sBISAIOTCS Haubosiee BaXKHBIMU C TOYKU 3pEHHs] OOecrieueHus ee
6e3omacHOCTH?
39. OxapakTepu3yiTe MECTO ITPABOBBIX MEP B CUCTEME KOMIICKCHON 3aIIUThl HH(POPMAIIHH.
40. HazoBuTe OCHOBHBIE LI€JIU TrOcynapcTBa B o0iacTu obecrieueHus: MHGPOPMaIMOHHON 0e30MmacHo-
CTH.
41. Ilepeuncnure OCHOBHbIE HOPMaTHUBHbIE aKThl PD, cBsi3aHHBIE C MPABOBOM 3aIIUTON UH(DOpPMAITIH.
42. Kaxoii 3aKOH onpeenseT MOHATHE «O()UIUAIBHBIA JOKYMEHT»?
43. Kakoli 3aKOH oInpeenseT MOHATUE «AJIEKTPOHHBIN JOKYMEHT»?
44. B TekcTe KaKkoro 3aKoHa MpHUBe/ieHa KilacCu(pUKalUs CPeACTB 3alIUThl HH(popMau?
45. Kakue rocynapcTBeHHBIE OpraHbl 3aHUMAIOTCSl BOMpOocaMu oOecriedeHus: 0e30macHocT UHPOP-
Malyy 1 Kakue 3a7a4d OHU PEIaroT?
46. HazoBuTe ocHOBHBIE NOJI0KeHUs JIOKTpuHBI HHGOpMamoHHOH O6e3omacHocT PO.
47. Ha30BUTE COCTABIISIIOIINE TPABOBOI'O MHCTUTYTA IOCYAapCTBEHHOM TaliHBbI.
48. B Kakux ciydasix HeJlb3s OTHOCUTh HH(OPMAIINIO K TOCYIapCTBEHHOM TaliHe?
49. Kakas cucrema 00O3HAa4eHMs CBEICHUH, COCTABIIIOLIMX TOCYJApCTBEHHYIO TailiHy, NMPHUHSITA B
P®?
50. HazoBute rpynmy BUAOB yiiep6a, BOZHUKAIOIIETO MPH YTEUKE CBEAECHUH, COCTABISIOMIUX TOCY-
JAPCTBEHHYIO TalHY.
51. Jlaiite onpeneneHne CUCTEMBI 3alUThl TOCYJaPCTBEHHOM TalHbI U YKaXXHUTE €€ COCTaBIISAIOLIHE.
52. Uto B cOOTBETCTBUU C 3aKOHOAaTenbcTBOM P® mpencrasisier coboii 3acekpeurBanue nHpopma-
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53. TlepeunciauTe OCHOBHbBIE IPUHIIUIIBI 3aCEKPEUNBAHUS HHPOPMAIUH.
54. Yto moHMMaeTcs o mpodeccHoHaNbHOM TalHOM?
55. Kakue BuabI mpohecCHOHANBHBIX TaliH BaM W3BECTHBI?
56. B yem 3akiogaeTcs pa3HUIa MEX]y TOHATHEM «KOH(HICHIMATbHAS HHPOPMALIU» U «TaliHa»?
57. B 4ueM COCTOUT CJIOKHOCTh CIYKEOHOH TailHbl C TOUKH 3pPEHUsS OIpENECHUs ee MPAaBOBOro pe-
xKuma?
58. Uro npezacrasiseT co0oii AMeKTpoHHas U(poBas MOIMUCH?
59. KakoBbI OCHOBHBIE OCOOEHHOCTH ITPABOBOTO PEKUMA HIEKTPOHHOTO JOKYMEHTa?
60. Ha3oBuTE OCHOBHBIE OrpAaHUYEHHUS HA UCIOIb30BaHUE SJIEKTPOHHBIX JOKYMEHTOB?
IIpakTnueckoe 3ansaTHe 12
«CpaBHUTEILHBIA aHAJIHU3 PA0OTHI AHTUBUPYCHBIX NPOrPaMM»

Ieap 3aHATHSA — 3aKpEIUIEHUE TEOPETUUECKUX 3HAaHUH 110 BOIIPOCAM roCyJapCTBEHHOT'O JINLEH3UPO-
BaHUs JACSITENbHOCTU B 00JaCTH 3aIIUThI HH(OPMALIUH.
1. Y4eGHble Bonpockl
1. OpraHu3zanMoHHas CTPYKTypa CUCTEMBI TOCYJapCTBEHHOT'O JIMIIEH3UPOBAHUSI B 00JIACTH 3AIIUTHI
uH(pOopMaLUH.
2. OOwuit NOpsAAOK MPOBEICHUS JIUIEH3UPOBAHUS B 00JIACTH 3AIIUTH HHPOPMAIIHH.
3. KoHTpoib 3a A€SITEIbHOCTHIO JTULIEH3UATOB.
4. HW3zydeHue nepeyHs BUAOB JACATEIbHOCTH MPEANPHUATHI B 00JIaCTH 3aIIUTHI HH(pOpMaLUu, o1e-
JKaIIKX JIMLEH3UPOBAHMUIO.

2. MeroanyecKkue yKa3aHHUs CTyJe€HTaM 0 MOAr0TOBKe U MPOBeIeHUI0 MPAKTHYECKOI0 3aHs-

THS

2.1. IIpu moAroTOBKE K 3aHSATUIO
B nepuoa noaroToBKU K NPaKTUUECKOMY 3aHSTHIO CTYAEHTHI I10JIy4al0T B COOTBETCTBUU C YKa3aHU-
MU TIperojaBaTeliss HEOOXOUMYIO JTUTepaTypy B OMOIMOTEKE YHUBEPCUTETA M U3y4alOT y4eOHbIE
matepuaibl TeMbl No2 «["ocynapcTBeHHOE JIMIIEH3UPOBAHKE JACSITEIHHOCTH B O0JIACTH 3aIIUTHI HH-
dbopMmarumy, uCoab3ys aureparypy [1, c.45-55; 2-8], a TakyKe KOHCIEKT JIEKIIUH.
[Tpu MoAroTOBKE K MPAKTUYECKOMY 3aHSATHUIO CTYJE€HTaM PEKOMEHAYETCSI OTBETUTh Ha KOHTPOJIbHBIE
BOIIPOCBI.
2.2. Ilopsinok mpoBeaeHUS 3aHATHUS
Bo Bpemst mpoBeieHUs 3aHATHS IPENOAABATENb OCYILECTBISET ONIPOC CTYAEHTOB U ONPEAEIAET UX
TOTOBHOCTH K 3aHSTHIO.
3areM CTyJIeHTHI OCIIe0BAaTEIHO YCBAUBAIOT y4eOHbIE BONIPOCHI, KACAIOIMUECs OpraHU3allMOHHON
CTPYKTYpbI CUCTEMBI FOCYIaPCTBEHHOTO JTUIIEH3UPOBaHUs B 00JaCTH 3alllUThl HH(OPMALIMH, TOPSIKA
JMILIEH3UPOBAHUS U KOHTPOJIS JIMIIEH3UATOB, U3yYEHHsI BUJIOB JIESITEIbHOCTH NPEANPUATHI B 001acTH
3alUThl HH(OPMALIUH, TOJUIEKAIINX JIMLEH3UPOBAHUIO, IMYHO OTPadaThIBalOT KOHTPOJIBLHBIE BOIIPO-
CBI IPAKTUYECKOTO0 3aHATUs. [Ipy HE0OOXOAMMOCTH HESICHBIE BONIPOCHI 00CYKIAI0TCS B IPYIIIE MOA
PYKOBOJCTBOM IIpenoaBaTelis.
[To oxOHYaHUU 3aHATUS CTYAECHTHI OPOPMIISIOT OTUET U MPECTABIISIOT €r0 Ha MOJMUCH MTPeroiaBa-
TeJNIo.
3. KoHTpO/IbHBIE BONIPOCHI
1. CdopmynupyiiTe OCHOBHBIE MOHSTHS, IPUHSTHIE B chepe rocyAapCTBEHHOTO JTUIEH3UPOBAHUS B
00J1acTH 3aIUTHl HH)OPMAIUH.
2. OpraHu3alMoHHas CTPYKTypa CUCTEMbI TOCYIapCTBEHHOIO JHUIIEH3UPOBaHUS B 00JaCTH 3alllUThI
uHpOpMaLIUH.
3. ®OyHKUUHU TOCYJapCTBEHHBIX OPraHOB IO JUIEH3UPOBAHUIO B 00JIACTH 3aIIUTHI HHPOPMAIUH.
4. ®OyHKIMH JULEH3UOHHBIX IIEHTPOB I10 JIMIIEH3UPOBAHUIO B 00JIACTH 3alIUTH MH(OpMaLIUH.
5. TlpaBa u 00s3aHHOCTH JIUIICH3UATOB.
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ITopsiiok mpoBeAECHUS TULIEH3UPOBAHUS U KOHTPOJIA 3a AESITEIbHOCTbHIO JIMIIEH3UATOB.
HasoBuTe ciryyan npuoCTaHOBIICHUS WU TIPEKPALICHUS IEHCTBUS JTULIEH3UH.
B kakux cinyyasx npeanpusTUIO OTKa3blBalOT B BblJAu€ JIUIICH3UU?
9. Kaxkue n0KyMEHTBI IPEIOCTABISAIOTCS JUIS TOJYYCHUS JTUILICH3UU?
10. KakoBbI 0COOEHHOCTH JTUIIEH3UPOBAHUS IESATEILHOCTH MO BBISBICHHIO AJICKTPOHHBIX YCTPOMCTB,
[peIHa3HAYCHHBIX ISl HETJIACHOTO MOJy4YeHHUs] HHPOpPMAINH, B MOMEIIEHUSX U TEXHUYECKUX Cpe/I-
cTBax?
11. Kakue cpenctBa OTHOCATCS K MU(DPOBATBHBIM?
12. KakoBbl 0COOEGHHOCTH JIMIEH3UPOBAHUS BHJIOB JICATEIBHOCTH, CBSI3aHHBIX C INU(POBAIBHBIMU
(kpunTorpadUuECKUMH) CpeACTBAMU?
13. HazoBuTe nuIIeH3MOHHBIE TPEOOBAHUS U YCIOBHUS MPH PACHPOCTPAHEHUH MH(POBATBHBIX (KPHII-
TorpaIecKux) CpeACTB.
14. HazoBuTe NUIICH3MOHHBIE TPEOOBAHUS M YCIOBUS MPHU OCYIIECTBICHHH pa3pabOTKH, MPOU3BO/I-
CTBa IMU(POBAIBHBIX (KPUNTOrpaUUECKUX) CPEACTB, 3ALIUIICHHBIX C HCHOJIb30BaHUEM IUdpo-
BaIBHBIX (KpUNTOrpaMuecKux) CpeacTB HHPOPMALMOHHBIX M TEIEKOMMYHUKAITMOHHBIX CHCTEM.
15. Ha3oBuTe nuIEH3MOHHBIE TPEOOBAHUS M YCIOBUS MPHU MPEIOCTABICHUU YCIyr B 00IacTH MU -
poBaHus HHPOPMALIUH.
16. HazoBuTe nuileH3MOHHBIE TPEOOBAHMS U YCIOBUS MPHU OCYIIECTBICHUH JEATEIBHOCTH MO TEXHU-
YeCKOMY 00CITY)KHBaHUIO MHU(POBATBHBIX (KPUITOIpapUIECKUX) CPEACTB.
IIpakTuyeckoe 3ansaTue 13
«O0Hapy:KeHHe COBpPeMEHHBIX BPeIOHOCHBIX MPOrPaMM»

Leapb 3aHATHSA — 3aKpeIUICHUE TEOPETUUECKUX 3HAHUH 10 BOIPOcaM cepTU(UKALIUU CPECTB KPHUII-
TorpaduIecKoi 3amuThl THPOPMALIUH.
1. YueOHbIe BOPOCHI
1. Cucrema cepTuuKauy CpeacTB KpUNTOrpadhUIecKOM 3amuThl HHHOPMAITUH.
2. Bupsl u cxeMbl cepTH(PHUKAIUU CPEACTB KPUNTOTpadhuIecKoil 3auThl HH(OPMAaLIUH.
3. DyHKIUU OPTaHOB, JIAOOPATOPHH U 3asIBUTEIICH B cCHCTeMe cepTU(UKAIK KpUnTorpaduaeckoi
3alUTHl HHGOPMAIUH.
4. Oco0OeHHOCTH NOJATOTOBKY U MPOBEACHUS CEPTUPUKAILINN KPUNITOTpaPpUUECKUX CPEICTB 3aIUThI
UHpOpMaLUH.
5. Kontpoas 1 Hag30p 3a MpoBeieHneM cepTU(UKAUU KpUNTOrpapUuecKux CpeiCcTB 3alUThl UH-
dopmanuu 1 cTabUIBHOCTBIO XapaKTEPUCTHK CEPTU(GUIIMPOBAHHON MPOTYKIIHH.

2. MetoauyecKkue yKa3aHus CTyJA€HTaM I10 MOATOTOBKeE M IIPOBeICHNI0 PAKTHYECKOI0 3aH -
THS

% = o

2.1. Ilpu moaroToBKE K 3aHATHIO

B nepuoj moAroToBKY K MPaKTUYECKOMY 3aHATHIO CTYIEHTHI [TOJIy4at0T B COOTBETCTBUU C YKa3aHU-
MU TIpernojaBaTesiss HeoOOX0UMYIO JTUTepaTypy B OMOINOTEKE YHUBEPCUTETA U U3y4alOT yueOHbIe
matepHaiibl TeMbl Ne3 «CepTudukanus CpeCTB 3aluThl HHGopMaruu 1mo TpedboBaHusM 0e30macHo-
CTH MH(QOpMAaIN», UCTIONb3Ys TuTepatypy [1, ¢.81-88; 2], a Takke KOHCIEKT JIEKIHH.

[Tpu MOATrOTOBKE K MPAKTUYECKOMY 3aHATHUIO CTYJEHTaM PEKOMEHAYETCS OTBETUTH HA KOHTPOJIBHBIE
BOIIPOCHI.

2.2. Ilopsiiok MpoBeIeHUS 3aHATUS

Bo Bpemst mpoBenieHus 3aHATHS IPENoAaBaTellb OCYIIECTBISET OMPOC CTYJAEHTOB U OMPEeIseT uxX
TOTOBHOCTH K 3aHSTHIO.

3areM CTyJIeHTHI I10CIIE0BATEILHO YCBAUBAIOT yUeOHBIE BONIPOCHI, KACAIOIUECS OpraHU3allMiOHHON
CTPYKTYPBI CUCTEMBI CepTU(UKALIUU CPECTB KpUIITOrpadhuiecKoi 3amuTs HHGopMaum, ocooeH-
HOCTEW MOJIrOTOBKHU, IPOBEACHUSI CEPTU(PHUKALIMU CPEACTB KpUNTOrpaduyecKoil 3amuThl nHpopma-
IIUHM ¥ KOHTPOJIS 32 CePTUDUIMPOBAHHON MPOAYKIMEH, INYHO OTPabaThIBaIOT KOHTPOJIbHBIE BOIIPOCHI
MPaKTHYeCKOro 3aHATus. [Ipu HeoOXoqMMOCTH HesICHBIE BOMPOCH! OOCYKIAIOTCS B TPYIIIE MO PYKO-
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BOJICTBOM IIPEINO/IABATES.
[To oxOHYaHUU 3aHATHA CTYAECHTHI OOPMIISIOT OTYET U IIPEJCTABISIOT €ro Ha MOANUCH NPENoAaBa-
TEJIO.
3. KoHTpoJIbHBIE BONIPOCHI
1. OpranuzanyioHHass CTPYKTypa CHUCTEMBI CEpTU(UKALUU CPEACTB KPUNTOTPapUUECKOW 3aIlUTHI
uHpopMmaIuu.
2. HazoBuTte BUIBI M CXeMbI CepPTU(UKALNHU CPEICTB KPUNITOrpadhuIecKoi 3auTsl HH(pOopManuu.
3. KakoBbl (yHKIMH OpPraHoB cepTH(UKALUU, UCHBITATEIbHBIX JIA0OPATOPUI U 3asBUTEIEH B CH-
CTeMe CepTH(HKAIMU CPEACTB KPUNITOrpaduyueckoit 3amuThl HHPOpManun?
4. Oco0OeHHOCTH MOpsAKa MOJrOTOBKH U MIPOBEACHUS cepTU(UKALUU CPEICTB KPUITOrpapuyecKoil
3aMUThl UHOOPMALIUH.
Bugp! koHTpOIst B 001acTH cepTUdUKALUU CPeICTB KpUNITOrpaduiecKoil 3auTsl MHGOpMaIUy.
Ha xakoii cpok Beaercst cepruduxar?
Ha3zoBuTe npu4MHbI IPUOCTAHOBIICHUS UM aHHYJIMPOBAHUS AEHCTBHS cepTU(UKATa.
Kakue cpenctBa 0OTHOCATCS K MU(PPOBATLHBIM?
YTo OTHOCUTCS K 3aKPBITHIM TEJICKOMMYHHUKAIIMOHHBIM CUCTEMaM M KOMILIEKcaM?
IIpakTnueckoe 3ansaTue 14
«MeToabl pegoTBPaLLEHHs 3apaKeHUs] BPeOHOCHBIMH POrpaMMaMu»)

Lesib 3aHATHA — 3aKPETUICHNUE TEOPETHUECKUX 3HAHHUH 1O BOIPOCAM CEPTH(PHUKAIIMN CPEACTB BBIUUC-
JUTEIbHON TEXHUKU U CBA3H.
1. Y4eGHble Bonpochl
1. Cucrema cepTuuKaui TEXHHYECKUX, IPOIPaMMHO-TEXHUYECKHUX, IPOrPaMMHbBIX aBTOMaTH3U-
POBaHHBIX CUCTEM U JIOKAIbHBIX BBIYMCIUTENIBHBIX CETEH Ha COOTBETCTBUE TPEOOBAHUAM 110 O€3-
OIaCHOCTH UH(OPMAIIHH.
2. Bunsl u cxembl cepTH(HUKANN CPEACTB BEIYUCIUTEILHON TEXHUKH U CBSI3H.
3. OcoOeHHOCTH NOJATOTOBKU U MPOBEACHUS CEPTUDUKALIMU CPEICTB BEIUUCIUTEIILHOW TEXHUKU U
CBSI3M 110 TPEOOBAHUSIM OE30TIACHOCTH HH(OPMAIIHH.

2. MeTonnyeckue yKa3aHusi CTyJeHTaM I10 NOAr0TOBKe U NPOBeJeHUIO0 PAKTHYECKOI0 3aH -

THSA

© 0 N o

2.1. Ilpn moaroToBKe K 3aHATHIO

B nepuoa noAroToBKM K MPaKTUUECKOMY 3aHSTHIO CTYAEHTHI ITOJIY4al0T B COOTBETCTBUH C YKa3aHU-
SMU TIpenojaBaresst HeoOOXOAUMYIO JTUTEpaTypy B OMOIMOTEKE YHUBEPCUTETA U U3YUalOT yueOHbIE
maTepuaisl Tembl Ne3 «Ceprudukanus cpeacTs 3aluThl HHGOpMaLUK 0 TpeOoBaHUSAM Oe3011acHo-
CTH UH(OpMALUNY, UCTIONB3Ys JuTepaTypy [1, ¢.89-98; 2], a Takke KOHCHEKT JEKIH.

[Tpu MoAroTOBKE K MPAKTUYECKOMY 3aHSATHUIO CTYJE€HTaM PEKOMEHAYETCSI OTBETUTh Ha KOHTPOJIbHBIE
BOIIPOCBI.

2.2. Ilopsinok mpoBeaeHUS 3aHATHUS

Bo Bpemst npoBeieHUs 3aHATHS IPENOAABATENb OCYILECTBISET OIIPOC CTYIEHTOB U ONPEIEIIAET UX
TOTOBHOCTH K 3aHSTHIO.

3areM CTyJIeHTHI OCIIe0BAaTEIHO YCBAUBAIOT y4eOHbIE BONIPOCHI, KACAIOIMUECs OpraHU3allMOHHON
CTPYKTYpbI CUCTEMBI CEPTHU(PHUKAIUN TEXHUUECKHUX, TPOTPaMMHO-TEXHUUYECKUX, IPOTPAMMHBIX aBTO-
MaTU3HPOBAHHBIX CUCTEM U JIOKAIBHBIX BBIYMCIUTEIBHBIX CETEH Ha COOTBETCTBUE TPEOOBAHUAM IO
6e30macHOCTH UH(pOpMaLMH, 0COOEHHOCTEHN MOATOTOBKH, MPOBEIEHUS CepTU(UKAIIMU CPENICTB BbI-
YUCIUTETBHON TEXHUKU U CBSI3H 110 TpeOOBaHUAM 0€30acCHOCTH UH(POPMALIUH, TUYHO OTpadaThIBa-
10T KOHTPOJIBHBIE BOIIPOCHI MMPAaKTUYECKOro 3aHATHs. [Ipn HEOOXOAMMOCTH HESICHBIE BOIIPOCHI 00-
CYKIAIOTCS B TPYIIIIE IO PYKOBOJACTBOM IPENOAaBaTENs.

[To oxoHYaHUU 3aHATUSA CTYJEHTHI OPOPMIIIOT OTYET U MPECTABIIAIOT €0 Ha MOANUCH MperoiaBa-
TEJ0.

3. KoHTpO/1bHBIE BONIPOCHI
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1. OpraHuzanMoHHas  CTPYKTypa CHCTEMbl CepTU(UKAIUM  TEXHHUYECKHX, MPOTPaMMHO-
TE€XHUYECKHUX, IIPOrPaMMHBIX aBTOMATU3UPOBAHHBIX CHCTEM U JIOKAJIBHBIX BBIUYMCIUTEIBHBIX CETEH
Ha COOTBETCTBUE TPEOOBAHMSIM IO O€30MaCHOCTH WH(POPMAIIHH.
2. HazoBute Bubl U cXeMbl CepTU(PUKALNU CPEJICTB BHIYUCIUTEIBHON TEXHUKU U CBSI3U 110 TPeOo-
BaHUsIM 0€30MaCHOCTH HH(DOPMAIIHH.
3. KakoBbl (yHKIMH OpPraHoB cepTH(UKALUU, UCHBITATEIbHBIX JIA0OPATOPUI U 3asBUTEIEH B CH-
cTeMe cepTU(UKALUU CPEJCTB BBIYMCIUTEIHHON TEXHUKUA M CBSI3U MO TpeOOBaHMAM O0€30MacHOCTH
uHpopmanuu?
4. Oco0eHHOCTH TOpsIKa MOATOTOBKH W TPOBENEHHS CepTU(UKAMH CPEICTB BBIYUCIUTEIHLHON
TEXHUKHU U CBS3M 110 TpeOOBaHUAM 0€30I1aCHOCTU MH(POPMALIUH.
5. Buasl KOHTpOJS B 00JaCTU CEPTU(HUKAIMUA CPEACTB BBHIUMCIUTEILHOW TEXHUKU M CBS3H IO Tpe-
OoBaHUSAM 0€3011aCHOCTH MH(GOPMAITUH.
6. Ha xaxoii cpok Beigaercsi cepruduxar?
7. Ha3zoBuTe NpUYMHBI IPUOCTAHOBIICHUS UM aHHYJIMPOBAHUS ACUCTBUS cepTU(UKaTa.
8. HazoBure nokazarenu 3alUIIEHHOCTH.
IIpakTuyeckoe 3ansaTue 15
YnajieHue BpeI0OHOCHOTO POTrPAMMHOI0 00ecreyeHu s

Lesb 3aHATHA — 3aKpEIUIEHUE TEOPETUUECKUX 3HAHUI 110 BOIPOCAaM aTTecTallui 00bEeKTOB HH(OP-
MaTHU3aIuH TI0 TpeOOBaHMSIM 0€301acCHOCTH HH(POPMAITUH.
1. YueOHbIe BOPOCHI
1. Cucrema 00beKTOB HH(POPMATHU3ALNH 110 TPEOOBAHUAM OE€30MACHOCTH HHPOPMALIUH.
2. Buppl atTecTannu 00bEKTOB MHPOPMATU3ALMH 10 TPeOOBaHUAM 0€30MacCHOCTH HH(POPMALIUU.
3. ®ynkuun @CTOK u opranoB 1o arrectayiu B 001aCTH aTTeCTallui 00bEKTOB HH(POpMATH3 AN
1o TpeOOBaHUAM 0€301TaCHOCTH MH(GOPMAITHH.
4. DOyHKIHMH UCTIBITATEIBHBIX IIEHTPOB (J1Ta00paTOPHii) M 3asiBUTENEH 10 aTTECTallud OOBEKTOB HH-
dbopmaru3anuu 1o TpedoBaHUSIM 0€301MacHOCTH HH(POPMAIIUH.
5. lTlopsmok nmpoBeneHus arTecTalui U KOHTPOJIA.

2. MeTonnyeckue yKa3aHusi CTyJeHTaM I10 NOAr0TOBKe U NPOBeJeHUIO0 PAKTHYECKOI0 3aH -

THSA

2.1. Ilpn moaroToBKe K 3aHATHIO
B nepuoa noaroToBKU K NPaKTUUECKOMY 3aHSTHIO CTYAEHTHI ITOJIY4al0T B COOTBETCTBUHU C YKa3aHU-
SMU TIpenojaBaresst HeoOOXOAUMYIO JTUTEpaTypy B OMOIMOTEKE YHUBEPCUTETA U U3YUalOT yueOHbIE
MaTepuaibl TeMbl Ned «ATrecTais 00beKTOB HH()OPMATHU3ALMU 110 TPEOOBAaHUSAM OE€30MMACHOCTH UH-
dopmanuny, ucronb3ys aurepatypy [1, ¢.129-139; 2,3], a Takke KOHCIEKT JIEKIHUH.
[Tpu MoAroTOBKE K MPAKTUYECKOMY 3aHATHUIO CTYJ€HTaM PEKOMEHAYETCSI OTBETUTh HAa KOHTPOJIbHBIE
BOIIPOCHI.
2.2. Ilopsinok mpoBeaeHUS 3aHATHUS
Bo Bpemst mpoBeieHus 3aHATHS IPETIOAABATEIND OCYILECTBISET ONIPOC CTYAEHTOB U ONPEAEIAET UX
TOTOBHOCTH K 3aHSTHIO.
3areM CTyJIeHTHI OCIIE0BATENIHO YCBAUBAIOT yueOHbIE BONIPOCHI, KACAIOIINUECs] OpraHU3allMOHHON
CTPYKTYPBI CHCTEMBI aTTECTAIIMN 00BbEKTOB HHGOPMATH3AIINH 10 TPeOOBAaHUSIM 0€301TaCHOCTH M H-
dopmanuu, QyHKIUI OpraHoOB aTTECTALUU U 3asBUTENEH, 0COOEHHOCTEN MOATOTOBKH, IPOBECHHUS
aTTecTaluu 00bEKTOB HHPOPMATH3ALUU 110 TpeOOBaHUSIM 0€301aCHOCTH MH(POPMAIIUU U KOHTPOJIS,
JMYHO OTPabaTHIBAIOT KOHTPOJIbHBIE BOMIPOCHI MTPAKTUYECKOro 3aHATHA. [Ipyn HE0OX0MMOCTH Hesic-
HbIE BOIIPOCHI 00CYKJIAl0TCA B TPYIIIE MO PYKOBOJCTBOM IPENOaBaTeNs.
[To oxOHYaHMU 3aHATHUS CTYACHTHI OPOPMIISIIOT OTYET U MPEACTABISAIOT €ro Ha MOANUCH MPernoaaBa-
TEJNIo.
3. KoHTpO/IbHBIE BONIPOCHI
1. Jlaiite ompeneneHue aTTeCTallid OOBEKTOB WH(MOpPMATH3AIMH IO TPeOOBaHUSIM OE30MaCHOCTH
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uHpOpMaLIUH.
2. OpraHu3anvoHHas CTPYKTypa CHCTeMbl OOBEKTOB MH(OpMaTH3aIMK MO TpeOOoBaHUsAM Oe3omac-
HOCTH MH(OpMAIUH.
3. Buasl artectanuu 00beKTOB HH(OpPMATHU3ALMU IO TPeOOBAaHUSAM 0€30MMaCHOCTH UH(OPMAIIHH.
4. Kakue 00beKThl HHPOPMATH3AIUH ITOAJICKAT 00s13aTEIILHOM aTTecTauu?
5. KakoBsl pynkmun @CTIK B obmactu arrectanuu 00beKTOB HH(POPMATH3AIMH 110 TPEOOBAH UM
6e3omacHocTH HHpOpMauu?
6. KakoBsI (pyHKIIMM OpraHOB MO aTTecTanuu’?
7. KakoBbl pyHKIIMM 3asiBUTENEH B 00JIaCTH aTTECTallMM OOBEKTOB HH(POPMATH3AIMH 110 TpeOOBaHU-
siM Oe301macHOCTH HHpOopMaIuu?
8. Tlopsimok mpoBeneHUs aTTeCTalluu OOBEKTOB MH(OpPMATH3AIUHU 10 TPeOOBaHUSAM 0E30MacHOCTH
uHpopmanuu.
9. Ha ocHOBe Kakux CBeJeHUI pa3padaThIBaETCs MPOrpaMMa aTTECTAIIHOHHBIX UCIBITAHUI?
10. ITopsinok npoBeaeHUs: aTTECTAMOHHBIX UCIIBITAHUI.
11. Kakas qokyMeHTaus NpeacTaBiIsieTcsl OpraHy o arrecrauun’?
12. Uto Takoe TEXHUYECKUH MacrnopT o0beKTa MH(POpMATHU3AIMH U KaKhe CBEACHHUS O OOBEKTe OH
BKJIIOYaeT B cebs?
13. B yem cocTouT copepxkaHue CIeUaIbHOTO HCCIeA0BaHUs aTTeCTyeMoro oobekra nudopmarusa-
uuu’?
14. Llens u comepxaHue crieluaibHbIX 00CIEeIOBAHUN U TIPOBEPOK.
15. IIpoBeneHne U3MEpEHus 1 OLIEHKA YPOBHEH 3alIUIIIEHHOCTH.
16. Kakue u3mepeHus OMOTHUTEIBHO MPOBOASTCS MPU UCIOIB30BAHUM Ha 00bEeKTe MH(OpMaTH3a-
[IUM CHCTEM aKTUBHOMW 3aIIUTHI?
17. ConeprkaHue 3aKJIFOUEHUS aTTECTAMOHHON MPOBEPKH 00bEeKTa HH(POPMATU3AIUH.
18. Comeprkanue MpOTOKOJA aTTECTAIIMOHHBIX NCTIBITAHUNA 00BhEKTa MH(POPMATHU3ALINH.
19. ConeprkaHue aTTectaTta COOTBETCTBHS Ha 00BEKT HH(OPMATHU3ALIUH.
20. OTBETCTBEHHOCTH 32 BBIMOJHEHNUE YCTAHOBJICHHBIX YCIOBUN (DYHKIIMOHMPOBAHHUS aTTECTOBAHHO-
ro o0beKTa HH(POPMATU3ALIHH.
IIpakTuyeckoe 3ansrue 16
«MeTtoabl 00HApY:KeHHE KAHAJIOB YTeYKH HH(POPMALUI)
Lesb 3aHATHA — 3aKPETUICHHE TEOPETHUECKUX 3HAHHUH 1O BOIPOCAM aTTECTAIIMY TIOMEIICHUH 110
TpeGoBaHUsAM 0€30MacHOCTH UH(POPMAIUH.
1. YueGHble Bonpochl
1. Cucrema 00beKTOB HH(OPMATHU3ALUH 110 TPEOOBaHUAM OE€30MACHOCTH HHPOPMALIUH.
2. Bwunpl aTTecTanu NOMeIeHi 1Mo TpeOoBaHusIM 0€301MacHOCTH WH()OpMAIIUH.
3. OcoOeHHOCTH MPOBEAEHUS aTTECTALlUH MOMELIEHUH 10 TpeOoBaHUsAM 0e30MmacHOCTH HH(popMa-
107078
2. MeToanyeckue yKa3aHusi CTyJeHTaM [0 NOAr0TOBKe U NMPOBeJeHUIO PAKTHYECKOI0 3aH -
THS
2.1. Ilpn moaroToBKe K 3aHATHIO
B nepno/1 mOAroTOBKM K MPAaKTUYECKOMY 3aHITHIO CTYACHTHI MTOTYyYar0T B COOTBETCTBUH C YKa3aHU-
SMU TIpenojiaBareist HeOOXOAUMYIO JIUTEpPaTypy B OMOIMOTEKE YHUBEPCUTETA U U3YUYAlOT YueOHbIE
MaTepuaibl TeMbl Ned «ATtecTarus 00beKTOB HH(DOpPMATHU3aIMU 110 TPEOOBAaHUSAM OE€30MMaCHOCTH UH-
dbopmarumy, ucnonb3ys aureparypy [1, ¢.129-139; 2,3], a Takke KOHCTIEKT JIEKIIUH.
[Tpu MOATOTOBKE K MPAKTUIECKOMY 3aHSTHIO CTYIEHTaM PEKOMEHIYEeTCsl OTBETUTh HA KOHTPOJIbHBIE
BOIIPOCBI.
2.2. Ilopsanok npoBeAeHUs 3aHATHUS
Bo Bpems npoBenieHMst 3aHATHS MPENOaBaTeNlb OCYILECTBIISET ONPOC CTYICHTOB U ONpeAesieT ux
TOTOBHOCTP K 3aHSATHIO.
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3areM CTyIEHTHI MOCIIEA0BATEIFHO YCBAUBAIOT YUeOHBIE BOPOCHI, KaCAIOIIUECs] OpraHU3allHOHHON
CTPYKTYPBI CHCTEMBI aTTECTAIIMK 00bEKTOB HH(GOPMATH3AIIUH 10 TPeOOBAaHUSIM 0€301TaCHOCTH M H-
dbopmaruu, GyHKIHIA OpraHOB aTTECTAIUU U 3asBUTEJICH, 0COOCHHOCTEH MOATrOTOBKH, POBEICHUS
aTTeCTAIMX TIOMEIICHUH 10 TpeOOBaHUAM 0€30IaCHOCTH UHPOPMALIMU B KOHTPOJIS, TMYHO oTpada-
TBIBalOT KOHTPOJIHHBIE BOIPOCHI MPAKTHYECKOTO 3aHATHS. [Ipr He0OXOAMMOCTH HESICHBIE BOTIPOCHI
00CYX/Tat0TCsl B TPYIIIIE MOJI PYKOBOACTBOM IPETIOIaBaATEIS.
[To oxOHYaHWU 3aHATUA CTYACHTHI OPOPMIISIOT OTUET U MPECTABIISIOT €r0 Ha MOIMUCH MPEnoaBa-
TEJIO.
3. KouTpoabHbIe BONPOCHI
1. [aiite ompeaencHue arrecTalid OOBEKTOB MH(OpMaTH3aIyu 1O TpeOoBaHUSIM 0O€30MacCHOCTH
uHpOpMaLnH.
Bupl arTecranuu momeneHui mo TpedboBaHusAM 0€30acHOCTH HHPOPMALIUH.
Kakne noMenienus mosiexxar 00s13aTeIbHON aTTecTaluu?
[Topsiiok poBeIEHUS aTTECTAIMK TOMEIICHUH TI0 TPEOOBaHMSIM O€30MacCHOCTH HH(OPMAITUH.
Kakast nokymMeHTaIus npeicTaBIiseTcst OpraHy 1o aTTecTanuu?
CopepxaHue 3aKII0YEHUS aTTECTAllMOHHON TPOBEPKU TOMEIICHHUSI.
ConeprxaHue MPOTOKOJIA aTTECTAIIMOHHBIX UCTIBITAHUN TIOMETIICHHS.
CogepxaHue aTTecTara COOTBETCTBUS HA 00BEKT MH(POpMATU3AIIHH.
IIpakTnyeckas padora Ne 17

«3ammTa nHGoOpMALMHU B KAHAJIAX YTeUYKH HHPOpMAINN»
1. Iesas padoTsl
O3HAaKOMUTKCS C ANTOPUTMAMHU OIICHKU pUCKa HH()OPMALIMOHHON O€30MacHOCTH.
2. Kparkue TeopeTnyecKue cBeleHHUs1

e A il

Puck Ub — noreHnnanbHas BO3MOKHOCTh
WCIIOJIb30BaHUsl OINPEACICHHOU y2po30il  yAa36u-
Mocmeill akmueéa VI TPYNIbl aKTUBOB U1 IIPU-
YUHEHHUs Bpeaa OpraHu3aluy.

Ysa3BuMoOCTb - C1a00CTh B CUCTEME 3allH-
ThI, I€JIAI01asi BO3MOYKHOMN pealn3aluio yrpo3sl.

Yrpo3za UB - COBOKYITHOCTH YyCIIOBUU U
(GakTOpOB, KOTOpbIE MOTYT CTaTb NPUYUHOU
HapyILIEHUH LEIOCTHOCTH, TOCTYHMHOCTH, KOH(U-
JEHIMATbHOCTH UHPOPMALIUH.

NHpopManMOHHBIN AKTHB — 3TO Mare-
pHATIbHBIA WM HEMaTepUalbHbI O00BEKT, KOTO-
PpBbIi:

LleHHOCTE aKTHEBA
BauAHMe Ha BuaHec

¥poBeHb
YAIBMMOCTER

YpoBeHb

- sBisieTcs MHQOpMAIMed WM COAEPKUT yrposel
uH(pOopMalIO,

- CIIYKUT A7l OOpaOOTKHU, XpaHEHUs WU Nepenayn nHpopMaIum,

- IMEET IIEHHOCTH JIJISl OpraHU3aIINH.

3. 3apanne

1. 3arpysure 'OCT P UCO/M3BK TO 13335-3-2007 «METOJbl U CPEACTBA
OBECIIEYEHUA BE3OIMTACHOCTHU. Y ac b 3 «MeTonbl MEHEKMEHTa Oe30MmacHOCTH UHDOP-

MAaIlMOHHBIX TEXHOJIOTHID»

2. Oznaxkombrech ¢ Ilpniaoxenusimu C, D u E I'OCTa.
3. Bri6epuTe Tpu pa3nuyHbIX HHPOPMAIIMOHHBIX aKTHBA OPraHU3aIlK (CM. BApUAHT).
4. U3 Mpuaoxenns D 'OCTa noabepute Tpu KOHKPETHBIX YSI3BUMOCTH CHCTEMBI 3a-

IIHUTBI YKa3aHHBIX I/IH(l)OpMaHI/IOHHBIX aKTHUBOB.
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S. [Tonb3ysce Ilpuaoxkennem C I'OCTa Hanummre Tpu yrpossl, peajln3anusi KOTOPBIX
BO3MOYKHA [TOKa B CUCTEME HE YCTPAHEHbI Ha3BaHHbIE B IHKTE 4 ysI3BUMOCTH.

6. [Tonb3ysick OHUM K3 METOJOB (CM. BapHaHT) npeaiokeHHbIX B Ilpuioxenun E '0O-
CTa npousBenure OLIEHKY pUCKOB HH(GOPMALIMOHHOH 0€3011acHOCTH.
7. OrneHKy LEHHOCTH MH(POPMALMOHHOTO aKTHBa MPOM3BOIUTH HA OCHOBAaHMU BO3MOXK-

HBIX TIOTEPh JIJISl OPraHU3alMY B CIIy4ae peau3aliy yrpo3bl.
IIpakTnyeckas padora Ne 18.
«O0Hapy:KeHHe KAHAJIOB YTeYKH HHpopMannm»

1. Heab padoTbl

O3HakoMJIEHHE ¢ OCHOBHBIMH MPUHIUIIAMH 0OecriedeHHs] THPOPMAIIMOHHOM 0€3011aCHOCTH B

BEAYIINX 3apyOeKHBIX CTpaHAX.

2. Kparkmue TeopeTnyeckue cBeleHUs

Obecneuenne 3amuThl HHPOPMAIIUU BOJHOBAJIO YEIOBEYECTBO Bceraa. B mporecce 3Boio-
MU UMBUIN3AUU MEHSUIMCh BUJbI HHPOPMAIIMH, IS €€ 3allUThl IPUMEHSIUCH Pa3IMYHbIE METO/IbI

U CpEACTBa.
Hpouecc pa3sBUTHA CPEACTB U METOAOB 3allIUThI I/IHq)OpMaLII/II/I MOJXHO pa3gCiIuTb Ha TPH OT-
HOCHUTCIIBHO CaMOCTOATCIbHBIX nepuonaa:
| [ 1 nepuon (C apeeneiunx K OAMDOBaKIS, CBRSaNN 08 € NORBAEHEH i
! BpemaH go 40-x r. XIX sexka) AMCEMEHHOCTH !
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PasBuTre METOA0E 33WMThl MHGgOopMaummn oT '
2 mepwon (C 50-x r. XIX Beka WTEUKMW M0 TEXHWYECKMM KaHanaM, cEAsaHHoe |
Ao 60-x r. XX pexa) c nossneHnem TenedoHa, Tenerpada, paano. |
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CTaHoBneHWE NpobnemMel MHGgOpMaLKMoHHOR
2 nepuop (C 50-x r. XX pexa GE30NAacHOCTHM B NEPKMOL MaccoB 0l

A0 HaLWk gHeR) MHbfopMaTMIauMK obwecTsa

Habmtoaempie B mocienHue rofbl TEHACHLUUU B Pa3BUTUU MHPOPMALMOHHBIX TEXHOJOTHUIN
MOTYT YK€ B HEJAJIEKOM OYyIlIeM NMPUBECTH K TMOSBICHUIO KaY€CTBEHHO HOBBIX (MH(POPMAIIMOHHBIX )
¢dbopM OOpHOBI, B TOM YHCIIE U Ha MEKIOCYIapCTBEHHOM YPOBHE, KOTOPhIE MOTYT IPUHUMATH PopMy
MH(OPMallMOHHON BOMHBI, a camMa NH(GOPMAIIMOHHAs BOWHA CTAaHET OJJHUM U3 OCHOBHBIX MHCTPYMEH-
TOB BHEIIHEH IOJIMTHKH, BKJIOYas 3aIIUTy TOCYAAPCTBEHHBIX MHTEPECOB M peaM3alliio JIIOOBIX
¢dopM arpeccuu. ITO SABISETCS OJHOW W3 MPUYMH, NTOYEMY IOJIE3HO O3HAKOMUTBLCS C OCHOBHBIMU
npuHmunaMu obecrnedenus Ub B Benymux 3apy0eKHbIX CTpaHaX.

Jlpyras nmpuurHa 3aKJII0YaeTcsl B TOM, YTO OOJBIIMHCTBO MPUMEHSEMbIX Ha TeppUTOpuu PO
cpeAcTB U MeToJ0B obecrnieueHuss b ocHOBaHBI Ha UMIOPTHBIX METOJIMKAX U CTPOSTCSA U3 UMIOPT-
HBIX KOMIIOHEHTOB, KOTOpbIE ObUIM pa3pabOTaHbl B COOTBETCTBUM C HOPMaMHU U TpeOOBaHUSAMHU IO
obecnieuennto Mb crpan-uszroroBureneil. B cBa3u ¢ 3TuM mpexe 4eM MPUCTYNUTh K HU3YUYEHUIO
HETOCPEICTBEHHO TEXHOJIOTUN U cpencTB obecrieueHus: Mb, ciexyer mo3HaKOMHUTHCS ¢ MOTUTUKON
Wb Benymux 3apy0eKHBIX CTpaH.

3. 3apanme

1. TloaroroBuTh KpaTKHil OKJAJ] MO 33aJlaHHOMY BOIPOCY (CM. BapHaHT), UCIOJB3Ys ydeOHOe
nocobue AsepuenkoBa, B.M. "Cucrembl 3ammrbl MHPOPMALUU B BEIYIIMX 3apyOeKHBIX
cTpaHax" u Apyrue IOCTYIHbIE HCTOYHUKU HH(OPMALIUH.

2. 3anomuuth Tabmuiy " Cucremsl obecnieuenus: b B Benynmx 3apy0ekHbIX cTpaHax "(cM. Ba-
pPHAHT) HAa OCHOBE MOATOTOBJIEHHOTO MaTepHaa, a TakKe J0KIaJ0B APYTUX CTYICHTOB.

3. Tlpoectu ananu3 coOpaHHOM HHGOPMALIUU U CIENaTh BHIBOIBI.

IIpakTnueckas padora Ne 18
«IIporpaMmMHbIe cpeacTBa 3AIHUTHI OT HECAHKIIMOHUPOBAHHOI0 10CTYIA
K 3a1MuaeMoil uHgopmMauumn»

k]

1. Iesas padoTsl
3HAKOMCTBO C OCHOBHBIMHU MPUHIIUIIAMU TTocTpoeHus konuenuu b npeanpusrus, ¢ yauerom
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0cobeHHOCTeH ero HHPOPMAITMOHHOW HHPPACTPYKTYPHI.
2. Kparkue TeopeTHyecKue CBeJIeHUs
Jlo Havana co3laHusi cUCTeM WH(GOPMAIMOHHON 0E30MacHOCTH PsAJi OTEYECTBEHHBIX HOpMa-
TtuBHBIX okyMeHTOB ('OCT P UCO/M3K 15408 TOCT P UCO/M3K 27000 'OCT P NCO/M3BK
17799) u mexxaynapoansix cranaaptoB (ISO 27001/17799) npsimo TpeOyroT pa3pabOTKH OCHOBOIO-
nararomux JoKyMeHTOB — Konmenuuu u IloauTnku uHGOpMANMOHHOM 0Oe3omacHocTH. Ecin
Konuemnmus Wb B 06ummx ueprax onpeaenser, YTO HeoOX0quMO clienaTh A7 3allUThl HHPOPMALUH,
to llonntuka neranusupyet nonoxenuss Konuenuuu, u rosoput KAK, kakumu cpeacrsamu u cro-
co0aMM OHU JOJDKHBI OBITH PEaTM30BAHBI.
Konnenuus nadopmamoHHoi 6€301aCHOCTH UCTIONb3YeTCs JUIS:
® TpUHATHS OOOCHOBAHHBIX YIPABICHUECKUX PEIICHHUH MO pa3paboTKe Mep 3alluThl WH-
bopmanuu;
e BbIPAaOOTKM KOMILJIEKCA OPraHU3aLMOHHO-TEXHUYECKUX M TEXHOJIOTMYECKUX MEpOIpHsi-
TUH 110 BBIABICHUIO YIrpo3 MHPOPMALMOHHON 0€30MaCHOCTU M IPENOTBPALCHUIO I10-
CJIEICTBUM UX peaN3allly;
® KOOPJAMHAIMU JEATEILHOCTH MOJPA3/eJIEHUI 0 CO3[JaHHI0, PA3BUTHIO U KCIUTyaTalluu
MH(POPMAIIMOHHON CHCTEMBI ¢ COOJIOCHNEM TpeOOBaHUI oOecriedeHns 0€30macHOCTH
nHpopManuu;
® U, HAKOHEI, JUIsi (JOPMHUPOBAHUS U PeATM3ANK eTUHON MOJUTHKH B 00JIacTH oOecrede-
HUS TH)OPMAITMOHHON 06€30I1aCHOCTH.
3. 3apanue
Hcnonp3ys npeniokeHHble 00pa3ipl, pa3padoTaTh KOHIEMINIO WHPOPMALMOHHON Oe3omac-
HOCTH KOMIIAHHUHU (CM. BapHaHT), COACPIKAIILYIO CIEAYIOIME OCHOBHBIE ITYHKTHI (IpUBEICH MPUMep-
HBIH I1J1aH, B KOTOPBIH B cIyyae HEOOXOAUMOCTH MOTYT ObITh BHECEHBI U3MEHEHMS ):
1. O01mue mo10xKeHAS
Hasnauenune Konmemniuu no obecneueHno HHOOPMAIIMOHHON O€30ITaCHOCTH.
1.2. Ilenu cucrempl nHGOPMAITMOHHOM 0€30MacHOCTH
1.3. 3amauu cucteMbl HHGOPMAITMOHHON O€30MaCHOCTH.
2. IIpobsemHuas cutyanus B cpepe nHGOPMALHOHHOI 0€30IaCHOCTH
2.1. O6BexTh HHGOPMAITMOHHON 0€30MTaCHOCTH.
2.2. OnpeneneHue BEpOSTHOIO HAPYIITUTEISL.
2.3. Onucanue ocobeHHocTe! (Mpoduis) Kaxk 10 U3 rpynn BEpPOSTHBIX HApyIIUTENIEH.
2.4. OcHOBHBIE BUBI YTpo3 HH(OpMaIMOHHOHK 6e3omacHocTu [peanpustus.
e Knaccudukarum yrpos.
e OcCHOBHBIC HETIpeTHAMEPEHHBIE HCKYCCTBEHHBIC YTPO3BI.
e OcHOBHBIE TIpeIHAMEPEHHBIC UCKYCCTBEHHBIE YTPO3HI.
2.5. ObmecraTucTuyeckas MHPOpMAIHs 0 UCKYCCTBEHHBIM HapyIIEHUSM MH(POPMAIIMOHHOMN
0€30IM1acHOCTH.
2.6. OneHka NOTeHIMANBHOIO yiepda oT peanusauuu yrpossl (cM. [Ipaktuueckyro padoty Ne

1).

3. MexanusMsbl o0ecnieyeHust HH(popmaunoHHou 0e3onacHoctu Ilpexnpusrus

3.1. IIpuHuMIBEL, yCIOBUA U TpeOOBaHUS K OPraHU3AMH U (PYHKIMOHUPOBAHHIO CUCTEMBbI HH-
dbopmMarmoHHON 6€30MacCHOCTH.

3.2. OcHOBHBIE HalNpaBJIeHUs TOJIUTUKHU B chepe nH(pOopMaIIMOHHON 0€30MacCHOCTH.

3.3. [InanupoBanue MeponpusTHil Mo odecrneueHuo nHGopMamoHHoi 0ezonacHoctu Ilpen-
OpUATHS.

3.4. Kpurepuu u nokazarenu nadpopmanronHon 6es3omnacuoctu [Ipeanpustus.

4. Meponpusitust 1o peajuzanuu Mep nHpopmanuonHoii 6ezonacuoctu Ipexnpusirus

4.1. Opranu3aniuoHHoe ooecnieueHrne HHPOPMAITMOHHON O€30TTaCHOCTH.
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¢ 3a/1a4n OpraHU3alMOHHOTO0 o0ecneueHrs HH(HOPMAIIMOHHON OE€30MaCHOCTH.

e [lonpazaenenus, 3aHAThIe B 0OecrieueHnu HH(HOpMaAIIMOHHON 6€30acHOCTH.

e B3anmoseiicTBue noapasaeneHui, 3aHAThIX B 00ecrieueHM HHPOPMALMOHHOM
0€30MacHOCTH.

4.2. Texunueckoe obecneueHne nHpopmMamoHHo# 6e3onacHoctu llpeanpustus.

e OO0I1IME TOJIOKEHNS.

e 3amuTa UHQOPMAIIMOHHBIX PECYPCOB OT HECAaHKIIMOHUPOBAHHOT'O JIOCTYIIA.
e CpencTBa KOMIUIEKCHOM 3aIUThI OT HOTEHIIMAIBHBIX YIPO3.

e ObecnieueHne kKayecTBa B cucreMe 0€30MacHOCTH.

e [[puHIMnBI oprauu3anuu padoT 00CIyKUBAIOIIEr0 epCoHaIa.

4.3. [IpaBoBoe obecnieuenne nHpopMamoHHou 6e3onacHocTu [Ipennpusrus.

e [IpaBoBOE OOecrieyeHre IOPUINUECKUX OTHOWIEHUN ¢ pabdoTHukamu Ilpeanpu-
ATHUSA .

e [IpaBoBOe oOecrieueHne IOPUINIECKUX OTHOUICHUH ¢ mapTtHepamu Ilpeampus-
THSL.

e [IpaBoBOE OOecnieueHre MPUMEHEHUS IEKTPOHHOM LU(POBO MOIIHUCH.

4.4. OuenuBanue 3¢ppekTUBHOCTH cUCTeMbl HH(pOpMamoHHoi 6e3omacHocTH peanpusrus.

5. lIporpamma co3nanus cucreMbl HH(popMannoHHol Oe3onacHoctu [pexnpusitus
IpakTnyeckas padora Ne 19
«BoccTaHoBI/IeHHEe PAa00TOCIOCOOHOCTH 3aIUTHI KAHAJIOB OT YTeYKH MH(popManum»
1. Hean paéoTbl
N3ydeHne TEXHOIOIMH ayTeHTU(PUKALIMH [10JIb30BATENS HA OCHOBE MapoJIsl.
2. Kparkue TeopeTnyeckue cBeJIeHUs

Ayrentuduxanus (Authentication) - nmpoueaypa IpoBepKU MOITUHHOCTH 3asSBICHHOTO MOJIb-
30BaTedIs, Mpoliecca WM yCTpoiicTBa. DTa MpoBepKa MO3BOJISET JOCTOBEPHO YOEAUTHCS, UTO MOJIb30-
BaTeNb (IPOIECC MM yCTPOMCTBO) SIBISIETCS UMEHHO TeM, KeM cedst oObsBisietT. [Ipu nmpoBenennn
ayTeHTU(UKALMU MPOBEPSIOIIas CTOPOHA YOex/1aeTcsi B MOAJMHHOCTH MIPOBEPSIEMON CTOPOHBI, IPU
ATOM IIpoBepsieMasi CTOPOHA TOXKE aKTHBHO Y4acTBYET B mpoliecce oOMeHa uHopmanuein. OOpIvHO
M0JIb30BaTENb MOJTBEPKAAET CBOIO MIECHTHU(PHKAILINIO, BBOJIS B CUCTEMY YHUKAJIbHYIO, HEU3BECTHYIO
JIPYTUM TI0JIb30BaTEIsIM HH(MOpMaIuio 0 cedbe (Harmpumep, mapoib Wik cepTuduKar).

Wnentudukanus u ayreHTHU(GUKALUs SBISIOTCS B3aMMOCBS3aHHBIMM MPOLIECCAMU PACIO3Ha-
BaHUs U MPOBEPKU MOJIMHHOCTU CyOBEKTOB (I0Jib30BaTeseil). IMEHHO OT HUX 3aBUCHUT MOCIEAYIO-
I1ee peIIeHUe CUCTEMbI, MOXHO JIM pa3pelnTh JOCTYI K pecypcaM CUCTEMbl KOHKPETHOMY IOJIb30-
BaTento uiu nporneccy. [locne naeHTHQUKAUMU U ayTeHTU(PUKALUU CyObEKTa BBIIIOJIHAETCS €ro aB-
TOpHU3ALHSL.

Apropuzanus (Authorization) - mporeaypa npeaocTaBieHusi CyObeKTY ONpPEEIeHHBIX IMO0JI-
HOMOYHMH U pecypcoB B JaHHOH cucTeme. IHBIMU ClIOBaMM, aBTOpU3alisl yCTaHABIUBaET chepy neil-
CTBHsI CyOBEKTa U JOCTYITHBIE eMy pecypchl. Ecim cuctema He MOXKET Ha/IeKHO OTIMYUTH aBTOPH30-
BaHHOE JIMILIO OT HEABTOPU30BAHHOIO, KOH(PHIEHIIMAILHOCTh U I[eIOCTHOCTh MH(POPMAlLIUU B HEH MO-
r'yT OBbITh HapylieHbl. OpraHu3anuy He0OX0UMO YETKO ONPEENIUTh CBOU TpeOOBaHUs K O€30MacHO-
CTH, 4TOOBI MPUHUMATh PELICHHUS O COOTBETCTBYIOIINX IPAHUIAX aBTOPH3AIMH.

C mnpouenypamMu ayTeHTH(UKAMM W aBTOPU3AIMM TECHO CBs3aHA TIPOIEAypa aJMH-
HUCTPUPOBAHUS AEUCTBHUH MOJIB30BATEII.

[laponps - 3TO TO, YTO 3HAET MOJB30BATENb M 4YTO TAKXKE 3HAET APYroil yyacTHUK B3a-
umoeicTBus. [{ng B3auMHON ayTeHTU(UKAIIMN YYaCTHUKOB B3aUMOJEHCTBUS MOXET ObITh OpraHu-
30BaH OOMEH MapOJISIMHA MEX Ty HUMH.

3. 3apanme

PazpabGoraTe mporpammy, IpeacTaBISIONIYI0 co00H (GopMy mocTyma K ONpeneinéHHbIM HH-
(bopMalOHHBIM pecypcaM Ha OCHOBE MapoJIs:
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1. B kagectBe MH(OpMAIIMOHHOTO pecypca MCHOIb30BaTh JIO00M (ail WM mpuioxe-

HUE.
Jlna cnpaeku: pabota ¢ TEKCTOBBIM daitiom B cpene Delphi:
var

myFile : TextFile;
text : string;
egin

// IomeITKa OTKPETE Qarn Test.txt nmas 3anmucu
AssignFile (myFile, 'Test.txt');s,
ReWrite (myFile) ;
// Bammce HECKOJBLKMX WM3BECTHEIX CJOB B STOT (Qari
WriteLn (myFile, 'Hello');
WriteLn (myFile, 'World') ;
// BakpreiTme @arina
CloseFile (myFile) ;
// OTKpEITME Qariia B PEXUME TOJBKO IOJIS UTEHMS
FileMode := fmOpenRead;,
Reset (myFile) ;
// Iokaz comepxnMoro @daria
while not Eof (myFile) do
begin
ReadLn (myFile, text);,
ShowMessage (text) ;
end;
// BakpreiTme @ariia B MNOCJIEOHMI pas
CloseFile (myFile);
end;

2. Joctynm k pecypcy IOJKEH OBITh pa3penieH TOJIbKO CAaHKIIMOHHPOBAHHBIM ITOJTH30Ba-
tensM. [[st aToro B mporpaMMe JIOJKHBI XPaHUTHCS UMEHA MoJib3oBaTened u ux napoiu. Ilpu mo-
IBITKE JOCTYIIA MOJIb30BaTelNs K PECypCy MPOBEpsIeTCs HAIMYUE ero uaeHTuuKaropa (MMEHHU) B CU-
CTE€ME U COOTBETCTBUE BBEJIEHHOI'O MapOJis MAPOJII0, KOTOPBIM XPaHUTCS B CUCTEME.

/lna cnpaeku: Ilpumep norcka snemerTa B maccuse (Delphi):

// 6600 maccusa for i:=l to SIZE do

afi] := StrTolnt(StringGridl.Cells[i - 1, 0]);
// 6600 obpazya 0ns noucka

obr := StrTolnt(edit2.text),

// nouck
found := FALSE; // nycmb HYH#CHO2O0 d1eMenma 6 Maccuge Hem
i=1
repeat
if a[i] = obr then
found := TRUE
else
=i+l
until (i > SIZE) or (found = TRUE),
3. B cucreme nomkHa XpaHUThCS ciienyomas nHpopmanus o noss3osarene: ID nin ums
nojb3oBares, naposs, DO, narta poxeHus, MECTO pokAeHUs (Topo1) Homep TenedoHa.
4. [Tonb30BaTenb JOMHKEH UMETh BO3MOKHOCTh TOMEHSITh apoJib (OrpaHUYEeHUsS: CM. Ba-

pHaHT).
IIpakTnueckas padora Ne 20
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«Metoab! mu@ppoBaHue KOHPUICHIHATBHBIX JAHHBIX»

1. eab padoThbl

3HAKOMCTBO C OCHOBHBIMU METO/IaMH KPUNITOIPahUIEeCcKOi 3anuThl HHPOPMAIUH.

2. KpaTkue TeopeTnyeckue cBeieHUsI

Kpunrorpadus — obecriednBaeT COKphITHE CMBICIIA COOOIIEHUS C TIOMOIIBIO MIHM(PPOBAHUS U
OTKPBITUS €ro paciiu(poBKOi, KOTOPbIE BBITOJIHSIOTCS 10 CIELUAIBHBIM aIrOPUTMaM C IOMOIIbIO
KIIFOYEH.

K104 — KOHKpETHOE CEeKpPETHOE COCTOSIHHE HEKOTOPBIX MapaMeTpoB aJIFOPUTMa KPHUIITOrpa-
¢dudeckoro mpeodpa3zoBaHUsl JAHHBIX, 0OECHeUUBarolIee BHIOOP TOJBKO OJHOTO BapHAaHTA M3 BCEX
BO3MOXHBIX Ul JAHHOTO JIFOPUTMA.

Kpunroananu3 — 3aHuMaeTcst BCKpbITHEM mudpa 0e3 3HaHus Kitoya (TIpoBEepKa yCTOMYUBO-
ctu mudpa).

KoaupoBanue — (He OTHOCHTCS K KpUNTOrpaduu) — CUCTEMa YCIOBHBIX 0003HAYECHUH, MPH-
MEHsIEMBIX NpH Iepenaue nHpopmanuu. [Ipumensercs a1 yBelnuyeHHus KadyecTBa nepegadu uHdop-
MalyHu, CKaTHst UHHOPMAIIMU U [T YMEHBIICHUS! CTOUMOCTH XPaHEHHS U Tepelauu.

Kpunrorpadguueckue npeobpazoBaHus UMEIOT LelIb 00€CHEUUTh HEJOCTYIHOCTh MH(OpMa-
LMY JUJIS JIML, HE UMEIOLIUX KIIIoYa, U MOAJIep KaHue ¢ TpeOyeMoi HaJe)KHOCThIO OOHapYKEeHUsI He-
CaHKI[MOHUPOBAHHbIX UCKaKEHUH.

BosbmuHCTBO cpencTB 3amuTsl HHPOpMaIun 0azupyercs Ha MCIOIb30BaHUU KpHUITOrpadu-
yeckux mudpoB U npoueayp mudpoBaHus-pacinippoBku. B coorBerctBun co crangaprom ['OCT
28147-89 nox mm¢ppom NMOHUMAIOT COBOKYITHOCTh 00paTUMBbIX IPE0Opa30BaHUl MHOKECTBA OTKPHI-
TBHIX JJAHHBIX Ha MHOECTBO 3alIU(POBAHHBIX JaHHBIX, 337aBAEMBIX KJIFOUYOM M AITOPUTMOM IIpeoo-
pa3zoBaHusl.

B kpunrorpadguu ucnonb3yroTcs ciaelyrolue OCHOBHbIE aJITOPUTMbI HIM(DPOBAHUSA:

. QJITOPUTM 3aMEHBbI (II0JICTAHOBKHU) — CUMBOJIbI IIU(PPYEMOI0 TEKCTa 3aMEHSIOT-

Csl CUMBOJIAMU TOTO K€ MJIM APYroro andasBuTa B COOTBETCTBUU C 3apaHee O0YCIIOBJIEHHON

CXEMOM 3aMEHEI;

. QJIITOPUTM NEPECTAHOBKHM — CUMBOJIBI IIH(PPYEMOro TeKCTa MepecTaBIIIOTCS 110

OlpezieIEeHHOMY IPaBUITy B IpesiesaX HEKOTOPOro 0J0Ka 3TOr0 TEKCTa;

. raMMHUPOBaHHE — CUMBOJIBI MIM(PPYEMOro TEKCTa CKJIA/IbIBAIOTCA C CUMBOJIAMHU

HEKOTOPOM CIy4ailHOM MOCJIEeI0BaTEIbHOCTH;

. aHaJIUTHYEeCKoe NpeoOpa3oBaHUe — MpeoOpa3oBaHUe MIMPPYEeMOro TEKCTa I0

HEKOTOPOMY aHAIMTHYECKOMY TIpaBuiy (hopmyie).

ITponecchl mmdpoBanus 1 pacMPpPOBKU OCYIIECTBIAIOTCA B paMKaX HEKOTOPOW KPHUIITOCH-
cTembl. /{1 cMMMeTPpMYHON KPUNTOCHUCTEMBI XapaKTEPHO MPUMEHEHHE OJJHOTO M TOrO K€ KiIoya
KaK Ipu MHU(POBaHNH, TaK U MpH pacmudpoBke cooliieHni. B acuMMeTpHYHBIX KpUNTOCHCTEMAX
JUIst M(POBAHMSI TaHHBIX UCIOJIB3YETCS OJUH (00IIEeJOCTYITHBIN) K04, a JUIsl pacIIu(PpPOBKU — JIpy-
roii (CeKpeTHBII) KITI0Y.

CuMMeTpUYHbIEe KPUIITOCHCTEMbI

HIn¢gpe! nepectanoBKH

B mmdpax cpeqHuX BEKOB 4acTO MCIMOJIb30BATUCH TAOJIUIIBI, C TOMOIIbIO KOTOPBIX BBIMOJIHS-
JMCh MPOCTBIE MPOLEAYpHl MHU(POBaHUS, OCHOBAaHHBIE Ha IepecTaHOBKe OykB B coobuienuu. Kitro-
YOM B JIAaHHOM cCilydae siBisieTcsl pa3Mmepsl Tabnuibl. Hanpumep, cooOuenue “HesicHoe cTaHOBHUTCS
erie 6oJiee HEMOHATHBIM® 3aIIMCHIBACTCS B TAOJIMILY U3 5 CTPOK U 7 CTOJIOIOB MO CTOJIOIAM:

H O H C |b H 4

E/E O 44 O E |T
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1/'C B E |1 11 H
C T U L E OB

H/A T E E H M

Jiis moy4eHus mudpOBaHHOTO COOOIIEHUSI TEKCT CYUTHIBACTCS IO CTPOKAM U TPYIITHPYETCS
1o 5 OyKB:

HOHCB HAEEO AOETA CBEJIIT HCTUILL EOBIHA TEEHM

Heckonbko OonblIeil CTOWKOCThIO K PACKPBITHIO 00J1a]aeT METO OJMHOYHOM MepecTaHOB-
KM 110 Kmouy. OH OTIMYaeTcs OT MPEABIAYIIEro TeM, YTO CTOJOIBI TaOJHIIBI MMEPECTABISIOTCS TIO
KJIFOYEBOMY CJIOBY, ¢pa3ze Wiau HAOOPYy YHCEN JJIUHOW B CTPOKY Tabmuibl. Mcmons3ys B KadyecTBe
kitoua cioBo «JIYHATHKY, nmonydnm cieayronyro Ta0iuiy:

J  V H A T H K A MW K | J H| T VY
4 |7 /5 1 6 2|3 1 |2 3 |4 |5 6 |7

H O H | C b H A C ' H A4 H H b | O
E E O|d4 O E T A4 E T E O O E
A |C B E J|II H E II H A4 B |J C
C T M 11 E O |bI o 1o b1 |C 1 |E | T
H AT E E H M E H M H| T | E A

Jlo mepecTaHOBKH [Tocne nepectaHOBKU

B BepxHeit cTpoke JieBoM TabIUIIBI 3aIIMCaH KJIFOY, @ HOMepa 1o OyKBaMH KJII04a ompesesne-
HBI B COOTBETCTBUHU C €CTECTBEHHBIM MOPSIKOM COOTBETCTBYIOIIMX OYKB Kitoua B andasure. Eciu B
KJIF0Y€ BCTPETUIIUCH OBl OJIMHAKOBBIE OYKBBI, OHH Obl HYMEPOBAIKCH clieBa HampaBo. [lomydaercs
mudpoBka:

CHAHH BOSET EOOEE ITHABJI CILIOBIC METEH MHTEA

Jlns obecriedeHus TOTMOTHUTENFHOM CKPBITHOCTH MOXHO MOBTOPHO HIM(POBATH COOOIIEHUE,
KOTOpoe yxe 0bu10 3amudpoBano. s 3Toro pazmMep BTOpOi TaOIHITBI TOJOUPAIOT TaK, YTOOBI JJTH-
HBI €€ CTPOK M CTOJIOIOB OTIMYAIUCH OT JUIMH CTPOK M CTOJOIOB MepBoi Tabmuisl. Jlydiie Bcero,
€CIIi OHU OyJIyT B3aUMHO TTPOCTBIMH.

Kpome anropuTMOB OJMHOYHBIX MEPECTAHOBOK MPUMEHSIOTCS AJTOPUTMBI IBOHBIX Tepe-
cTaHoBOK. CHavana B TaOJIMIly 3alMCBIBAETCS TEKCT COOOIIEHUS, a IOTOM MOOYEPEHO MepecTaBs-
I0TCsl CTOJOLBI, a 3aTeM cTpokH. [Ipu pacumppoBke nepecTaHOBKHU MPOBOASITCS B 0OpaTHOM MOPS -
ke. Hanmpumep, coobmenne “Tlpuesxaro 1mectoro” MOXHO 3amudpoBaTh CIEIYIONIUM 00pa3oMm:

2 /4 1 |3 1 12 3 |4 1 |2 3 |4
4 |IT /P U E 4 'n II E P I A |3 |0 X
1 |13 | X A IO I A |3 IO X 2 |E | | C |1
2 o ' E | C 2 | E. C | 3. T O |O
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JIBoiiHas mepecTaHOBKA CTOJOLOB U CTPOK

B pesynbrare mepecranoBku mnosydeHa mmdposka A3IOXE CIIT'TOOUIIEP. Kitouom k
mmdpy ciryxaT Homepa ctoao1oB 2413 u Homepa cTpok 4123 ucxoHON TaOIHIIBL.

Yucno BapuaHTOB JBOWHON MEPECTAHOBKH JOCTATOYHO OBICTPO BO3PACTAET C YBEIMUYCHHEM
pasmepa Tabmuibl: A Tabnuiel 3 X 3 ux 36, 1 4 x 4 ux 576, a nus 5*5 ux 14400.

B cpennue Beka [uid muM@poBaHUs MPUMEHSUINCh U Marn4ecKue KBaaparbl. MaruyeckuMu
KBaJpaTaMH Ha3bIBAIOTCS KBaJPaTHBIC TAOJIMIBI C BIIMCAHHBIMHU B UX KJIETKH IOCIIEIOBATEIbHBIMU
HaTypaJbHbIMU YHCIIaMH, HAUWHAS C €MHMILIBI, KOTOPBIE JAIOT B CYMME 110 KaXXJIOMYy CTOJOLy, Kax-
JIOW CTPOKE M KaKIOW JUAarOHAIM OJHO U TO ke yucio. [[nsg mudpoBaHuss HEOOX0IUMO BIHMCATH UC-
XOJHBIN TEKCT IO MPUBEAECHHON B KBaJpaTe HyMepalHuu U 3aTeM Iepenucarh COAepKUMOe TaOJIUIbI
no crpokam. B pesynbrare momydaercs mm@poTekcT, chOpMUPOBAHHBIA Osarogapsi nepecTaHoBKe
OYKB MCXOJIHOT'O COOOIIEHUS.

163 2 |13 O U P T
5 110 11 |8 3 I E IO
9 |6 |7 |12 X A C
4 15 14 |1 E T |0 I

m P U E 3 KA IO WIIE C T OT O

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Yucno Marn4eckux KBaJapaToB OUEHb PE3KO BO3PACTACT € YBEIIMYEHUEM pa3Mepa ero CTOPOH: JUIs
Tabmupl 3*3 Takux KBaaparoB -1; st Tabmuisl 44 - 880; a s Tabmmier 5*5-250000.

In¢gpe! npocroii 3aMeHbI

Cucrema mudpoanus Lle3apsi - yacTHbIi cimyyail mmdpa npoctoi 3ameHsl. MeToa ocHO-
BaH Ha 3aMeHe KaKJ0i OyKBbI COOOILIEHNS Ha APYTYI0 OYKBY TOTO e ajndaBUTa, MyTeM CMELIEHUS OT
ucxoaHoi 0ykssl Ha K OykB.

W3BectHast ¢paza FOmusa Leszaps VENI VINI VICI — npumwen, yBuaen, nodenuni, 3amudpo-
BaHHas C MOMOUIbIO JaHHOro Merona, npeodpasyerca B SBKF SFAF SFZF (npu cmemenuun Ha 4
CHMBOJIA).

I'peyeckum nucarenem [onubuem 3a 100 et 10 H.3. ObUT H300PETEH TaK HAa3bIBAEMBIN MOJIU-
OmaHCcKMi KBajpaTt pasmepoM 5*5, 3amosnHeHHbIN andaBuToM B ciaydaiiHOM mopsake. ['pedeckuii
andasut umeet 24 OyKBbl, a 25-M CUMBOJIOM siBisieTcs npoOen. s mumdpoBanus Ha KBajpaTe Haxo-
1M OYKBY TEKCTa U 3alIMCBIBAIM B IIU(PPOTEKCT OYKBY, PACIIONOKEHHYIO HUXKE €€ B TOM e CTOJIO-
ne. Ecnu OykBa okasbiBajach B HM)KHEW CTpOKe TaONMIBI, TO Opajii BEpXHIOI OYKBY M3 TOTO K€
cronbna.

HIn¢psI c10KHON 3aMEHBI

Mudgp I'poncdensaa cocroutr B Moaudpukanun mudpa Llezaps yucinoBbM kmouom. s
9TOro 1o OyKBamMH COOOIEHUS 3alUCHIBAIOT MU(PHI YUCIOBOTO Kitoua. Ecim ko4 kKopoue coo0-
IIEHUs, TO €ro 3alUCh LUKIMYECKH MOBTOPSIOT. [lIndpoTekcT moiyyaroT NpUMEpHO Takke, Kak B
mudpe [le3aps, HO OTCUUTHIBAIOT HE TPETHIO OYKBY 10 andaButy (kak B mudpe Llesaps), a Ty, koTo-
past cMelleHa 1o aja(aBUTy Ha COOTBETCTBYIOLIYIO U(DPY KITroya.

[TycTh B KauecTBe KJIF0Ya MCTOB3YyeTCs rpyIa u3 Tpex mudp — 314, Toraa

Coobmenne: COBEPIHEHHO CEKPETHO

Kirou: 3143143143143143143
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Mugposka: PIITMCBUOCCAXNIIONYCC
B mmdpax muoroangaBuTHOM 3aMeHbI I MUGPOBAHUS KaXJIOTO CHMBOJIA MCXOTHOTO
COOOIIeHNs TPUMEHSIETCsl CBOU MNP MPOCTON 3aMeHbI (CBOM andaBur):

ABBI IEEXX3UKJIMHOIIPCTY ® XU bbIbAIOS

A | ABBTIEEX3UKJIMHOIIPCTY®XUIIIIBhIbIIOS

b | ABBIJIEEX3UKJIIMHOIIPCTY®XULIIHIEIIOSI

B | 51 ABBI'IEEX3UKJIMHOIIPCTY®XUIIIbHbILIO

' | 104 ABBIIEEX3UKJIMHOIIPCTY ®XUIIIbbIbD

S | BTAEEX3UKIIMHOIIPCTY®XYIIIIBbIEIIOA AB

BBI'JIEEXK3UKIIMHOIIPCTYOXUIIIHBIEIIOSA A
Kaxnast crpoka B 3TO# TabimIe COOTBETCTBYET OJHOMY IU(PY 3aMEHBI aHAJIOTHYHO IUPPY
Le3aps ans andasuta, fonodHeHHOro npodenoM. [Ipu mmdpoBanuu cooOIIeHHs €T0 BHIMUCHIBAIOT B
CTPOKY, a IOJ] HUM KJIto4. Eciu Kitou okazascsi Kopode COOOIIEHHUS, TO €r0 HUKINYECKH [TOBTOPSIOT.
[udpoTekcT mony4aroT, HAXOAs CUMBOJ B KOJIOHKE TaOMUIBI 110 OyKBE TEKCTa M CTPOKE, COOTBET-

cTBylolel OykBe kiroda. Harmpumep, ucnonssys kimou AI'ABA, u3 coodmenust [IPUE3XKAIO IE-
CTOI'O nomy4daeM ciaenyroyo uppoBKY:

Coobmenne [MTPUE3XAIO IHECTOI'O

Kirou AT'TABAAT'ABAAT'ABAA

HIudposka I[THUI'3XXIOIOIOAEOTMI'O
I'ammupoBanue

[Ipouiecc muppoBaHus 3aKIOYAETCS B TeHEpPAIlUU raMMbl MKU(pa U HATOKEHUH ITON TaMMBbI
Ha UCXOJHBIN OTKPBHITHIA TeKCT. [lepen mmdpoBaHueM OTKPBITHIE JaHHBIE Pa30MBAIOTCS HAa OJIOKU
T(0); omuuakoBoit HHKI (110 64 6uTta). 'amma mudpa BeipabaThIBaeTCs B BUE MOCIEI0BATEIEHOCTH
ostoxoB I'(1r); ananormanoit ;e (T ()= "(m)+T(0);, rae + - moduToBoe cliokenue, i =1-m).
[Ipouecc pacumppoBKH CBOJUTCS K MOBTOPHOM reHepaliny mudpa TeKcTa U HAIOKEHUE ITOM
rammbl Ha 3amu@posanubie gaHHble T(0)=I"(1)+T(m);.
AcHMMeTpPHYHBbIe KPUITOCHCTEMBI
Cxema mmmppoBanus Iab Namans
Anroput™m mudpoBanus Db ['aMans ocHOBaH Ha MPUMEHEHUH OOJBIIHMX YKCEN JI TeHepa-
MU OTKPBITOTO W 3aKPBITOTO KJII0Ya, KPUITOCTOMKOCTD K€ 00YCIIOBJIEHA CIIOKHOCTHIO BBIUMCIICHUS
JTUCKPETHBIX JIorapu(pMoB.
IlocimenoBaTenbHOCTE AEHCTBUI ITOJIBL30BATENS:
1. Tlomywarens coobieHus BeIOMpaeT ABa Oonbiux yucina P u G, npuuem P > G.
2. TlomydaTenb BBIOMpAET CEKPETHBIN KITIOY - CITydaiHOe 1enoe yucio X < P.
3. Bbrumcsiercst OTKPBITHIN K04 Y= G “mod P.
4. Ilomyuatens BeiOupaeT 1emnoe yncio K, 1< K< P-1.
5. Iludposanne coobmenns (M): a= GX mod P, b=Y X M mod P, rie napa uncen (a.,b)
ABJISETCS IUPPOTEKCTOM.
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Kpunrocucrema mmdpoBanus 1aHHbIx RSA

[Ipennoxena B 1978 roxy aBtropamu Rivest, Shamir u Aldeman u ocHOBaHa Ha TPYAHOCTH
pa3aoxKeHus OONBIINX LIEIbIX YHUCEN Ha TPOCThIE COMHOKHUTEIH.

AJITOPUTM CO3/1aHUSI OTKPBITOTO U CEKPETHOTO KIKOYEH:

1. [Tomyyarenb BeIOMpaeT 2 OOJBIINX MPOCTHIX LEBIX YHCIIA p U ¢, HA OCHOBE KO-
TOPBIX BBIUUCIACT n=p *q u pynkuuto Ditnepa ¢(n)=(p-1)(g-1).
2. [TonyuyaTens BeIOMpaeT menoe uucio e (1<e< ¢(n)), B3aMMHO TPOCTOE CO 3HA-

yeHueM QYHKIUU @ (7).
[Tapa uncen (e,n) MyOIMKYETCS B Ka4eCTBE OTKPHITOr0 KJII0YA.

3. [TonyyaTenb BBIYUCHSET 1EJI0€ YUCIO d, KOTOPOE OTBEYAET YCJIOBHIO:
e*d=1(mod ¢(n) ).

[Tapa uucen (d,n) sSBJISETCS CEKPETHBIM KJIHOYOM.
HludpoBanue cooOIIEHNS C UCTOIb30BAHUEM OTKPBITOTO KI0Ya:

Eciu m — coobuienne (CoOoOmEeHUsIMH SIBIISIOTCS [IeJbIe Yncia B uHTEepBaie ot 0 10 n-
1), T0 3ammppoBaTh 3TO COOOLIEHNE MOKHO Kak ¢=m° mod(n).
JemndpoBanue cooOIIEHNs ¢ UCIIOIb30BAHUEM CEKPETHOTO KIIH0Ya:

IMonyuaTens pacuigpoBbIBAET, IOTyYeHHOE coobmenre ¢: m=c’ mod (n).
3. 3apanue
[IpakTuueckast paboTa COCTOUT U3 JBYX YaCTEH:
Yacte 1 — mpuMeHEHHE OJJTHOTO U3 aJITOPHUTMOB CUMMETPUIHOTO (P POBAHUS;
Yactp 2 — mudpoBaHue ¢ UCIOIB30BaHUEM anroputmMa RSA.
[HopsiA0K BBIMOTHEHUS PAOOTHI:

Yacrs 1:
1. Hcnonp3yss OAMH W3 aIrOPUTMOB CHMMETPUYHOTO IM(pOBaHUS (CM.
BapUaHT), 3alI1(poBaTh CBOU JIaHHbIE: (PAMUIIMIO, UM, OTUECTBO.
2. BeImonHuTE IpOBEpKy, pacmrdpoBaB NOTYYCHHOE COOOIICHHE.
Yacrs 2:
1. Hanucats nporpamMmy, peaiv3yrollyio aaroput™ IMHUQpOBaHUS U Jie-

mudpoBanus coobmenuss RSA. BxoaHble qaHHBIE: OTKPBITBIA M CEKPETHBINA KIIIOUU
(3nauenwus n, e, d) u coobmenue (m).
2. Vcnonb3ys 3aaHHble 3Ha4eHus p, g, €, d (cM. BapuaHT) 3ammdpoBaTh 1
nemudpoBaTh COOOUIEHHUS My, My, M3 (CM. BApUAHT).
IIpakTnyeckas padora Ne2l
«IIporpammHoe obecneuenue 1Jisi MM(PPOBAHUSA U JelIM(PPOBAHUA KOH(PHICHIHAIBHOM
uHopManun»
1. Iean padorsl
N3yunTh nopsaaok Berancienus u nposepku DI (anekTpoHHOM U poBOi MOAMIHCH)
2. Teopernueckue cBeeHHUs
B HacTos11ee BpemMsi HOBCEMECTHOE BHEJIpeHNE HHPOPMALIMOHHBIX TEXHOJIOTHH OTpa3miioch U
Ha TEXHOJIOTUH JJOKYMEHTOO0OPOTa BHYTPU OpraHU3aIMil U MEXKIY HUMU, MEKIY OTAEIbHBIMU MOJIb-
30BaTensiMu. Bce Oonbliiee 3HaueHUE B JTaHHOM cdepe MpruodOpeTaeT 3JIEKTPOHHBIH JTOKYMEHTO000-
POT, O3BOJIAIOIINI OTKa3aThCs OT OYMaXKHBIX HOCUTENEH (MJIM CHU3UTH UX JIOJIIO B 00IIEM MOTOKE) U
OCYILECTBIISATh OOMEH JIOKyMEHTaMU MEXIYy CyObEeKTaMH B AJIEKTPOHHOM BHJie. OHAKO Mepexoa OT
OyMa)XKHOI0 JOKYMEHTO00OPOTa K JEKTPOHHOMY CTaBHUT PsAJl MPOOJIEM, CBI3aHHBIX C 00eCIIeYeHUEM
LEJIOCTHOCTH (TIOJIMHHOCTH) TepPelaBaeMoro JOKyMEHTa M ayTeHTHU(HUKAIMK MOJUIMHHOCTU €r0 aB-
TOpA.
Crenyer OTMETHTb, YTO U3BECTHBIE B TEOPUH MH(POPMAIIUN METO/bI 3aIUTHI COOOIIEHUH, Te-
penaBaeMbIX M0 KaHajlaM CBSI3U, OT CJIy4allHbIX TOMEX He padoTaloT B TOM Cllydae, KOI/1a 3710yMbIIII-
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JICHHUK MIPEeTHAMEPEHHO PeaTu3yeT Yrpo3y HapylIeHus neaocTHocTu npopmanuu. Hanpumep, KoH-
TPOJIbHBIE CYMMBI, HCIIOJIb3yEMbIE JUIsl TOU 1IeNId MepeAaTYuKoOM U MPUEMHUKOM, MOTYT OBbITh Iepe-
CUHMTAHBI 3JIOYMBINIJICHHUKOM TaK, YTO MPUEMHUKOM M3MEHEHHUE COOOIICHUs He OyaeT 0OHapyKeHO.
Jns obecriedeHust IETOCTHOCTH 3IEKTPOHHBIX IOKYMEHTOB U YCTAHOBIICHUS IOJJIMHHOCTH aBTOPCTBA
HEO0OXOAMMO MCIOJIb30BaTh HHBIE METO/IbI, OTJIMYHBIE OT KOHTPOJIBHBIX CyMM. /{715 perienus: JaHHbIX
3aJ1a4 UCIOJIb3YIOT TEXHOJIOTHIO 3JIEKTPOHHO-IIU(PPOBOI MOAMHCH.

OnexrponHo-inppoBas noanuck (BLI1) coobmenus sBISETCS YHUKATHHON MOCIIEI0BATETb-
HOCTBIO, CBSI3bIBAEMOI € COOOIIEHNEM, TTOIJIeKAIIeH MTPOBEpKE HAa MPUHUMAIOIIEH CTOPOHE C IIEJBIO
oOecrnieueHus LEeJI0CTHOCTH IIEPEIaBAEMOro COOOLIEHMSI U TOATBEPKICHUS €r0 aBTOPCTBA.

[Tponienypa ycranoBku DIII rconb3yeT CEKPETHBIN KIIFOY OTIPABUTENS COOOIIEHUS, a MPO-
ueaypa npoepku JLIT — oTKpeITHIN KITtOU OTHpaBUTENs coodiienus (puc. 1). 3aeck

M — 51IeKTPOHHBIN JOKYMEHT, E — 311eKTpOHHO-1TU(pOBast MOAHUCH.
Puc. 1 — Cxema ucnionszoanus D11

B texnonorun DL Bexymiee 3HaueHnEe UMEIOT OAHOHANPABICHHBIE (YHKIIMH XAIIHPOBAHHUS.
Hcnonb3oBanue GyHKUUH X3MIUPOBAaHUS MO3BOMISIET (hOPMUPOBATH KpUNTOrpadUuecKu CTOMKHE KOH-
TPOJIbHBIE CYMMBI TIEpEAaBaeMbIX COOOIICHUH.

Oynkiuei xsmupoBanus H Ha3bIBalOT QyHKIHNIO, CKMMAIOLIYIO COOOIIEHHE MPOU3BOIBHOM
JUIMHBI M, B 3HaueHue ¢uxcupoBaHHoW JHbI H(M) (HecKonbKO AECATKOB WM COTEH OUT), U 00Ja-
JTAIOIIYI0 CBOMCTBAMHM HEOOPaTUMOCTH, PACCEMBAHUS U YyBCTBUTENBHOCTH K U3MEHEHHSIM. 3HAaUeHUE
H(M) 00b14HO Ha3bIBalOT faiipkecToM coolmieHust M.

Cxema ycranoBku JIII (puc. 2):

1. Ins noxkymenta M gopmupyertcs naidpxect H ¢ momMolipio 3a1aHHOTO alropuTMa X3Uumpo-
BaHUS.

2. ChopmupoBanHbIil naiipkect H mu@pyroT Ha ceKpeTHOM KITH04€e OTIPABUTENSI COOOLICHMUS.
[Tony4yenHas B pe3ynpTare mMH(poBaHUs MOCIEN0BaTENbHOCT U ecTh DLITI.

3. Coobmenne M u ero DIII nmepegaroTcst moIy4aTesto COOOIIECHHMS.

Puc. 2 — Cxema ycranoBku OLII1.

Coobuwenune T' -I - CooBuweHue

| 4 4
' 3
- "
Haimeeact h(T) — AUn DEh(m) By an,?.:;ﬁatt:“ |
; __1____.' i _— _._____..'|

CeEpeTHLIA KNNY OTNRABMTENS
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Cxema nposepku I (puc. 3):

1. IMomyuarens pist mpoepku D11 momkeH UMETh OCTYyI K caMoMy cooOtmeHnio M u ero
OUII.

2. 3Has aIroOpUTM XAIIMPOBAHMS, KOTOPBIM OBbLT MCHob30BaH npu yctanoBke DIIII, momyda-
Tenb nonydaer gaxect H1 npucnannoro coobmenus M.

3. 3Hast OTKPBITHIN KITF0Y OTHpaBUTENS, osrydarens nemudpyer DI, B pe3ynbTaTe yero mo-
nydaet naipkect H2, chopmupoBaHHbIi Ha dTane ycranoBku D1II1.

4. Kputepuem 1eTOCTHOCTH MPUCITAHHOTO co00IIeHrss M 1 MOATBEPKIEHHUS €ro aBTopa SBJIA-
etcs coBnajenue nanmpkecroB HI u H2. Eciu 3TO paBeHCTBO HE BBIIIOJIHEHO, TO IPUHUMAETCS pelie-
Hue 0 HekoppekTHocTu DIIT.

Puc. 3 — Cxema nposepku DLI1.

] ]
Coofimenwe T° = CoofueHqe i
i o 1§
' : : : ¥
SnextponHas || ; ;
nognues 8 I~ E(SY 'I T
- v | o v | = T -
| ' |u|
2 a, Bce
OTEpuTEi KNOU OTNpaEMTENA || w{ =7  ROSTNS

3. 3amanme

Cpopmuposats DI k cooduenuto M' (cM. BapuaHT) U IPOU3BECTH MIPOBEPKY LETOCTHOCTU
HPUHITOTO COOOIICHHUS.

IMopsinok BbINoOJIHEHUS PadOTHI:

1. PazgenuTh IUCT Ha ABE YacTH: ClieBa — CTOPOHA OTIIPABUTCIIA COO6H.[CHI/I$I, CIpaBa —
MoJIy4yaTeIs.
2. Ha CTOPOHEC OTIIPABUTEIIA BBIIIOJHUTD CICAYIOMINC JIEHCTBUSL:

2.1.  3amucatb coobmenue M (CM. BapHaHT).

2.2.  CdopmupoBats mpoduib coodieHus M’ ¢ mOMOIIBI0 YIPOIIEHHONW (DYHKIIUU XDIIIH-
poBanus h(M’) — nepeMHOXEeHHsI BceX LUPP KPOME HYJIS ITOTO COOOIIEHHUS.

2.3.  Cozpars DUII mmdposanuem npoduiis coodmenust h(M’) 3akpbITbIM KIIOYOM OTIIpa-
Butens Da (3nauenue kimtoua (d, n) cMm. B Tabnuiie ¢ BapuanTamu 3amganus), T.e. Da (h(M”)) (cMm. Ba-
pHaHT).

3. Ha cropone nomy4aresst BEITOJTHATE CIEAYIOIINE IEHCTBHS:

3.1. 3amucarb coobmenne M (ero momywaer noiydarens Bmecte ¢ OLII) m OUII Da
(h(M)).

3.2.  CdopmupoBaTh npoduiib NPUHATOTO COOOIIEHUs,, M’ ¢ MOMOIIBIO TOHM ke (QYHKIUU
xamupoBanug h(M’) — nepeMHoxeHus Bcex udp kpome Hyis 3toro coodmenus (Ilonydarento usz-
BECTEH JIFOPUTM X3IIMPOBAHUS, IPUMEHSAEMBII Ha CTOPOHE OTIIPABUTEIIS).

3.3. Cozmare mpodunp aemmdpoBanreM Ol OTKPBITBIM KIIOYEM OTIPABUTEIS
(Ea (Da (h(M’)) = h(M”)) (3Hauenwue kitoya (€, n) CM. B TAOIHIIE C BApHAHTAMU 33JJaHU).

34 CpaBuuTth aBa npoduisa coobmenus h(M’) (m.3.2 u 3.3). YOenuthcs B UX cOBHaje-
HUH.

IIpakTuyeckas padora Ne 22
«IIporpammHoe obecneyenne 1Jisi M(PPOBAHUA U eI (PPOBAHUA KOH(PHICHIHAILHOM
HHpopmannmw»
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1. Ilean padoTbl

3HAKOMCTBO C HEKOTOPBIMH aJITOPUTMAaMHU MMOBEACHUSI BUPYCHBIX U APYTUX BPEJOHOCHBIX
IPOTPaMM.

2. KpaTkue TeopeTnyeckue cBeieHUsI

Hcropudeckn mepBoe OMpeeleHne KOMIBIOTEPHOTO BHpyca Obuto qaHo B 1984 r. @pemom
Kosnom: «KomnbloTepHbIN BUPYC — 3TO Mporpamma, KoTopas MOXKeT 3apakaTh APyrue MporpaMMel,
MOIU(UIUPYS WX TOCPEICTBOM BKIIIOUEHUS B HUX CBOCH, BO3MOXXHO M3MEHEHHOW KOIHU, NMPUYEM
MOCITEAHSISI COXPAHSET CIIOCOOHOCTh K JallbHEHIIeMy pa3MHOXKEHHI0». KIloueBbIMH MOHATHUSMU B
3TOM OIIPENEIICHUH SIBISIIOTCS CHOCOOHOCMb 8UPYCA K CAMOPAZMHONMCEHUIO U CNOCOOHOCMb K MOOU-
Guxayuu gvluuUCIUMENbHO20 NpOYecca.

B Hacrosmee Bpems 10J KOMIIBIOTEPHBIM BUPYCOM IPHHATO MOHUMATh IIPOrPaAMMHBIN KOJ,

oOnanaromun CIEeYIOIUMU CBOMCTBaMH:
* CIIOCOOHOCTBIO K CO3/IaHUIO0 COOCTBEHHBIX KOMHMU, HE 00s3aTEIHHO COBMAJAIOIINX C OPUTHHAIIOM,
HO o0anaromux CBOMCTBaMHU OpUTHHAaJa (caMOBOCTIpOHM3BEICHHE);

* HAJTMYMEM MEXaHHu3Ma, 00ECTIIeYMBAIOIIEro BHEAPEHHUE CO3aBAEMBIX KOUK B HCHOJIHIEMbIE 00bEK-
ThbI BBIYMCIUTEIIBHON CUCTEMBI.

VYka3aHHbIE CBOICTBA CIIEYET JOMOJIHUTH CBOMCTBAMU JIECTPYKTUBHOCTH U CKPBITHOCTHU J€M-
CTBUH JIaHHOM BPEJOHOCHOW ITPOIPaMMBbI B BBIYMCIUTEIBHON CPELE.

OcHoBHOH M HanboJiee pacIpPOCTPaHEHHON KilaccupuKalurell KOMIbIOTEPHBIX BUPYCOB SIBJISI-
eTcsl KiaccupuKaIus 1o cpede ooumarsi, Wid 1o munam o0vbexmos KOMIBIOTEPHON CUCTEMBI, B KO-
TOpBIE BHEIPSIOTCS BUPYCHL. B COOTBETCTBUM € 3TOH Kiaccuukanueil BUpYChl JeNsATcs Ha daiino-
BbI€, 3aTPY304HbIE, CETEBbIE (UEPBH) U MAKPOBHUPYCHI.

Cy1ecTByeT Takke MHOTO KOMOMHUPOBAHHBIX TUIIOB KOMITBIOTEPHBIX BUPYCOB.

Kpome BuUpYCOB IPHUHSTO BBIAEIATH €LIE HECKOJIBKO BHJIOB BPEJOHOCHBIX IIPOrpaMM. JTO
TPOSTHCKHE TPOTPAMMBI, JIOTUYECKHE OOMOBI, XaKepPCKHE YTHIUTBI CKPBITOrO aJMUHUCTPHUPOBAHHUS
yIaJEHHBIX KOMIIBIOTEPOB, POrpaMMbl, BOPYIOLIUE MAPOJIU AOCTyNa K pecypcam MHTepHeT u npo-
4yI0 KOH(UICHINANBHYIO HHPOpMannio. YeTKOTo pas/ieieHus: MeX/ly HUIMU HE CYIIECTBYET: TPOSH-
CKHE IIPOrpaMMbl MOT'YT COJIEpXKaTh BUPYChI, B BUPYCHl MOT'YT ObITh BCTPOEHBI JIOTHUECKUE OOMOBI U
T. 1.

3. 3apanne

Pa3zpaboraTe mporpaMMy MMHUTHPYIOLIYI0 HEKOTOpbIE (CM. BapuaHT) JEHCTBUS BUpYyCa WIH
Jpyroil BpeIOHOCHOH MpOorpaMMbl M IMOATOTOBUTH OTYET O MPO/IETIaHHOM padoTe.

IIpakTuyeckas padora Ne 23
«IIpaBa 1 0013aHHOCTH COTPYAHMKOB CJIYKObI 0€30IIaACHOCTID)

1. Heab paGoTsl

3HAKOMCTBO C HEKOTOPBIMH aITOPUTMAMU TIPEAYIPEKICHIS U OOHAPYKEHHSI BUPYCHBIX
yrpos.

2. KpaTkue TeopeTnyeckue cBeleHUs

JUist 3aIIUTBl OT KOMIBIOTEPHBIX BUPYCOB M JAPYTUX BPEJOHOCHBIX NMPOTPaMM MOTYT HCIIOJIb-
30BaThC:

* 001I1e METOBI U CPEJICTBA 3ALIUTHI HH(OPMAIIUH;

* CHIETIMATIM3UPOBAHHBIE TPOTPAMMBI IS 3alIIUTHI OT BUPYCOB;

* MpO(UITAKTUYECKHE MEPBI, TO3BOJISIIOIINE YMEHBIIUTh BEPOSATHOCTh 3apaKEHUSI BUPYCAMHU.

Cyl1ecTBYIOT JBE OCHOBHBIE Pa3HOBUIAHOCTH OOIIMX METOJOB M CPEACTB 3aIUTHI HHPOpMa-
UM, TaKKe 3PPEKTUBHBIX TPU OOPbOE BUPYCHBIMU YIPO3aMH:

*CpelICTBa KOMTUPOBAHMS WH(OPMAIIHH;

* CpPEICTBA pa3rpaHUUYCHUs JOCTYIA.

[Tpu 3apaxeHHH KOMITBIOTEpAa BHPYCOM Ba)KHO €ro OOHapyxuTh. K BHEIIHUM TIpU3HAKaM
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IIPOSIBJIEHUS AEATEIBHOCTH BUPYCOB MOXHO OTHECTH CJIEYIOIIHUE:

* BBIBOJ] Ha DKPaH HENpPelyCMOTPEHHbBIX COOOLIEHUI MM U300paXKeHnH;

* [10/1a4a HEMPEAYCMOTPEHHBIX 3BYKOBBIX CUTHAJIOB;

* U3MEHEHME JaThl U BpeMeHU MoaupuKanum (aiinos;

* UCYE3HOBEHHE (DAIVIOB M KaTAIOTOB MM UCKAXEHHUE X COIECPKUMOTO;

* yacThle 3aBUCAHMsI U cOOM B pabOTE KOMIIBIOTEPA;

* MeJUIeHHas paboTa KOMIIbIOTEPA;

* HEBO3MOXXHOCTB 3arpy3ku OC;

* CYILIECTBEHHOE YMEHBIIIEHUE pa3Mepa CBOOOAHON ONEpaTUBHON MaMSTH;

* IpeKpalieHue paboThl WINM HelpaBWibHAas paboTa paHee yCHEIHO (hYHKIMOHUPOBABIINX
porpamm;

* U3MEHEHME pa3MepoB (ailyios;

* HEOXKUIaHHOE 3HAYUTEIIFHOE YBEJIMUEHNE KonyecTBa (aillioB Ha AHCKE.

Ho mano 3ameTuTh, 4TO KOMIIBIOTEpHAs CUCTEMa IOJBEPIJIaCh BO3ACHCTBUIO BPEIOHOCHOIO
1O, HeoOxoaMMO OOHAPYKHUTH UCTOYHHUK YIpo3bl. K OCHOBHBIM MeTO/1aM OOHAPYKEHHSI KOMIIBIOTEP-
HBIX BUPYCOB MOKHO OTHECTH CJIEYIOLIHE:

* METOJ1 CPABHEHMSI C ATAJIOHOM;

* 9BPUCTUYECKUI aHAJIM3;

* AaHTUBUPYCHBI MOHUTOPUHT;

* MeTOJ] 0OHapYKEHUsI U3MEHEHUH;

* BCTpauBaHUE AHTUBHUPYCOB U JIp.

PaznuuaroT cnenyromue BUibl aHTUBUPYCHBIX IPOIPaMM:

* IporpaMMsbl-(aru (CKaHepsbl);

* nporpammbl-peBu3opsl (CRC-ckanepsr);

* IPOrPaMMBbI-OJIOKUPOBIIUKY;

* [IPOrpaMMbI-UMMYHU3ATOPBI.

OnHako, aOCONIOTHO HAJCKHBIX MPOTPAaMM, TApAaHTHPYIOLINX OOHAPY>KEHHE W YHUYTOXKEHHUE
11000T0 BUpYca, HE CyIIEeCTBYET. BakHbIM MeT0/1I0M 60phObI C KOMIBIOTEPHBIMU BUPYCAMU SIBIISIETCS
CBOEBpEMEHHas npoduiakTuka. YToObl CyIIeCTBEHHO YMEHBIINTH BEPOSITHOCTh 3apaKEHUS BUPYCOM
U o0ecreynTh HaJe)KHOE XpaHeHHe MH(POpMallUU Ha JUCKaX, HEOOXOAMMO BBIOJIHATH CIEAYIOIINE
Mepbl TPOPUITAKTUKY:

* IPUMEHSATH TOJBKO JuLeH3uoHHOE [10;

* OCHAaCTUTh KOMIIBIOTEP COBPEMEHHBIMU AHTUBHPYCHBIMH IPOrpaMMaMHU U MOCTOSIHHO BO3-
OOHOBJISITh UX BEPCUH;

* BCEr/la MIPOBEPATh ChbEMHbIE HOCUTENU MH(POpMAIMK Ha HAJIMYUE BUPYCOB (3amyckas aHTH-
BUPYCHBIE ITPOrpaMMbl CBOEr0 KOMIIBIOTEpPA) MepeJl CUUTHIBAHMEM C HUX MH(OpMAIMH, 3aIUCAHHON
Ha JIpyTUX KOMIIbIOTEpax;

* IIpM NIEPEHOCE Ha CBOM KOMIbIOTEp (PaijioB B apXMBHUPOBAHHOM BHJIE NMPOBEPSTHh UX Cpa3y
e TI0CTIe pa3apXUBAllMU Ha KECTKOM JUCKE, OTpaHUurBasi 00JIacTh MPOBEPKU TOJIBKO BHOBb 3aIlU-
CaHHBIMH (hailiiamu;

* IEPUOANYECKU MPOBEPATh Ha HAIMYNE BUPYCOB KECTKUE JUCKU KOMITbIOTEpA, 3aIllycKas aH-
TUBUPYCHBIE IPOTPaMMBI JIJIsl TECTUPOBaHUs (ailyioB, MaMATH U CUCTEMHBIX 00J1acTeil TUCKOB;

* BCErJa 3alllMIIaTh CheMHbIEe HOCUTEIN MH(POPMAIMH OT 3aIIUCH IIPpU paboTe Ha IPYTHX KOM-
IbIOTEpax, €CIIM Ha HUX He OyAeT MpOU3BOIUTHCS 3aMUCh HH(OpMAIHH;

* 00s13aTENIbHO JIeJIaTh Ha ChbEMHBIX TUCKaX apXHMBHbIE KOMHUM LIEHHOM ISl MMOJb30BaTeNsl UH-
dopmanuu;

* HCIIOJIb30BAaTh AHTHUBUPYCHBIE MPOrpaMMBbl JUIsl BXOJHOTO KOHTPOJI BCEX HCIOJIHAEMBIX
(aiinoB, MoJy4aeMbIX U3 KOMIIBIOTEPHBIX CETEH.

3. 3apanue
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PazpaboTtare mporpaMMy UMHUTHPYIOLIYIO HEKOTOPBIE (CM. BApUaHT) ACHCTBUS 110 MpeayIpe-
’KJICHHIO BUPYCHBIX YTPO3, 0OHAPYKEHUIO U YJAJICHHUIO BUPYCHBIX U IPYTUX BPEIOHOCHBIX ITPOrpaMm
U TIOATOTOBHUTH OTYET O MPOJIETaHHON padoTe.

IpakTnyeckas padora Ne 24
«IIpaBoBoe obecrnieuenre HHGOPMALMOHHOI 0€30MACHOCTH»
1. Leab padoTsbl

O3HaKoMJICHHE C OCHOBHBIMHU (DYHKLUSMHU, TOCTOMHCTBAMH U HEJOCTATKAMHU COBPEMEHHOTO
antuBupycHoro I10.

2. Kparkue TeopeTnyecKue cBeJeHHUs1

Ha ceronnsimnuii 1eHb nepeyeHb TOCTYIMHBIX aHTUBUPYCHBIX POTPaMM BeCbMa OOLIMPEH.
OnM pa3nuyaroTcs Kak Mo [eHe, TaK U 10 CBOMM ()YHKIIMOHAJIFHBIM BO3MOKHOCTSIM. Hanbomnee mo-
HbI€ (M KaK MpaBUIIo, HanboJee TOPOTrre) aHTUBUPYCHBIE POTrPaMMbl IPEICTABISIOT cO00M Ha ca-
MOM JieJie MTAKeThl CIECIUATU3HPOBAHHBIX YTHIIUT, CIOCOOHBIX ITPH COBMECTHOM MX UCIIOJIb30BAaHUH
o0ecrneynTh pa3HOCTOPOHHIOKO 3aIUTY KOMITBIOTEPHOU CUCTEMBI.

BonbIIMHCTBO COBPEMEHHBIX aHTUBHPYCHBIX ITAKETOB BHIMOIHSAIOT CIEAYIONIHE ()YHKIIHUU:
® CKaHUPOBaHHUE MaMITH U COJIEPKUMOTO IUCKOB;

CKaHHPOBAHHE B PEAILHOM PEXXHUME BPEMEHH C MTOMOIIBIO PEIUACHTHOTO MOYJIS;
pacro3HaBaHKe MMOBEACHMUS, XapaKTEPHOTO ISl KOMIIBIOTEPHBIX BUPYCOB;
OJIOKMPOBKA W/WUJIH yJIAJICHUE BBISIBJICHHBIX BUPYCOB;
BOCCTaHOBJICHHE 3aPaXCHHBIX MH(POPMAIIMOHHBIX 0OBEKTOB;
NPUHYIUTETbHAS TPOBEPKA MOAKIIOYSHHBIX K KOPIIOPATUBHOW CETH KOMITBIOTEPOB;
yaaJIeHHOE 0OHOBJIEHUE aHTUBHPYCHOTO MPOrPaMMHOTO o0OecrieueHus u 0a3 JaH-
HbIX uepe3 VHTepHeT;

e ¢unbTpanus Tpaduka MHTEepHETa HA MPEMET BBISIBICHHUS BUPYCOB B IIepPe1aBaeMbIX

MporpaMMax M JTIOKyMEHTax;
® BBISIBJICHUE NIOTCHIIMAIBHO OMACHBIX Java-ammmieToB u Moaynel ActiveX;
e BeJICHHE MTPOTOKOJIOB, COAEPKAMINUX HHPOPMAIIHIO O COOBITHSIX, KACAIOUINXCsl aHTUBU-
PYCHOH 3aIUTHI U JIp.
. 3apanme
IToaroTOBUTE KpaTKHU JOKIAJ MO 33[aHHOMY BOIIPOCY (CM. BapHUaHT), UCHOJb3Ys JIIOObIE J0-
CTYIHBIE HCTOYHUKHU HH()OPMAIIHH.
Pexomenoayun: CoOpanHblii MaTepuai OyaeT Haubosee aKTyalbHbIM, €CITH BKIIOUYUTh B HETO
JTAHHBIE, TIOJYYCHHbIE MPAKTUYECKUM IyTeM. /I 3TOro mpu BO3MOXKHOCTH, YCTAHOBUTE JIe-
MOHCTPAIMOHHYIO BepcHIo 3ajaHHoro nakera [10 u mporecTupyiiTe ee B TEUYEHUU HECKOJb-
KUX JTHEH.
5. 3anonautk Tabnuiy " ITakeTbl aHTUBUPYCHBIX MPOrpamMM " Ha OCHOBE MOJTrOTOBJIEHHOTO Ma-
Tepuasa, a TakXKe J0KJIaJ0B IPYTUX CTYICHTOB.
6. IlpoBectu aHanu3 coOpaHHOM MHGOPMALIUU U CIENaTh BHIBOIBI.
IIpakTnueckas padora Ne 25
«OcHOBHBIE BH/IbI KOMIILIOTEPHBIX MPeCTyNJIeHUID)
1. HLeab padoTsl
O3HaKOMHTBCS C OCHOBHBIMHU BHJIaMU KOMITBIOTEPHBIX MPECTYIIICHHUMN.
2. Kparkue TeopeTHyecKue cBeJAeHUs

VPN (anrn. Virtual Private Network — BupTyanbpHast yacTHast ceTb) — 000OIIEHHOE Ha3Ba-
HUE TEXHOJIOTHH, MO3BOJSAIOMUX 00€CNeYUTh OJHO WJIM HECKOJBKO CETEBbIX COEIUMHEHHMH (Jlornye-
CKYIO CeTh) TOBEPX JAPYroi ceTH (Harnpumep, UHTEPHET).

BuptyaneHas yacTHas ceTb Oa3upyeTcsl Ha TpeX MeToax pealn3aluu:

TyHHenupoBaHue;

[ugposanue;

~ W
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AyTeHTHUDHUKAIHSL.

Hamachi— »To mporpamma, mo3Bossiiomas co31aTh BUPTyaTbHYIO 9acTHYIO ceTh (VPN) ue-
pe3 MHTepHeT u 00beIMHUT B HEH HECKOJIBbKO KOMIIbIOTEPOB. Ilocne coznanus Takoi ceTu Mojb30-
BaTeNIU MOT'yT ycTaHaBiuBaTh VPN-ceccun Mexy co6oil 1 paboTaTh B 3TOW CETH TOYHO TaK K€, KaK
B 00bryHO# JIoKasIbHOM (LAN) ceTu ¢ BO3MOKHOCTBIO 0OOMeHa (hailimaMu, yAaJeHHOTO aIMUHHUCTPH-
poBaHUs KOMIbIOTEPOB U T.1. IIpeumymectBo VPN-cetn 3akmtouaercs B TOM, YTO OHA MOJHOCTBIO
3alyIeHa 0T HECAaHKIIMOHMPOBAHHOTO BMEIIATENbCTBA M HEBHIMMA U3 VIHTepHeTa, XOTs U cylie-
CTBYET B HEM.

[Tporpamma Hamachi nomkna ObITh yCTaHOBJIEHA Ha BCEX KOMITBIOTEPAX, KOTOPBIE TPEATIOIa-
raercsi OObeJMHUTh B BUPTYaIbHYIO YACTHYIO CETb.

BuptryansHas ceTh co3maeTcsi ¢ MOMOIIBIO ClIeNUaIM3upoBaHHOro cepepa Hamachi B Un-
TEpHETe.

[Tocne Toro kak ¢ momomisio cepsepa Hamachi cozgaercst BupTyaibHas ce€Thb MKy BbIOpaH-
HbIMU KOMIIbIOTEpaMM, OOMeH uHpopMmanuend Mexay kinueHTamMu VPN-ceTm mNpoucXogur yxe
HanpsMyo, To ecTb 0e3 ydacTtus cepepa Hamachi. [ns oOmena nanusiMu Mexay kiaueHtamu VPN-
cetu ucnoib3yercs nporokos UDP.

3. 3apanne
3ajjaHue paccuuTaHo Ha paboTy B mape.
[Topsii0K BBIOIHEHUS 3aJaHHS:

l. 3arpy3uts nporpammy "LogMeln Hamachi" c caiita http://hamachi.ru.softonic.com/
Ha 00a KOMIIbIOTEpa OyayIIel CeTH.

2. Coznath cetb, MONB3YACH MOJCKa3KaMu Ha caiite http://hamachiinfo.ru/nastrojka.html

3. OObeIMHUTH B CETh MPUHTEP, KAMEPY WK JIPYroe YCTPOICTBO JIMOO pa3BepHYThH B ce-
TH KaKoe-JIM0o MporpaMMHOe obecrieueHne (Hampumep, Urpy).

4. IToaroTroBUTH OTYET.
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