&
MHHHCTEPCTBO OBPA3OBAHMS 1 HAYKU POCCUCKON ®EJIEPALINN
®EJIEPAJIBHOE 'OCYJIAPCTBEHHOE BIOJI)KETHOE
OBPA3OBATEJBHOE YUYPEKJEHHUE BBICIIEI'O OBPA3OBAHMUSI
«JOHCKOH T'OCYJJAPCTBEHHBIN TEXHUYECKHUHA
YHUBEPCHUTET» (AI'TY)

Kosnepx 5K0HOMUKH, YIIPaBICHUS U IIpaBa

MeToanyeckue yKa3aHus 110 OpraHu3alum
NMPAKTHYECKO PadoThI CTYACHTOB
110 y4eOHOM IUCHHUILINHE
NudpopmanuonHast 0€3011aCHOCTH

09.02.07 UadopManinoHHBIE CHCTEMBI (TI0 OTPACIISIM)

Pocros-Ha-/lony
2023



MeTtoaudeckue peKoOMEHAAIUY 110 yueOHoU muctumuinae « M HpopmanroHHas 6€30macHOCTEY pa3paboTaHbl
C YUETOM I10 CIIEITHATBHOCTH CpeIHero nmpodeccruonansHoro oopasosanus (manee — CI10) TexHUIECKOro
npoduis: MHGopMaIMOHHBIE CHCTEMBI (IO OTPACIISIM) MPETHAZHAYCHBI [T 00YYaIONIIXCS 1
IIpenojaBareel KoiemKa.

Metoanyeckue pekoMeHaauy pazpadoransl Ha ocHoBe TpeboBanuit ®I'OC cpennero odmiero
00pa30BaHUs, MPEABIBISIEMBIX K CTPYKTYPE, COJEPKAHHUIO U Pe3yIbTaTaM OCBOSHHS YI€OHOW AMCIIATIIHHBI
«MuadopmanronHas 6€30IaCHOCTEY.

CocraBurenis (aBTOp): C.H. Manoseuko IpenoaBaTeis kKowiemka D Y11

PaccMotpens! Ha 3aceaHiy IPEeIMETHOMN (LIMKIIOBOM) KOMUCCHU CIICITUAIBHOCTH 00ITIe00pa30BaTeIbHBIX
JUCIIMILITIH

[Iporokon Ne ot « » 2023t

[Ipencenarens mpeaMeTHOH (IIMKIIOBOM) KOMUCCHH C.B.lllunakoBa
JIMYHasA MOAINUCH
1 0J00pEHBI pelIeHHEM Y4eOHO-METOMYECKOTO COBETA KOJUIEKA.

[Iporokonm Ne 1 ot «31» aBrycra 2021 r

[Ipencenarens yueOHO-METOIUUECKOTO COBETA KOJUICKA
KOMHUCCHH C.B.IllunakoBa

JIM4YHas MOAIHUCH

PexomeHI0BaHbBI K MPAKTUIECKOMY IPUMEHEHHIO B 00pa30BaTeIbHOM IIpoIiecce

Penien3eHTnI:



Conepxanue:

Jlabopatopnas pabota Nel [IpaBoBbie 0cHOBHI HHGOpMaHOHHOHN O6e30macHocTH PO ........ 4
JIabopartopHas pabota Ne2 «KoaupoBaHue U TIOJICUYET KOTHUECTBA HHPOPMAITHIY ............. 7
Jlabopatopnas pabota Ne3 Hacrpoiika mapametpoB 6e3onacHoctr B OC Windows ......... 11
JlabopatopHas pabota Ned «I'pynmoBbie TOTUTAKH B WINAOWS » ...covvvveviiieniiniiieiiieninnns 19
o 1070 s A PO TP PP PPPRPPROPRPPORS 19
JlabopatopHas pabota Ne5 Hactpoiika OpanaMaydp WIndOws. .......cccceeveeeniiniieniiinenninn, 31
JlaGoparopnas padota Ne6 «IlIudpoBanue meroaom Llezaps u BikeHEPay ......ccovvvveeene 40
JlaGoparopnas padota Ne 7 «IlIudpoBanue MeTOIOM TTOTHOMM) .....ocvvvvveeeiiiee i, 46
JlaGoparopHas pabota Ne8: AHanu3 3alUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM Ha OCHOBE
OC WINAOWS .tttk ettt e e st e e e s st e e e e kbt e e anbb e e e snbe e e e asbe e e e anbeeeabbeeeannees 50
JlaGoparopHas padota Ne9: Anroput™ mHGPOBAHUSI RSA .....ccooviiiiiiiii e, 55
Jlaboparopnas padota NelO «IlludpoBanue ¢ ucnonszoBanueM cetu deictensy ........... 58
JIaboparopHas pabora Nel1 3ammura 1oKyMeHTOB MS Office .......ccovvvvvviiiiieicce, 63
JlabopatopHas pabota Nel2 Pe3epBHOE KOITUpOBaHUE MPOTPAMM, CUCTEMHBIX TAPAMETPOB
1 Q10T 701 (0) - S PR PRTRR 67
BapuaHTbl pazmenieHus pe3epPBHOM KOMTUU DAMIIOB .....eevuvverurerireeeieeesineesneesneesneesnneeennness 69
JlaGoparopnas padota Nel3 Metosl cxkatusi. AITOPATM XaDPMEHA ..vvvvvvvveeiiiiireiiieeenne, 77

JlaGoparopnas paboraNel4 ObecnieueHne 6€30MacHOCTH JIOKAJIbHOM ceTH. HacTpoiika
MaPaAMETPOBOC3OTTACHOCTH OPAY3EP@ +vvvvvveesrrrresssrreesssseessssseeessssssesssseesssssesssssesesssssesssseessnns 79

VICTIONB3YEMAS JIATEPATYPA «vvvveerereenreesnresasseessesassseessseesssesassesasesasseseanneesnnessssessnnessnsessnsenes 87



JlabopaTopnas padora Nel IIpaBoBbie 0cHOBBI HHpOPpMAITUOHHOM Oe30macHocTH PD

Ilesb: n3y4yeHrne 3aKOHOB U NMPABOBBIX aKTOB IO o0ecreueHnIo nH(popMaIMoHHO# Oe3omacHocTu PO
Bpewmsi:2 yaca
Teopernueckasi 4acTb

HopMmaTtuBHO-1paBOBBIE aKThI, HAIIPABJICHHbIE HA 3alIUTY UH(GOPMAIIUU YCIOBHO MOKHO Pa3JIeIUTh
Ha YPOBHEBYIO CTPYKTYPY:

L4 HCpBBIfI YPOBE€HB COCTABJIACT KOHCTUTYIHHMOHHOE 3aKOHOAATCIIbCTBO,

e BTopoii ypoBEeHb COCTABJISIIOT OOIIHE 3aKOHBI U KOJEKChI, KOTOPBIE BKIIOYAIOT HOPMBI 10
BOIpocaM HH(POPMAITMOHHOH 0€30MacHOCTH;

e Ha TpeTbeM ypOBHE HaXOZIATCS 3aKOHBI 110 OPraHU3alluy YIIPABJICHUS, KOTOPBIE KACal0TCA
OTAENBHBIX CTPYKTYP, 3TH 3aKOHBI 00ECIICYMBAIOT PEATH3AIMIO OT/ICIbHBIX HOPM IO IPABOBOM 3aIlIUTE
nHGOpMaLUU U JOJDKHBI yCTaHABJIMBATh (PYHKIMOHAT KOHKPETHOIO OpraHa UCIIOJIHUTEIbHON BIACTH.

L4 quBepTHﬁ YPOBCHDb XapPaAKTCPUIYCT CIICHHUAJIbHBIC 3dKOHBI, KOTOPbIC B IIOJIHOM 00BbEME OTHOCATCS
K KOHKPCTHBIM OTpacCJIsIM.

o [LaTBIil yPOBEHD - 3TO 3aKOHO/IATENLCTBO CyOBeKTOB PD B chepe 3ammTel uHPpOpMAIIIH.
¢ Ha mectom ypoBHE 1MOA3aKOHHBIC HOPMAaTHBHO-IIPABOBBIC aKTHI 110 3aIUTE WH()OPMAIINH.

Ocoboe MecTo B psiJie HOPMAaTHBHO-TIPABOBBIX aKTOB OTBeeHO 3akoHy «O0 mHpopManum, ee
3anuTe 1 00 HHPOPMALMOHHBIX TEXHOJIOTHUAX)» - OH ONpEeNseT U 00ecledrBaeT OCHOBBI IPAaBOBOTO
peryjinpoBaHus BCCX BaXXHBIX KOMIIOHCHTOB HH(l)OpMaHHOHHOﬁ JACATCIIbHOCTH.

K HUM MOXHO OTHECTH:

e HHQOpPMAIUIO U UHPOPMALIMOHHBIE CUCTEMBI;

¢ CyOBEKTHl y4aCTHUKaMHU HH()OPMAITMOHHBIX ITPOIECCOB;

® [IPaBOOTHOILEHU TOTpeduTeneil U mpou3BoAuTENeH NH(OPMALIMOHHOMN POIYKLIUY;
® BJIa/IEJbIIEB HH(OPMAIIHH.

HpaKaneCKne 3aJaHus

Ne 1
OTtkpoiite 3akoHOB P® B o6nactu nHGOpMAIIMOHHON 6€30MaCHOCTH M 3aIIOJIHUTE TaOIHITY
Hazpanue @3 Hara Hata Howmep UYro perynupyer 3aKoH
MIPUHATUA IIOCJICTHET O 3aKOHa
U3MCHCHUS

«JloxTprHa HHPOPMAIOHHON
6e3omnacuoctu Poccuiickoit
Denepanum»

«O06 uHpOpManHH,
HH(OPMALMOHHBIX TEXHOJIOTHSX
U 0 3a1uTe HHOOPMAIUI»

«O 0€30IacHOCTHY

«O0 3IEKTPOHHON TOJITHCH)

«O TNIEPCOHAJIBHBIX JAaHHBIX»

«O rocyaapcTBEHHOM TaliHE»

«O mpaBOBOIl OXpaHe NPOrpaMM
JUISL 3JIEKTPOHHBIX
BBIYHMCIINTEIBHBIX MAIIUH U 0a3
JIAHHBIX»

«O xoMMepuecKol TaliHe»

«O JIMICH3UPOBAHUHN OTACIBbHBIX
BUAOB ACATCIBHOCTU»




Ne 2

Brimumure 3 ykazaHHbIX 3akoHOB P® 1o nHGOpMaMOHHON 0€301aCHOCTH OCHOBHBIE OTIPEICTICHUS U
IIOHATUA

A. JoxTpuHa nnpopmaunoHHoii 6e3onacHoctu Poccuiickoii @enepanum_

ITox uadopmalmonHoii 6e3o0macHoCcThi0 Poccuiickoit denepannu monumaercs — (mexcm u3z
3aKOHQ)

Wutepecs! tnaHocTH B MHGOpMannoHHo cdepe 3akimroyarores - (mexcm u3z 3akona)
Wutepecs! obmiecTBa B MHPOPMAIIMOHHOM cepe 3aKIouaroTes - (mexcm u3 3aKkoHa)
Wurtepecs! rocyrapcTBa B HHGOpMAMOHHOMN chepe 3aKIo4atoTes - (mexcm u3 3aKona)
[lepBas cocraBmstoias HAIIMOHAIBHBIX HHTEpecoB Poccutickoii denepamnuu B nHGOpMaAITMOHHOM
cdepe BKIIOUACT - (mexcm u3 3aKona)

Bropas cocrapnsionias HallMOHABHBIX HHTepecoB Poccuiickoit @enepanuu B nHGHOPMAITOHHON
chepe BrirOUacT- (mexcm u3z 3aKkonHa)

Tpetbs cocTaBisrOIIas HAIMOHAIBHBIX HHTEpecoB Poccuiickoit deneparuu B nHGOpMAIIMOHHOM
cdepe BKITIOUACT - (mexcm u3 3aKona)

UYersepras cocraBirgronias HaMOHAIBHBIX HHTEPecoB Poccniickoilt denepanuu B
uHbOpPMAIMOHHOM chepe BKIYaeT- (mexcm u3 3akona)

B. 00 >1exTpoHHOl MppoBoi MOANUCH:

DJIEKTPOHHBIN JOKYMEHT - (mexcm u3 3akona)

DrekTpoHHas U(POBast MOIUCH - (mekcm uz 3aKona)

Branenen ceprudukara kiroua moanucu - (mekcm u3z 3akona)

CpezcTBa 3JI€KTPOHHOM IIUPPOBO MOMUCH - (meKxcm u3 3aKoHa)

CepruduKat CpeacTB IESKTPOHHON U(POBOI MOAUCH - (mekcm u3 3aKkoHa)

3aKphITHIi KIFOY 3JICKTPOHHOM ITUPPOBOM MOAMUCH - (meKkcm u3 3aKoHa)

OTKPBITHIH KITFOY 3JIEKTPOHHOM U(PPOBON HOIMKCH - (meKkcm u3 3aKkoHd)

Ceprudukar kiroua moAnucu — (mexkcm uz 3aKona)

[ToaTBeprkaeHNE TOITUHHOCTH JIEKTPOHHON 1IM(PPOBOY MOAMUCH B 3JICKTPOHHOM JJOKYMEHTE -
(mexem u3z 3axona)

[Tosnp30BaTesb cepTrdUKaTa KI0Ya MOAMUCH - (mekcm u3 3aKkona)

WudopmarmonHas cucrema 0oOIIEro mojb30BaHus — (mexkcm uz 3aKkoHa)

KopnioparusHas uHGOpMaIinonHas cuctema — (mekcm u3 3aKona)

C. O auneH3npoBaHNH OT/AEJIbHBIX BHIO0B JIeTEeIbHOCTH

JIuniensus - (mexcm u3 3aKkoua)

JIutieH3upyeMblii BUJI ACATEIBHOCTH - (mekcm u3 3aKona)

JlutieH3upoBaHue — (mexcm u3 3aKOHa)

JInteH3upyoIe Oprausl — (mexcm u3 3aKoHQ)

JlutieHsuart — (mexcm u3 3aKoHa)

D. O6 undopmanumn, nHGOPMAIMOHHBIX TEXHOJIOTHAX U 0 3al[UTe UHPOPMALMHU;
urdopmanus -(mexcm uz 3aKkoua)

UH(OPMAIIMOHHBIC TEXHOJIOTHH - (mekcm u3 3aKona)

uH(pOpMaIOHHAsI CHCTeMa -(meKkcm u3 3aKOHQ)
HHPOPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHAS CETh - (mekcm u3 3aKona)

obnanaresnb nabopmaru — (mexcm u3 3aKoHa)

JOCTYI K MH(pOpMaIny - (mexcm u3 3aKoHa)

KOHHIECHIIMATLHOCTh HHpOpMAIHK — (meKkcm u3 3aKoHa)

npepocTaBieHre nHpopmanuu - (mexcm u3 3aKoHa)

pacnpoctpaHeHne HHpopMaLuK — (mexcm u3 3aKoHQ)

E. O nepcoHaJILHBIX JaHHBIX

MEPCOHAIBHBIC JAaHHBIC — (MmeKkcm u3 3aKoHa)



oreparop — (mexcm uz 3akoua)
00paboTKa NepCOHANBHBIX TAHHBIX - (MmeKxcm u3 3aKoHa)
pacnpocTpaHeHUE IEPCOHANBHBIX TaHHBIX — (mekcm u3 3aKona)
UCII0JIb30BaHUE MEPCOHABHBIX JaHHBIX - (mexcm u3 3aKona)
OJIOKHMPOBaHUE MIEPCOHANBHBIX TAHHBIX - (MeKcm u3 3aKona)
YHUYTOXKCHUE MIEPCOHANBHBIX JTAHHBIX - (meKkcm uz 3aKkona)
F. O npaBoBoii oxpaHe NMporpaMM il 3JIeKTPOHHBIX BBIYHCIUTEIbHBIX MAalIMH W 06a3
JTAHHBIX
nporpamma st OBM - (mexem u3 3axona)
0aza maHHBIX - (Mekcm u3 3aKoHQ)
amanranus mporpamMmsl it DBM wiu 6a3sl 1aHHBIX — (mexcm u3 3aKona)
Moubukaiys (nepepadorka) nporpammsl i DBM uiau 6a3bl JaHHBIX - (mexcm u3 3aKkoHa)
JIEKOMITHIIMPOBaHKE porpaMmsl st DBM - (mexcem u3z 3axona)
BOCITPOM3BEICHHE MPOrpaMMbl 1iist DBM witut 6a3bl JaHHBIX — (mexcm u3 3aKoHa)
pacnpoctpaHeHue nporpaMmsl aiist OBM wiu 6a3bl TaHHBIX - (mexcm u3 3aKona)
BBIITYCK B CBET (OMyOIMKOBaHKe) mporpaMmbl it IBM uiu 6a3bl JaHHBIX - (mexcm u3 3aKoHa)
UCII0JIb30BaHUE MTPpOrpaMmbl it IBM niu 6a3bl JaHHBIX - (mexcm u3 3aKoHa)
G. YK PO
cratbsal38. (mexem uz 3axona)
cratbsal83. (mexcm uz 3axona)
cratbs 272. (mexcm u3 3axona)
cratbs 273. (mexcm u3z 3axona)
cratbs 274. (mexcm u3z 3axomna)
H. O I'ocynapcrBeHHol TailiHe
rOCy/IapCTBEHHAs TaiiHa - (mexcm u3 3aKoHQ)
HOCHTEIH CBEJICHUH, COCTABISIOIINX TOCYIAPCTBEHHYIO TallHY - (mexcm u3 3aKona)
CHCTEMa 3allUThl FOCYIaPCTBEHHOM TalHBbI - (mexcm u3 3aKona)
JIONYCK K FOCYJapCTBEHHOM TaliHe -(mexcm u3 3aKoHa)
JOCTYTI K CBEJICHHUSIM, COCTABIISAIOIINM FOCYAapCTBEHHYIO TaiiHy -(mexcm u3 3aKkona)
rpud CEKPETHOCTH - (mexkcm u3 3aKoHa)
Cpe/icTBa 3aluThl HHGOpManuu - (mekcm u3 3aKona)
. O xomMmepueckoii Taiine
KOMMepUecKas TaiiHa — (mekcm u3 3aKona)
UH()OPMAIIHSI, COCTABIISIONIAS KOMMEPUECKYIO TaiiHy -(mekcm u3 3aKoHa)
obnamarens HHPOPMAIIUH, COCTABIISIFONIIEH KOMMEPUECKYIO TaitHy - (mekcm u3 3akona)
JOCTYI K MH(POPMAIIHH, COCTABIISIONICH KOMMEPUYECKYIO TalHy -(mexcm u3 3akona)
KOHTPAreHT - (mexcm u3 3aKoHa)
npegocTaBieHre HH(OpPMAIIUH, COCTABISIONICH KOMMEPUYECKYIO TaiHy -(mekcm u3 3axona)
pasriiarieHie HHGOpMaIuu, COCTABISIOIIEH KOMMEPUYECKYIO TaltHy -(mexkcm uz 3akona)

KOHTpOJII)HbIe BOITPOCHI.

1. [lepeuncnure cocTaBIsAOIINE HAITMOHAIbHBIX HHTEpecoB Pocculickoii denepannu B
nH(pOpPMallMOHHOM cdepe

2. JlaTh onpeneneHue rocy1apCTBEHHOW U KOMMEPUYECKOM TallHbI U UX paziInyue.

3. Kakoe Hakazanue npenycmarpuBaetcs YK PO 3a npectymienue B chepe HHPOpMAITMOHHOM
0e30IMacHOCTH.



JlabopaTopHas padora Ne2 « KoaupoBaHue v mojacuer KoJau4ecTsa uHGopmManum,

Ieas padoThl: M3yunTh OCHOBHBIE BH/IBI M CBOHCTBA HH(popMaru. HaydnTecs onpeaensiTh KOJIMYECTBO
npeacTaBieHHOW nHpopManuu B IBM.

Bpewms 2 yaca

Teopernyeckas 4acTb

Tepmua TH®OPMALIUS nporcxoauT OT IAaTHHCKOTO clioBa informatio — pa3bsicHeHUE, U3T0KEHHUE.
[lepBoHauaIbHOE 3HAYEHUE 3TOTO TEPMUHA — «CBEACHUS, IIepelaBaeMble JIIOJbMH YCTHBIM, TUCbMEHHBIM
WA UHBIM CIIOCOOOMY.

CaoiicTBa nunopmaunu

Ha cBoiicTBa nHpopManuu BIUAIOT KaK CBOMCTBA IaHHBIX, TAK U CBOMCTBA METO/I0B €€ 00OPaOOTKH.

1 OoObexTnBHOCTL HHpopManuu. [loHATHE OOBEKTMBHOCTM HH(POPMALUU OTHOCHTEIBHO.
Bornee 0OBEKTHUBHOW sBIsSCTCS Ta WHQPOpPMALUsA, B KOTOPYIO METOABI OOpabOTKM BHOCAT MEHBIIIE
cyobekTuBHOCTH. Hampumep, B pesynbraTe HaOm0aeHU (OTOCHUMKA IPUPOIHOTO 00beKTa 00paszyercs
Oonee OOBEKTHMBHAs WHQOpPMAIUSA, YeM TpH HAOMIOJCHUM pPHCYHKAa TOro jke oO0bekTa. B Xxoxe
MH(POPMAIIMOHHOT O MpoLecca 00BEKTHBHOCTh HH(GOPMAIIMY BCETa TOHMKAETCSI.

2 Iloanora uHdopmamnuu. [ToHOTa MHPOPMAIIUU XapaKTEPU3YET JOCTATOUHOCTh JAHHBIX JJIS
NPUHATHUS pelleHus. YeM nojHee JaHHbIe, TeM LIMpe AUana3oH UCIOJb3yEeMbIX METOJ0B UX 00pabOTKU U
TEM IpolIe 0100paTh METO/, BHOCALIMI MUHUMYM MOTPEUIHOCTH B MH(GOPMALIMOHHBIH ITpoecc.

3 AeKkBaTHOCTh HHpOpPMANUH. DTO CTENEHb €€ COOTBETCTBUS PEATbHOMY COCTOSHHUIO JEI.
HeanexBatHast uH(oOpManus MoxeT oOpa30BbIBaTbCA IMpPHU CO3JaHUM HOBOW HMH(pOpMAalMM Ha OCHOBE
HETIOJHBIX WM HEAOCTOBEPHBIX NaHHBIX. OHAKO TOJHBIE W JOCTOBEPHBIE JaHHBIE MOTYT MPHUBOAMUTH K
CO3JIaHHIO HEaICKBAaTHOW MH(GOPMAIIMY B CITydae MPUMEHEHUS K HUIM HEeaJeKBaTHBIX METOIOB.

4 JlocTynHocTh MH(popManuu. OT0 Mepa BO3MOXKHOCTH MOIXY4nTh HH(popMarmio. OTcyTcTBre
J0CTyna K JaHHBIM WM OTCYTCTBHE aJCKBAaTHBIX METOJOB HMX OOpabOTKH MPHUBOAAT K TOMY, YTO
uH(poOpMalKs OKa3bIBACTCs HEAOCTYITHOM.

5 AKTyaJabHOCTh HH(pOPMALUH. DTO CTENEHb COOTBETCTBUSA MH(OPMAIIH TEKYILIEMY MOMEHTY
BpeMmeHu. Ilockonbky WH(pOpMAIMOHHBIE MPOLIECCHl PACTAHYTHI BO BPEMEHH, TO JOCTOBEpPHas H
aJleKkBaTHasi, HO ycTapeBlIas HH(pOopMaIHs MOXKET IPUBOAUTH K OIIMO0YHBIM pemeHusM. Heo6xonumocts
MOMCKA WM Pa3padOTKU aIeKBaTHOTO METOJ1a 00padOTKU JaHHBIX MOXET MPUBOJMUTH K TaKOH 3a/IepKKE B
MOJTyYeHUN MHPOPMALINH, YTO OHA CTAHOBHUTCS] HEHY>KHOM.

Buabl nagpopmanun
WNupopmaiiusg MoxkeT ObITh IPECTaBIEHA B Pa3HbIX BUAAX, popMax, CIoco0ax XpaHEHHs U KOJUPOBAHUS.

1 TIlo cmocoby BocmpuaTuss MH(GOpMAIUS MOKET OBbITh BU3YalIbHOH (S BHXKY), ayAHalbHOM (s
CIIBIIY), TAKTHJIBHOM (s TpOTaro, OIIYIIAK0 Ha OLIYIb), OOOHATENBbHON (s YyBCTBYIO 3amax), BKYCOBOH (s
OIIYIIAI0 BKYC).

2 TIlo dopme mpencraBneHus: TEKCToBas (B BUAE TeKCTa), rpaduueckas (B BUAEC PUCYHKA,
cxeMmbl, (OTO U T.1.), My3bIKallbHas (B popMe My3bIKH, 3BYKa), UUCIIOBas (B BHJIE Yncel), BUeo (B hopme
Buaeodaiina), KoMOMHUpOBaHHas (couetaeT B cebe paszHble (OPMBI TPENCTABICHUS, HAMPUMED,
MY3bIKaJIbHBIN KU — (OPMBI BUJIEO U ayJIN0) U T.J.

3 [lo cmenmanbHOCTH: Hay4YHast, TEXHUYECKasi, IPOU3BOACTBEHHAS | T.JI. HH()OpMAITHSI.

4 Tlo 3HayeHHWIO Ui OOIECTBA: MAaccoBas, OPHEHTHUPOBaHHAs Ha OTICIHHOTO YeJOBEKa,
HKOHOMHYECKAs, MOJIMTHYECKAs], ICTETUYECKas U T.1.

OcHOBHbIC IOHATHSA

1 Coob1ienue HeceT HHGOPMALIUIO IS YETOBEKa, €CIH COJIEPKAIIUECS B HEM CBEJICHUS SBIISIOTCS

JUISl HETO HOBBIMU M MTOHATHBIMHU.



2 Coo01ieHue, yMEHbBIIIAoIIee HEeOoNpeIeIeHHOCTh 3HAaHUM B /IBa pa3a, HeceT 1 6ut nadopmarum.

3 HeomnpeneneHHOCTh 3HAHUH O HEKOTOPOM COOBITHM — 3TO KOJMYECTBO BO3MOXKHBIX PE3yIbTATOB
COOBITHSL.

4 KonuyectBo nuHpoOpMaIuu, cojeprraiieecs B COOOIIEHUH O TOM, YTO MTPOU30ILIO OJHO U3 N
PaBHOBEPOSTHBIX COOBITUH, OIIPEIesIeTCs U3 PElIeHUs TOKa3aTeIbHOro ypaBHeHus: 21 = N.

5 KonnuectBo undopmaiiuu, couepkauieiicss B COOOUIEHUH O pe3yibTaTax HECKOJIbKUX
(He3aBHCUMBIX ) BEIOOPOB, JODKHO OBITH paBHO CyMME KOJIMYECTB HH(POPMAIINH, COACpIKAIIeHCs B
COOOMICHUAX 00 ITUX BHIOOPAX MO OTAEIBHOCTH

6 Ipu andaBuTHOM MOIX0/IE K HM3MEPEHHIO HH(OPMAIIMH KOJIWYECTBO WH(OPMAIIMK 3aBUCUT HE OT
coZiep KaHus, a OT pa3Mepa TeKCTa U MOLTHOCTH andaBuTa.

7 AndaBuT - MHOKECTBO CHMBOJIOB, UCITOJIb3YEMBIX TIPH 3aIMCH TeKCTa. MOITHOCTH (pa3Mep)
andaBuTa - NOJTHOE KOJIMYECTBO CUMBOJIOB B aiQaBuTe.

8 Eci MoHoCTb anaButa 0603Ha4uTh N, TOr/a, COrIacHO U3BecTHOM opmyne N = 2!, kasaplii
cuMBoI andasuta HeceT 1 OuT nHpopmanuu. Komuuectso nHGpOpMAIIMN OJHOTO CHMBOJIa HA3bIBACTCS
BECOM CHMBOJIA

9 YtoOBl HAMTH KOJTMYECTBO HH(POPMALIUU BO BCEM TEKCTE, HYKHO IIOCYUTATH YUCIIO CUMBOJIOB B
HEM M YMHOXUTb Ha Bec oaHoro cumBoia. J = K*[ (K — konnyecTBo CHMBOJIOB B TEKCTE, J — KOJIMUYECTBO
nHpOpMAINY TEKCTa WM HH(POPMAITHOHHBIA 00BEM TEKCTa)

10 Ckopocts niepenaun nHGOpMaUU (CKOPOCTh MEpPeIadr JAHHBIX ) — 3TO KOJIMYECTBO OUT,
nepeaBaeMbIX 3a €AUHUILY BpEMEHHU, u3MepsieTcs B out/c: V =J/t

11 Ecnu coObITHS HE SBISIOTCS PaBHOBEPOATHBIMHU, TO JIJIsl BBIYMCICHUS KOJIMYECTBA MHPOPMAIIHH
COOBITHS HEOOXOIMMO HCIIOJIB30BATh MOHITHE BEPOSITHOCTHU (OTHOLIEHHE OIaronpUsATHBIX HCXOI0B K
o0I1IeMy KOJIMYECTBY UCXOJI0B COOBITHS)

12 KonmuecTBeHHas! 3aBUCIMOCTD MEX/Ty BEPOSITHOCTBIO COOBITHS P U KOJTMYECTBOM BO3MOKHBIX
UCX0J0B coObITHSI N BRIpaskaeTcsi popMyIIoi:

N=1/p

Enunuusi u3mepenusi nHpopmMmanuu
e ] OaiiT = 8 Out
e 1 K6aiit = 2'° Gaiit=1024 Gaiit
e 1 Mo6aiit = 2% KGaiit=1024 K6aiit
e 1 I'Gaiit = 2'° MGaiit=1024 M6aiit
e 1 T6aiit = 2% I'Gaiit=1024 I'Gaiit
e 1 II6aiit = 2'° T6aiir=1024 T6aiiT
Ecnu coobiieHne cocTOUT U3 CHMBOJIOB HEKOTO andaBuTa (M BCe CUMBOIIBI PaBHO BepoOATHBI). To
KoruecTBO uH(opmanmu [ B cooOiieHnn Beraucisercs mo Gopmyne:
I =log;,N
Orcropa:
N =2,
rae: N—Kkoln4ecTBO BO3MOXKHBIX HH(DOPMAIIMOHHBIX COOOIICHHUIA;
|-xonuyecTBO MH(pOPMAIMH, KOTOPOE HECET OJJTHO COOOIICHHUE.
CkopocTb nepenayn UHGpopMaluu u3MepsieTcss B OUTax B CEKYHIY U BBIUUCISIETCS 110 (pOpMYyIIe:

V=I/t
rae | — xonmu4ecTBO MHPOPMAIH B COOOLICHUH
t — BpeMms nepenavyn COOOIIEeHMs



IIpumeps! pereHus:

Bonpoc: Ckonpko OUT maMsaTu 3aiiMeT ciioBo «Mukpormpoieccop»?

Pemenne:

CnoBo coctout u3 14 O0ykB. Kaxknas OykBa — CHMBOJI KOMITBIOTEPHOTO ajihaBuTa, 3aHUMaET 1 OaiT
namstu. CinoBo 3anumaet 14 6aiit =14*8=112 Out namstu.

OrtBer: 112 6ur

2. Texcr 3anumaer 0, 25 KbaiiT mamsati komnbrotepa. CKOJIBKO CUMBOJIOB COJIEPKHUT ITOT TEKCT?

Pemenue:

[Tepesenem K6 B Gaiiter: 0, 25 K6 * 1024 =256 Gaiit. Tak kak TeKCT 3aHUMaeT 00beM 256 OaiiT, a
Ka)KAbIii CUMBOJI — 1 OaliT, TO B TeKCTE 256 CHMBOJIOB.

OtgBer: 256 cuMBOIJIOB

3. Tekct 3aHuMaeT NoJHBIX 5 cTpaHull. Ha kax ol ctpanuue pazmemaercs 30 ctpok o 70
CHUMBOJIOB B cTpoke. Kakoii 00beM onepaTuBHOM nmamsaT (B OaiiTax) 3aiimet 3ToT Teket? ([1], c.133, Ne32)

Pemenne:

30%70*5 = 10500 cumBOJIOB B TeKCTe Ha 5 cTpaHunax. Tekct 3aiimer 10500 GaitT orepaTuBHON
MaMSTH.

Otger: 10500 Gaiit

IIpakTHyeckue 3agaHus:

Pemuthb 3a1a4y B COOTBETCTBHH € BADHAHTOM:

1. CkonbKO BOMPOCOB HAZO 33JaTh, YTOOBI OTTAJaTh 3aAyMaHHOE 1es10e Yncio ot 1 1o 16?

2. B o3epe oburtaer 12500 okyneit, 25000 neckapeii, a kapaceii u myk mo 6250. Kakoe konuuecTBo
nH(pOpMaLIUK HECeT COOOIleHHEe O JIOBJIE PhIObI Kaxkaoro Buaa. CKoIbKO MH(OpPMALMKA MBI TOIYYUM,
KOr/ia moiiMaeM OKyHs?

3. CkoabKo HH(POPMAINH COACPKUT KPACHBIM CUTHAI cBeTo(opa?

4. Cxopocth mnepenaun qaHHBIX yepe3 ADSL-coenunenue paBua 8000 Oaiit/cex. Uepe3 maHHOE
coequHeHHE repenaroT daiin pasmepom 375 Koaiit. Onpenenute BpeMs nepenaun (aiina B CeKyHIaxX.

5. MOXHO 71 YMECTUTh Ha OJIHY JUCKETY KHUTY, UMEIOILyI0 432 CTpaHHUILIbI, IPUYEM Ha Ka)KIOU
CTpaHULIE 3TOM KHUTH 46 CTPOK, a B Kax101 cTpoke 62 cumBoina? EMkocts auckers! 1,44 Mb

6. Coobmenue «Ainuca xuBetr B 1oMe Ne 23 Ha ynuie BumneBas» conepxut 5 OUT uHpOpMaIu.
CKOJIBKO BCEro JOMOB Ha yJHIle?

7. B xopoOke nexar kyOouku: 10 KpacHbIX, 8 3€l€HBIX, 2 XKeNnTblX, 12 cuHuX. Bbramcaure
KOJINYECTBO MH(OPMAIMK JOCTaBaHUS 3€JIE€HOr0 KyOuKa.

8. CKoJBKO CeKyHJ MOoTpedyercs MojJeMy, MepenarlieMy cooliieHrne co ckopoctbio 216000
0aiiT/mMuH, 4To6s! niepenath 100 crpanun tekcta B 30 cTok mo 60 CUMBOJIOB Kax/aas, IPU YCIOBUH, YTO
JUIS TIepeladu UCTIoNb3yeTcs andaBuT U3 256 CUMBOJIOB.

9. 15 3anucu TeKCcTa UCHoJib30Bajcs 256-cuMBonbHbIN andasut. Kaxxnas crpanuna coaepxut 30
cTpok 1o 70 cumBoJI0B B cTpoke. Kakoit 06beM nHpopMaruu conepkar 5 cTpaHul] Tekcra?

10. Bo Bpemst urpsl B KOCTH Ha WMrpajibHOM KyOuke Bbinano yucio 1. Ckonbko HMH(pOpManuu
COJIEPKUT 3TO cooOIIeHue?

11. B nempospaunoMm Memouke xpaHsatcs 10 Genbix, 20 kpacHbix, 30 cuHux u 40 3eJeHbIX
mapukoB. Kakoe kommdecTBo mHbOpMaIuu OyJIeT coAepKaTh COOOIIEHUE O TOM, YTO BBIHYJIM 3€JICHBIN
mapuk?

12. Cxonbko KbaiiT coctaBut coodmenue u3 200 cumBoioB 20-cuMBOJILHOTO andaBuTa?

13. Ckonbko OUT MH(pOpPMALIUK MOJIYYUT BTOPOIM HIPOK MOCJIE MEPBOrO X0/a MEPBOr0 UIpOKa B
urpe «KpecTuknu-HoJIMKn» Ha noie pasmepom 4 x 4?7

14. Ecnu Ha o3epe xuBet 500 yrok u 100 ryceif, To kakoe KOJIWYECTBO MH(POPMAIIUU B TOM, YTO
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MOACTPETUIN Ha 0XOTE Tycs?

15. «Tsl MeHs MI0OUIIB?» — CHPOCUI BIIOOJICHHBIN IOHOIIA AEBYIIKY. «J/la», — oTBeTHna Ta.
Cxkouibko OUT MH(OPMAITUN COACPIKUT €€ OTBET?

16. B Teuenuun 5 MmuHyT co ckopocThio 20 (6aifT/c) BOXAb MJIEMEHHU TepenaBasl HHGOPMAIIMOHHOE
coobmienue. CKOJIbKO CUMBOJIOB OHO COJIEPIKaIO0, eciiu alipaBUT MJIEMEHH COCTOUT U3 32 CUMBOJIOB?

17. Tlomcuutats B KOalT KoimuyecTBO HMHGOPMAMK B TEKCTE, €CIM TEKCT coctouT u3 800
CHMBOJIOB, @ MOILITHOCTh UCIIOJIL3yeMoro ajidasura - 128 cuMBOIIOB

18. B nome 16 staxeii. Ha kaxkqom 3Taxke 1mo Heckoiabko kBaptup. Coolbmienne o ToM, uyto Carna
xuBeT B kBapTupe Ned(, conepxut 6 6ut napopmannu. CKOIBKO KBApTHP Ha KAXKAOM dTaxe?

19. B smuke nexar nepuatku (Oenbie u uepHbie). Cpenn HUX — 2 mapsl 4yepHbiX. CooOiieHue o
TOM, YTO W3 SIIIMKA JOCTaJIM Mapy YepHBIX NepyaTok, HeceT 4 Ourta mHPopmanmu. CKOIBKO BCEro map
MepyaTok ObUIO B SIIIUKE?

20. CkonbKO CHMBOJIOB B TEKCTE, €CIIM MOIIHOCTh andaBura — 32 cHUMBOJIA, a 00BEM
nHpopManuu, coaepxamiuiics B HeM - 1,5 K6ant?

KOHTPOJIBHBIE BOITPOCBI
1. Yro Takoe 0TKa30yCTOMYHUBOCTH?
2. Jlatw onpenencuue moHsATHIO «KoaupoBaHuey.
3. Onumure TpeOOBaHUS K KOJAUPOBAHUIO.
4. llpuBectu npuMepsl METO0B KOJUPOBAHUS
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JlabopaTopnasi pabora Ne3 Hacrtpoiika napamerpoB 0e3onacHoct B OC Windows

Iesan padoTbl: O3HAKOMUTHCS ¢ MEXaHU3MaMM ayTEHTU(PUKALMK U UACHTU(UKALUH, JTOKAJIbHBIMU
MOJIMTHKaMU Oe301macHOoCcTH, BcTpoeHHbIMUH B OC Windows.
Bpewms 2 yaca

TeopeTuyeckast 4acTh:

B coorBercTBHM ¢ cepTH(QUKAIMOHHBIMH TpeOOBaHMAMU K cHCTeMaM 0e30IacHOCTH
ONEPALMOHHBIX CHCTEM IMpPH MOJAKIIOUYEHUH IMOJb30BaTeNe JODKEH pEeaJr30BBIBATHCS MEXaHU3M
ayreHTU(UKauMu w/win uneHTudukanuu. VaeHTudukanus u ayTeHTH(QHUKAIHUS TPUMEHSIOTCS s
OTpaHUYEHUS JIOCTyNa CIIy4allHBIX MM HE3aKOHHBIX CyOBEKTOB (TOJIBb30BATENed, IPOLECCOB) K
nH(POPMAIIMOHHOH cucTeMe, 00beKTaM — pecypcam (ammapaTHbIM, TPOrPAMMHBIM, HH()OPMAITMOHHBIM).

NaenTnukanus — npucBoeHue cyObeKTaM M 0O0BbeKTaM JO0CTyla JMYHOIo HJeHTU(]UKaTtopa u
CPaBHEHME €r0 C 3aJJaHHbIM.

AyTreHTH(UKanusa (YCTaHOBJIEHHE IOJUIMHHOCTH) — IPOBEpPKAa IPHHAUICKHOCTH CYOBEKTY
J0CTyIa NPEABbABICHHOTO UM UJEHTU(UKAaTOpa U MOATBEPXKICHUE €ro NOUIMHHOCTH. Ipyrumu cioBamy,
ayTeHTU(UKALUS 3aKITI0YACTCS B IPOBEPKE: SBISIETCS JIM MOIKITIOYAIOLIHICS CyObEKT TeM, 32 KOTO OH caM
ceOst BBIIACT.

Hactpoiika mapamerpoB ayrentudukanun B OC Windows BBIONHIETCS B PaMKaxX JIOKaIbHOU
noJUTHKH Oe3omacHocTH. Bkianka «JlokanbHas MONMTHKA O€30MaCHOCTHY UCIOIB3YETCs ISl N3MEHEHHS
MOJUTUKM YYETHBIX 3alMCe M JIOKAIbHBIX IMOJUTHK Oe30macHOCTH Ha KomibioTepe. Ilpu momonm
BKJIaJIKH «JIokanpHas nmosmTika 0€30IMacHOCTH» MOKHO ONPENIEINTh:

—  Kr0 umeer noctyn kK KOMIbIOTEPY;

—  Kakwue pecypchl MOTYT UCTIOIB30BATH MOJIB30BATENN HA KOMIIBIOTEPE;

— Bxuirouenue u BBIKIIOYEHHUE 3alUCH JEHCTBUN MOIb30BaTENIEH UM IPYIIILI OJIb30BaTENeH B
KypHaiie COOBITHIA.

'pynnbl MOJUTHK, 0TBEYAIOIIMX 32 0€30MaCHOCTh

Paccmotpum moapobuee pacmmpenue [Tapamerprr 6e3omacuocTH (Security Settings), ¢ TOMOIIBIO
KOTOPOTO KOH(QUTYPUPYIOTCS apaMeTpbl CHUCTEMBI 0€30MacHOCTH OTEPAMOHHON cucTeMbl. [lomuTHkw,
OTIpeieNIIeMbIe 3TUM PACHIMPEHHUEM, JIEHCTBYIOT Ha KOMITBIOTEPHI i YACTUYHO Ha TI0JIH30BATEINICH.

IMoanTuku y4dernnix 3anuceii (Account Policies). Hactpoiika monutuk 6€30MacHOCTH YYETHBIX
3amucel B MacmrTabax JIOMEHa WIM JIOKAJbHBIX YYETHBIX 3amuced. 37ech ONpelesstoTcsl MOJIMTHKA
napoJiel, moJuTHKa OJIOKMPOBKHU Mapoiei n noiautuka Kerberos, pacrpocTpaHsiomniascs Ha BECh JIOMEH.

Jlokanbubie moautukm (Local Policies). Hactpoiika moiuTHKM ayauTa, Ha3HAue€HUE NIpaB
M0JIb30BaTeNIeH U ONpeesieHNe pa3InYHbIX TapaMeTpoB Oe30MMacHOCTH.

Kypnan coosiruii (Event Log). Hacrpolika monuTuk 0€30MacHOCTH, ONpEAEsIonX padoTy
KYPHAJIOB COOBITUN MPUIIOKEHUHM, CUCTEMBI U O€30MTaCHOCTH.

I'pynnbl ¢  orpanudeHHbiM goctynom (Restricted Groups). VYmpaBineHwe UIEHCTBOM
noJsib3oBareneil B 3agaHHbIX Tpymnnax. Croja oObIYHO BKJIIOYAIOT BCTPOEHHBIE TPYMIbI, TaKUe Kak
AnmunuctpaTtops! (Administrators), Oneparopsl apxuBa (Backup Operators) u npyrue, umeromue o
YMOJIYaHUIO TIpaBa aJMUHUCTpaTopa. B 3Ty KkaTeropuio MOryT OBITH BKJIIOUYEHBl M HHBIE TPYIIIHI,
6€30MacHOCTh KOTOPBIX TpeOyeT 0co00ro BHUMAHUS U YJICHCTBO B KOIOPBIX JOJDKHO PEryJlMpOBaTHCS Ha
YPOBHE TOJIUTHUKH.

CucremHble cyxk0bl (System Services). Hactpoiika 6€30MacHOCTH W TTapaMeTpOB 3arpy3Ku st
paboTaronx Ha KOMIBIOTEPE CIIYXKO.
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Peectp (Registry). Hacrpoiika mpaB nocTyma K pasauuHBIM pas3zienaMm peectpa. (3HadyeHHUs
napaMeTpoB peecTpa MOXHO 3anaBaTh B J0MEHHbBIX GPO 00BekTax ¢ MOMOIIBIO NPEeArnOoYTeHUN
(preferences).)

®daiisoBas cucrema (File System). HacTpoiika npaB gocTyna K onpeeaeHHbIM ¢aiiam.

IMoauruxku nposoanoii cetu (IEEE 802.3) (Wired Network (IEEE 802.3) Policies). Hacrpoiika
apaMeTPOB KIMEHTOB, IMOAKIIOYAOIIUXCS K IPOBOJHBIM CETSIM, IPHHAIICKAIIIM Pa3HBIM JIOMEHAM.

Bpanamay’p Windows B pexunme mnoBbimenHoii 6e3omacnoctu (Windows Firewall with
Advanced Security). Hactpoiika npaBui U Apyrux mapaMeTpoB BCTpoeHHOro Opanamayspa Windows
(Windows Firewall).

Moantuku aucneryepa cnucka cereid (Network List Manager Policies). Hacrpoiika Ttumos
pasMeIeH s Ui CETe!, TOCTYIHBIX KOMITBIOTEPY.

Moautuxku GecnpoBoanoii cerm (IEEE 802.111) (Wireless Network (IEEH 802.11) Policies).
LlenTpanm3oBaHHass HACTpOiKa MapaMeTpoB (BKJIOYAs METOIbl IMPOBEPKH MOUTMHHOCTH) KIMEHTOB
OecnpoBOHOM ceTH B 1oMeHax Active Directory.

IMonmuTuku orkpeiToro kiawua (Public Key Policies). Hacrpoiika moiauTuk 06e30MacHOCTH B
otHomeHnn mmmMppoBanus wuHpopmarmu ¢ nomombio EFS u BitLocker, aBropmsanmm kopHEBOTO
cepTuduKaTa B MacmTadax JOMeHa, aBTOPH3AINU JTOBEPEHHOTO CepTH(HUKATA U T.1.

IMoauTHKM OrpaHUYEHHOr0 HCHOJIbL30BaHUus nporpamm (Software Restriction Policies).
[lomuTHky, yKa3pIBalONIME HA TO, KaKW€ NPWIOKEHHUS MOTYT, a Ka KHE MpOrpaMMbl HE MOTYT
BBINOJIHATHCS HA JIOKAJIBHOM KOMIIBIOTEPE.

ZamuTa nocrtyna k ceru (Network Access Protection). Hacrpoiika monu THK, OMpEReIsSONINX
TpeOOBaHUS K KIUCHTY, MOJAKIIOYAIIEMYCS K CETH, U TPEAOCTABISIONIMX TOJIHBIH MM OrpaHHYCHHBIH
JOCTYIl K CETH B 3aBUCHUMOCTH OT TOT'0, HAaCKOJIbKO KIHEHT COOTBETCTBYET 3TUM TpeOoBaHUsM. B
nporecce MPOBEPKHA MOTYT aHAIM3UPOBATHCS PA3MYHbBIC aCIEKThl 0€30MaCHOCTU: HAIMYHE OOHOBICHHIA
MIPOTPaMMHBIX CPEJICTB M aHTUBUPYCHOH 3alUTHI, TapaMeTpbl KOH(UTypauuu u OpaHamayspa, CIIHCOK
OTKPBITBHIX 1 3aKpBITHIX TopToB TCP/IP 1 T.21.

Monutnku ynpasieHuss mnpuioxkenusmu (Application Control Policies). VYmnpasnenue
cpenctBoM AppLocker, mpencrapisironum coboit HoByro (yHknuio B cucremax Windows wu Windows
Server 2008 R2, mpenHa3HaueHHYIO [UIsl KOHTPOJS 32 YCTAHOBKOW M HCIOJIb30BAaHUEM IPUIIOKECHUN B
KOpIIOPAaTUBHOM Cpene.

Honutnku IP-6e3omacnoctu (IP Security Policies). Hactpoiika nonutuk 6e3onacuoctu 1P ans
KOMIIBIOTEPOB, HAXOJIAIINXCS B ONPEIEICHHON 001acTH eHCTBHUS.

Koudurypamnus pacmmpennoit nonautuku ayaura (Advanced Audit Policy Configuration).
[MonuTHKY, MO3BOJSIONINE IIEHTPAIM30BAHHO HacTpaumBaTh aymuT B cucremax Windows wu Windows
Server 2008 R2.

IIpakTHyeckue 3a1aHust

Nel Hactpouts napameTpsl JTIOKaIbHOM MOJUTHKHN 0€3011acHOCTH onepaliioHHoi cucteMsl Windows;

AJITOPUTM BBINOJIHEHUSI pa0OThI:

Jlnist mpocMOTpa U U3MEHEHUs MapaMeTPOB ayTeHTH(PHUKAIUY T0JIb30BaTENIeH BBIIIOIHUTE CIIEAYIOIINE
JNEUCTBHS:

1. BeiGepute kHomKy [lyck Ha maHenu 3a1ad.

2. Otkpoiite meHro Hactponts — [lanens ynpaBineHus.

3. B oTkpbIBIIEMCSl OKHE BbIOEpUTE SPIBIK AJAMUHUCTpUpOBaHUE — JIOKaIbHAs MOIUTHKA OE30MaCHOCTH .
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Qaitn  Jerictewe Bug Cnpaeka

&= |EX=H=

i MapameTpel GesonacHocTH Mma OnwucaHme
& MoanTukmn yyeTHe 3anuce

: 2 MonuTikn y4eTHex 3anucei MoanTukn naponell n BACKMPOBKK YHETHBIX 3.
» g JNlokaneHele noARTUEA = "
= . 4 NlokaneHelE NOARTHEN MonnTren ayauTa, Npae NoNL30BATENER W NaP..
» || bpangmaysp Windows B peskume nos|| . .
. .|| | Bpanamaysp Windows B pexune noesl..  bpanamaysp Windows B peskumMe NoBBILLEHHD...
_| MoauTuew gucnetdepa cnncka ceTed || _
| MonuTukw gucneTdepa cnucka ceTed Wma ceTn, 3Ha4Y0K M pacnonoXeHNE FpYNNoEesL.,

_. MoauTHrn OTERBITOrD KNH4a

= | MonuTikm OTKpBITOrD KAKIYE
+ || MNonuTikw orpaHWYeHHorc MCNOAB3C

: _ [ — YNPABNEHMA NEWIOKEHNA | Monutren OrpaHMYEHHorS MCNoae30EdH. ..

. ‘g Monwriky IP-BesonacHocTy Ha " Mok _ MonwTuim YNPasAeHNA NPUA0HEHNAMKN Moautuen YNPaBAEHNA NPUNOHEHNAMA

= " ¢ " n
+ 7] KoHdurypauwa pacLunpeHHoii noau gl’lunmmm IP-BezonacHocTu Ha "flokane.. AZMUHWCTPUpOEaHWE GEICNACHOCTEID NPOTOK...

| Kondurypauma paclumpenHoi noautik..  KoHburypauna paclunpeHHoi noanTuky ayauta

4. Beibepute nyHKT [1oJIMTHKA y4eTHBIX 3anuceill (3TOT MyHKT BKIIFOYAeT JBa moAnyHkTa: [loauruka
napoueii v [lomMTHKa 6JI0KHPOBKH Y4eTHOM 3aMUCH).

5. Otkporite noanyHKT [lonuTuka naposneii. B mpaBoM OKHE MOSBUTCS] CHUCOK HACTPAMBAEMBIX
[1apaMeTpoB.

@aiin  Jdefictemne  Bwg  Cnpaska

&= 2E X = HE

T MNapamerpel GesonacHocoTn MoanTuka Mapametp GezonacHocTy
4 [ g Toantikn y4eTHBIX 3annceil

: | BecTw s#cypHan naponei 0 coxpaHeHHbx naponei
a MNonwtuka naponei . .
= . | MakenmaneHblid cpok 4eAcTEMA Napona 42 an.
» g Moautuka BAokuposkw yYeTHOR
- | MuHWManeHas AnuHa napoens 0 3n,
» g JlokansHele nonuTrEK . .
= - | MUHUMaNEHEIR Cpok AefcTBMA Naponn 0 an.
_| Bpanamay3p Windows B pexume nos
= " | Mapone gonsed oTEEYATE TREGDBIHWAM CNOHHOCTH OTknHYEH
_| Moantukn gucnetyepa cnwcka ceTer
| XpaHuTe naponw, MCnoas3ya oBpaTuMoe WG pPoBIHUE OTknrodeH

+ [ Monntikn aTkpeITare KNroYa

~| MoAWTHKN orpaHNYEHHTTo MCNOB3D
» || ToAuTnEN yNpaeneHna Npuao#eHna
, @ Monutuen IP-BesonacHocth Ha "fok:
» || Kondurypauma pacluvpeHHoi nonuT

6. B mokazaHHOM npuMepe MOJINTUKA TAPOJIEH COOTBETCTBYET HCXOJHOMY COCTOSIHUIO CHCTEMBI
0€30MMacCHOCTH I10CJI€ YCTAaHOBKU OMEPALMOHHON CUCTEMBI, IIPH 3TOM HU OJIMH U3 TapaMeTPOB HE
HacTpoeH. Bo3MorkHbIe 3HaUeHUs TapaMeTpOB NpuBeeHbI B Tabauie Nel.

Tabnuua Nel - 3nauenus napamerpoB Ilonutuku naposueit

[Tapametp 3HaueHue

TpeGoBatb Omnpenensier YUCIIo HOBBIX MapoJiei, KOTOPBIC JOJHKHBI OBITH COMTOCTABIICHBI
MOBTOPSIEMOCTH MAPOJICH | YUETHOH 3alMCH MOIb30BaTelNs, IPEkKAEC YeM MOKHO OyIeT CHOBA
MCIIOJIb30BATh CTAPBIHA MAapOiIh. DTO 3HAYCHHE JTOJKHO MTPUHAJICKATH
nuanasony ot 0 no 24.

MakcumanbHBIN CpOK Omnpenensietr nepuoj BpeMmenu (B JHsAX), B TedeHHE KOTOPOTO MOXKHO
JEUCTBHUS M1apOJIs UCIOJIb30BATh MApOJIb, YEM CHCTEMA MMOTPEOYET OT MOJIb30BATEN 3aMEHUTh
ero. Mo)xHO 3a37aTh 3HaUueHUe B quamna3oHe oT 1 1o 999 nuel wiu CHATH
BCSKHME OIPAaHUYEHHUS CPOKA JEHCTBUS, YCTAHOBUB UUCIIO AHEW paBHBIM 0.

MuHUMaNBHBIN CPOK Omnpenensier nepuo BpeMenu (B JHsAX), B Te4eHHE KOTOPOTO MOXKHO
JEUCTBUS I1apOJIs. UCIIOJIb30BATh MApOJIb, YEM CHCTEMA MOTPEOYET OT MOJIb30BATENS 3aMEHUTh
ero. Mo)xHO 3a31aTh 3HaUeHUe B quamna3oHe oT 1 1o 999 nuel wiM CHATE
BCSKHE OIPAaHUYEHHUs CPOKA JEHCTBUS, YCTAHOBUB UUCIIO AHEW paBHBIM 0.
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MuHuMaabHas JIuHa OrnpenensieT HAMMEHbBIIEEe YUCIO0 CUMBOJIOB, KOTOPBIE MOXKET COAECPKATh
TapoJIs. MapoJib YY€THOM 3aMKCH MOJIb30BaTelss. MOKHO 3a/1aTh 3HAaYCHUE B
nuanaszone oT 1 10 14 cuMBOJIOB WM OTMEHUTH UCIOJIb30BaHUE MapOJis,
YCTaHOBUB YHMCJIO CHMBOJIOB PaBHBIM 0

ITapons noinkeH Omnpenenser, HOJKHBI JIM OTBEUaTh HApOJIH TPEOOBAHUAM CIIOKHOCTH. Ecnu
OTBEYATh TPEOOBAHUIM 3Ta MOJIMTHUKA BKJIFOYEHA, APOJINA JOJDKHBI YOBIETBOPATH CIIECIYIOLINM
CII0)KHOCTH MUHHMaJIbHBIM TpeOoBaHusM. O [Taposs He MOXKET coepKaTh UMl yIETHOM

3aIMKcy MOJIb30BATEINS UIIH KaKyro-JIn0o ero yacteb; O [lapons nomkeH
COCTOSITh HE MEHEe YeM U3 6 cuMBOJIOB; ) B napose 10oiKHbI
MPUCYTCTBOBATH CUMBOJIBI TPEX KAaTErOpUil U3 YKCIia CIEAYIOMUX YEThIpeX:
1. IlponucHbie OyKBBI aHTIMIICKOTO andaButa oT A 10 Z;

2. CtpouHblie OYKBBI aHTJIMMCKOTO andaBuTta oT A 110 Z;

3. CuMBOJIBI HE TIpUHAAIEKAIIHE alI(DAaBUTHO-ITUPPOBOMY HAOOPY
(manpumep, !,$.#,%).

XpaHUTh MTAPOJIH BCEX Omnpenenser, caenyer au B cucteMax Windows XpaHUTb HapOJIH, UCIIOIb3Ys
NOJIb30BaTENCH B obpaTuMoe muppoBanue. ITa NOIUTHKA 00ECIIEUNBACT NOJIEPKKY
JIOMEHE, UCTIOJIB3YSI NPUIIOKEHUH, UCIIOIB3YIOIIUX MPOTOKOJIBI, KOTOPHIM ISl IPOBEPKU
obpaTtumoe HOJJTMHHOCTH HYXXHO 3HATh I1apoJib IOJIb30BATEINsl. XPaHUTh MapOJIH,
mmdpoBaHue. 3amuQpoBaHHbIE 00PATUMBIMU METO/IaMH, 3TO BCE PaBHO, YTO XPAaHUTh UX

OTKPBITBIM TCKCTOM. HOBTOMY AAHHYIO ITOJIUTUKY CIICAYCT UCIIOJIb30BATh
JIMIIb B UCKIIIOYUTCIIBHBIX ClIydasaX, CCIIN HOTp€6HOCTI/I IMPUITOKCHUA
OKa3bIBAIOTCA BAXKHCC, YCM 3alllMTa I1apOJIAd.

7. O3HaKOMHUTECH CO CBOMCTBaAMH BCEX ITapaMETPOB.

8. st n3menenust TpebyeMoro napameTpa BbIACIUTE €r0 M BHI30BUTE €r0 CBOMCTBA M3 KOHTEKCTHOTO
MEHIO 110CJIe HaXKaTHs IIPaBOil KHOIKU MBIIIN (MJIM JBAXK/IbI IIEIKHUTE HA U3MEHAEMOM IIapaMeTpe).
9. B pe3ynbrare 3TOro 1eUCTBUS MOSIBUTCS OJHO U3 OKOH.

[NapamMeTp nokaneHol Ge30nacHoCT | DEbACHEHKE

j' MakcymansHbill cpok AScTBMA Napons
B

Cpok MCTEYSHWR AEACTEWA NaponA:

f—
Ceoiicrea: Napone gonxeH oTeeuyath

lMapameTp nokansHoi BesonacHoc™ | Of wACHEHWE

j' Mapone pomkeH 0TEEYATE TPEOOBEHMAM COKHOCTI
-

(") Bremoven

10. MI3menuTe, 3HaueHue napamerpa u Haxxmure OK.
11. Harmpumep (00s13aTeIbHO BBITIOJIHUTD U COXPAHUTH), BEIOepUTE mapameTp TpebdoBaTh
HENOBTOPUMOCTH MapoJiel U U3MEHUTE €ro 3HaueHue Ha 1.
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12. J1na nactpoiiku [Tonutrku GJIOKMPOBKM YUE€THOMN 3alMCH BRIOEPUTE 3TOT MOANYHKT M OTKPOITE €ro.
13. 3Havenus mapaMeTpoB AJaHHOTO MoANyHKTa [ToMuTHKN yaeTHOM 3anmucy mpuBeaeHBI B Ta0muie No2.

Tab6mumia Ne2

[Tapamerp 3HaueHue

[Topororoe Ornpenenser YuciIo HeyIauHbIX MOMBITOK BX0J1a B CHCTEMY, TMOCIIE KOTOPHIX
3HAYCHUE ydeTHas 3alich MOJIb30BaTesl OJOKHPYETCs. BIOKUPOBaHHYIO YUETHYIO 3aIUCh
OJIOKMPOBKH HEJIb3s KCTIOJIb30BaTh JI0 TEX IMOP, IMOKa He OyeT cOpolieHa aAMUHUCTPATOPOM

WJIM 110Ka HE UCTEUET €€ MHTepBall OJIOKUPOBKU. MOKHO 337aTh 3HAUECHUE B
nuanaszone oT 1 10 999 winu 3anpeTuTh OJIOKUPOBKY JTAHHOW YYETHOM 3aIiCH,
ycTaHoBUB 3HaueHue 0.

brnokxupoBka Omnpenensier Yucio MUHYT, B TEYCHHH KOTOPBIX y4eTHas 3alUCh OCTaETCs
YUeTHOH 3amucu | OJIOKMPOBAHHOH, MPEX/e YeM OyAeT aBTOMAaTHUECKH pa30IOKUpOBaHa. JTOT
MapaMeTp MOXKET MPUHUMATh 3Ha4YeHUS OT 1 10 99999 munyTt. Eciiu ycTaHOBUTH
3nayenue 0, yueTHas 3anuch OyaeT OJOKHpOBaHA HA BCE BpeMs JI0 TEX IOp, MOKa
aJIMMHHCTPATOP HE pa3dIoKupyeT e€ sBHbIM 00pa3omM. Eciin moporoBoe 3HaueHue
OJIOKUPOBKH OIPEICIICHO, TAHHBI MHTEPBAJ OJIOKUPOBKH JIOJDKEH OBITH OOJIBIIIE
WJIM paBeH MHTepBaly copoca.

COpoc cuerunka | Omnpesenser YUCIO0 MUHYT, KOTOPbIE JOJKHBI TPONTH MOCIE HEYTaYHON MOMBITKA
OJIOKUPOBKHU BXOJIa B CUCTEMY, IIPEXKJIC YEM CUETUMK HEYJAYHBIX MOMBITOK OyaeT copoieH B 0.
DTOT napameTp MOXKET NPUHUMATh 3HaueHus oT 1 10 99999 munyt. Eciin
OTIpeJIeJIEHO MTOPOTOBOE 3HAYCHHE OJIOKUPOBKH, TAaHHBII HHTEpBaI cOpoca He
JIOJKEeH OBITh 0OJIbIIIe MHTEpBasia bIIOKHpOBKA yUueTHOM 3am1cy Ha.

14. O3HaKOMUTECH CO CBOMCTBAMH BCEX MapaMETPOB.
15. Jlns u3MeHeHns napaMeTpoB BOCIIONIB3YHTECh AITOPUTMOM, ONMCAaHHBIM B IMyHKTax 8-10.

. Noxansras noaumika Bes

@aiin  Jefictene  Bug  Cnpaska
= #EX=H

i?n MNapamerpel BesonacHocTk

4 |4 MonwTuem yyeTHen: 3anncei
& Moawtuka naponeit
2 MonuTika BNOKMPOBKKM YHETHOM 3aNKMCK
4 [ 4 NokaneHele noaumiii
& Moawtuea aygura
& HasHauenne npas nonssoeatens
7 Mapamerpel GesonacHocTi
4 || Bpangmaysp Windows B pesumMe NoBbILLEHHDH BesonacHocTh
4 ﬂ Bpangmayzp Windows e pexume nosslluedHoi GesonacHocTi - OBLEKT nokansHol rpynnoscid noauTue
&3 Mpasuna AnA BXOAALLMX NOAKMOHEHH
K5 Mpaenna anA MCXOAALLETD NOAKNKYEHKA
Fa Mpaeuna GesonacHocTi NOAKNHOUEHMA
| Moautien gncnetduepa cnucka ceTei
4[] NMoautuen oTKpeITOro kKkoua
| Wudpyrowan daiinosan cucrema (EFS)
| Wwepoearwe gncka BitLocker
| MoAnTHEN orpaHUYEHHOro MENOAE30BAHIA NPOTPaMM
4[] Moantuen ynpasnesina Npuaokesnanmi
4 T3 Applocker
] Wcnonnaemele npasnna
ﬂ Mpaeuna ycranoswpwmrea Windows
= Mpaeuna cugHapues
‘g Moantukn IP-GesenacHocti Ha "JlokanbHbid KoMNbrOTER"
4 || KoHburypaums paclunpeHHoi NoAMTHEN 3yauTa
4 &y Nonwtukw ayanta cucTemel - OBBEKT NOKaneHOI rPYNNOBoI NoANTAKK
> |55 Bxoa yueTHoli sanuck
> _:,_5_| ¥NpaeneHne yYETHEIMKM 33NUCAMK
» |54 MoapoBHoe oTcnexmBaHe
> _:,_5_| Joctyn k cayx6e katanoros (D5)
» |55 Bxop/esnog
> 53 Dectyn k ofbextam
» 159 Wamenenne noantikm




3aaHus 1J151 CaMOCTOATEIbHON padoThI:

1. U3menute napametp «Ilaposb momkeH oTBe4YaTh TpeOOBAHUAM CIOKHOCTHY [lomuTrkm
napoJieii Ha «BxiroueH» (pucyHoK 3) U IOcIIe 3TOTro MonpoOyiTe H3MEHUTh Mapojib CBOCH yUeTHOMH
3anucu. 3apUKCUpyiTe Bce COOOIIEHUs CUCTEMBI, TPOAHATIM3UPYIUTE U BBEIUTE JOITYCTUMBINA MapoJib.
DTOT NapoJb ABIAETCA PE3yJIbTAaTOM BBINIOHEHUs Barero 3aganusi.

2. Ilocne ycnemHoro BeIIOJIHEHHSI IEPBOTrO 3aaHusl, I3MEHUTE 1apoJib Baiieil yueTHoM 3anucu, a
B KaUeCTBE HOBOTO MApOJISl YKAXKHUTE MPESKHUN Taposib. Bee coodimenus 3apukcupyiiTe, mpoaHaTu3upyiTe
1 0OBSICHUTE MOBEACHUE CUCTEMBbI OE30MaCHOCTH.

3. IlpoBeauTe SKCIIEPUMEHTHI C IPYTUMHU NapameTpaMu I1oJuTHKN yUETHBIX 3aIIMCEH.

4. ITopaboraiite ¢ mapamerpamMu 0€30MaCHOCTH perucTpa. Beimonaute 3ananus 4.1-4.15:

Penaxrop peectpa (regedit) - uHCTpyMEHT, IpeIHA3HAYCHHBIH ISl OMBITHBIX MOJIb30BATEJIEii.
OTOT UHCTPYMEHT IIpeAHA3HAYEH Uil IPOCMOTPA U U3MEHEHUS TapaMETPOB B CHCTEMHOM PEECTpe, B
KOTOPOM COZIEpIKaTCs cBeJieHHs 0 pabote. M3MeHeHus: mapaMeTpoB O€30MaCHOCTH PEECTpa TaK Ke
CHOCOOHBI TOBBICUTH YPOBEHb O€30MaCHOCTH JIaHHBIX.

Daiin [lpaeka Bug VMsbpannoe Cnpaexa

"i'_-'i Kemnetotep Mnn Tun 3HaYEHHE
» - ) HKEY_CLASSES ROOT i

». |, HKEY_CURRENT USER
»- |, HKEY LOCAL_MACHINE
»- |, HKEY_USERS

I »- | HKEY_CURRENT CONFIG I

REG_SZ (3HaYEHWE HE NPUCEOEHT)

OTkia0YnTh pefakTupoBanue MeHio Iyck

OTkpoiiTe pa3aen
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

u co3naiire B Hem napametp turia DWORD ¢ umenem NoChangeStartMenu u 3nadenue napameTpa
JOJDKHO OBITH paBHO 1

3anper 3anycka Ilanenn ynpasienus

B paznene
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
coznaiite mapamerp Tuna DWORD ¢ umenem NoControlPanel u ycranoBute 3HaueHue napamerpa 1

OtkiaounTh 3amyck ucneryepa 3agau

B pasznene:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies

co3/IaliTe JOMOTHUTEIBHBIA OApa3iet ¢ UMEeHeM SyStem (ecim ero HEeT) M B 3TOM paszfielie co3JaiTe
napametp Turna DWORD ¢ umenem DisableTaskMgr u 3nadenue 1. Teneps npu Bbi3oBe [ucneryepa
3a7a4 9TOT MyHKT B MeHIo Ilanesan 3apa4q Oyzier He aKTHBEH

OtkaounTs aBTo3arpy3ky USB-ycTpoiicT, NpuB0O/A0B, CbeMHBIX JIHCKOB, CETEBbIX IMCKOB.
OTkpbIBaeM paszfen peectpa
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies

U cO3/1aeM HOBBIi pasnen ¢ umeHem Explorer B stom pasznene co3naem napamerp tuna DWORD ¢
umerem NoDriveTypeAutoRun 3HaueHue mapaMeTpa BEIOUpaeM Ha CBOE YCMOTPEHHE

0x1 - OTKJIFOUUTH aBTO3AITYCK HA MIPUBO/IAX HEU3BECTHBIX THIIOB

0X4 - OTKJIIOUUTH aBTO3AIYCK ChEMHBIX YCTPOHUCTB OX8 - oTKIIIOUNTH aBTO3anyck HechEMHBIX yCTpOiicTB
0x10 - OTKITIOYHTH aBTO3AIyCK CETEBBIX JIHCKOB

0x20 - orkmounts aBro3anyck CD-npruBosoB

0x40 - oTkmounTh aBTO3anmyck RAM-nnckoB
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0x80 - oTKIII0YMTE aBTO3aIyCK Ha MpUBOAaxX Hen3BecTHHIX TUIIOB OXFF - oTkmounTh aBTO3aImyck Booo1e
BCEX JIUCKOB

OTKJIHYUTH TPOCMOTP OOIIIUX PECYPCOB AHOHMMHBIM I0JIb30BATEJISAM
B pasznene
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa
M3MEHUTE 3HaYCHHUE mapamerparestrictanonymous ua 1

OTtkio4aeM «pacmiapeHHble» aJMUHUCTpaTuBHBIE pecypesl C$, DS, ADMINS

OTKpBIBa€M pellakTop peecTpa U B pasjiene
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters
cosnaem mapametp tuma DWORD u umenem AutoShareWks. 3nauenue nmapamerpa - 0. Terneps eciu
OTKpBITh YTIpaBlieHHuE KoMIbloTepoM - O0mue nanku - Odume pecypcesl, To kpome [IPC$ Huuero He
JIOJIKHO OBITh.

Otkiwvenue 3anycka Komananoi crpoku

OtkpoiiTe pazaen

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows

M CO3/IaiTe JONOJHHUTENbHBIN oapasaen System ¢ mapamerpom tuiia DWORD DisableCMD, 3nauenue
napamerpa MOT'yT UMETh CIEAYIOIIHE:

0 - pa3zpemnTh UCTIONB30BaTh KOMaHAHYIO CTPOKY

1 - 3anpeTuTh UCOIB30BaTh KOMaHIHYIO CTPOKY

2 - pa3peuInTh 3aIyCK KOMaHIHBIX (aiijoB

OTK/JI10YMTH U3MeHeHUe 000eB padoyero croja

B paznene

HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\ Policies
cozmaiite moapasaen ActiveDesktop u B Hem mapamerp Tuna DWORD ¢ umeHem
NoChangingWallPaper co 3naucauem 1

Ortkarouenune Pabouero crosa

Ortkpolite pa3znen
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

u co3naiite B HeM nmapamerp tina DWORD ¢ umenem NoDesktop u 3nauenuem 1. Bepuyts Pagounii
CTOJI MO’KHO M3MEHUTH napameTp Ha 0 uiu ynanuTh ero.

3anper 3anycka Pegakropa peecrpa (regedit)

Ortkpolite pa3znen

HKEY_CURRENT_USER\ Software\ Microsoft\ Windows\ CurrentVersion\ Policies

U co3faiite B HeM noapasen System. B atom nonpasaene co3paiite napamerp tTuna DWORD ¢ umenem
DisableRegistryToolsc numenem 1.

IIpumeuanue. Ecau He clienaTh 3KCOpT 3TOro paszzaena riae napamerp DisableRegistryTools nmeer
3nadyenue 0, Wi He co3/aTh 3apaHee reg-(aiii, 11 Bo3Bpara 3ammycka Penakropa peecrpa, TO 3amyck
Oyner HeBO3MOsKeH. [l co3nanus reg-¢aitina oTKpoiTe OJOKHOT U CKOMUPYHTE B HETO 3TH CTPOKHU
Windows Registry Editor Version 5.00
[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System]
«DisableRegistryToolsy=dword: 00000000

CoxpanuTte 3TOT (aiin mox Jro0bIM, yIOOHBIM /171 BAC UMEHEM, U TOMEHSNTE paclIupeHue txt Ha reg.
Teneps nms Bo3Bpara 3anmycka PerakTopa peectpa 3amycTuTe 3TOT haiii.

OTkiroyeHne apToMaTudeckoro ooHosJieHus Internet Explorer
Ortkpolite pa3znen
HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main
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u ycraHoBuTe 3HaueHue napamerpa NoUpdateCheck pasnoe 1

3anperuTs aBTOMaTHYecKkoe oOHoBJIeHHne Media Player

OTtkpoiiTe pazaen
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\MediaPlayer\PlayerUpgrade

U co3jaiTe cTpokoBbIil mapamerp AskMeAgain co 3nauenne NO. U poBepbTe mapamerp
EnableAutoUpgrade, ero 3uadenue ycraHoBute NO

3amnper 3amycka onpejeJieHHbIX NPOrpamMMm

3aaTh CIUCOK NMPOrpaMM, KOTOphIE HE OYAYT 3amyIleHbl [T0JIb30BaTeIeM MOXKHO B pa3zesne
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\DisallowRun.
Ecmu moapaszaena DisallowRun uer - cosnaiite ero. Cosnaiite crpokoBsiii mapamerp (REZ SZ7) ¢
umMeHeM1 (opsAAKOBBIM HOMEpP MPOorpaMM, BTopasi mporpaMmma OysieT ¢ UMEHEM 2, U T. 1) 3HaueHH €
MapaMeTpoB - 3TO UM POTrpamMMmBbl ¢ paciipenue exe, Hanpumep AkelPad. Exe

OTKJII0YeHne CO00IIeHHus 0 HeJO0CTAaTKe CBOOOTHOI0 MeCTAa

OTtkpoiiTe pa3aen
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer,
coznaiite B Hem napameTp Tuiia DWORD ¢ umenem NoLowDiskSpaseChecks u ycranoBute 3HaueHue
napametpa 1

OTkpoiiTe pa3aen

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\Gather

U u3MeHuTe 3HaYeHue napamerpa LowDiskMinimumMBytes na 0

Otkpoiiae pazaen

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows Search\Gathering Manager

u u3mennte 3HaueHue napamerpa BackOffLowDiskThresholdMB na O Ilpumeuyanue: UToOb MEHSATH
3HAuYEHUS B pasjieie MOTYT MOHAA00UTCs MpaBa aAMUHUCTpATOpa. i 3TOro Hao cAenaTh CIeAyIOIIee:
[Tyck - Bee nporpammel - Ctangaptasie. [IpaBoit kinaBumieit Ha KomanaHasi cTpoka - 3amyck OT UMEHU
anMuHHCTpaTtopa. Beaute komanay regedit. Termeps Ha pasnene Gathering ManagerkiukuuTe npaBoi
KHOIIKOM U BbIOepuTe Pa3pemenus. B oTkpriBiieMcs: okHe BoiOepute JlomosHuTenbHo. [lepeiinure Bo
BKJIaJKy Biiajesien v BpiOepuTe CBOIO YUETHYIO 3amuch (Y Bac JOKHBI OBITh IIPaBa aIMUHUCTPATOPA).
IIpumenuts 1 OK.

ITocne sTHX M3MeHeHuUH, eciu Ha qucke Oynet meHsiue 10% cBoboaHO MecTa, He OyeT paboTaTh
CHCTEMa BOCCTAaHOBJIEHUS U JleyparMeHTaIus AUCKa.

3anper Ha yCTAaHOBKY MPOCTOr0 MapoJist

JlononHuTenbHas GYHKIUS A YCIO0KHEHUs naposist. [Io MUMO ycTaHOBKM MUHUMAJIbHOM JUTMHBI, 3TO
rapameTp 3aJaeT eile U 0yKkBeHHO-1M(ppoBoit mapoias. OTKpoiiTe pazaen
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies,

coznaiite moapasaen Networku B atom mozpasnene co3naiire mapamerp Tuna DWORD ¢ umenem
AlphanumPwds u 3HaueHue napamerpa ycraHoBure 1

KOHTPOJIBHBIE BOITPOCBHI
1. Yro Ttakoe ayreHTU(UKALMS U UACHTUDUKAIMS?

JInst 4ero NpuMeHSIFOTCA 3T MEXAHU3MBI?

UT0 MOKXHO HACTPOUTH C TIOMOIIBIO BKIAAKN JIOKaIbHBIC TTIOTUTHKH O€30MaCHOCTH?
Jns yero npeaHasHayeH peectp?

Kaxk 3aittu B Pegakrop peectpa?

Kak 3anperuts 3amyck onpeaenéHHbIX IporpamMm?

© 0k wh
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JlaGopaTopHas padora Ne4 «I'pynnosbie nouTuku B Windows »

Iean padoThl: [I03HAKOMHUTBCS C PEIAKTOPOM JIOKAJIBHBIX ITPYIIOBBIX MOJUTUK U OCBOUTH PaboTy 110
HACTPOUKE JIOKAJIbHBIX I'PYIIIOBBIX MOJUTHK.
Bpewms 2 yaca

TeopeTnyeckas 4acTb

['pynroBbie MOJUTUKA HYKHBI Ul yIIpaBiIeHus onepannonHon cuctembl Windows. Onu
IIPUMEHSIOTCS BO BPEMs IIepCOHAIN3aLUU UHTepdelica, orpaHndeHus J0CTyINa K ONpeAeIeHHbIM
pecypcaM CHCTEMBI 1 MHOTOI'O IpYroro.

Hcnonb3yroT gaHHble QYHKIHUN IPEUMYIIECTBEHHO CUCTEMHbIE aIMUHHUCTpaTopbl. OHM cO3/1at0T
OJTHOTHUITHYIO pab04yI0 Cpeay Ha HECKOJIBKUX KOMIBIOTEpaX, OrPaHUYMBAIOT IOCTYII MTOJb30BaTessIM. B
ITOM cTaThe MBI MOAPOOHO pa3depeM rpymmnoBsie moautuk B WiNndows , pacckaxeM mpo peiakTop, ero
HACTPOMKY U NIPUBEAEM HEKOTOPBIE IPUMEPHI TPYIITOBBIX IOJUTHK.

Pepakrop rpynmnoBoi noJIuTUKU

B Windows [lomarnss bazosas/Pacuiupennast 1 HauanbHast peakTop rpymmmoBbIX MOJUTHK IPOCTO
OoTCyTCTBYET. Pa3paboTunky MO3BOJISIOT UCHOIB30BATh €T0 TOJIBKO B MPO(ECCHOHATBHBIX BEPCHUSIX
Windows, nampumep, B Windows MaxkcumanbHasl.

3anyck pelakTopa rpyInrnoBOil HOJTUTUKA

Jliig nepexona k cpezie paboThI € MapaMeTpaMu U HACTpOWKaMHu HEOOXO0IUMO:

Baxatp KiaaBumd Win + R, 4T00bI OTKPBITH «BBIMOJTHHTDY.

Hamneuarats B ctpoke gpedit.msc u moarBepauth neiicteue, Haxas «OKy». [lanee 3anycTurcst HoBoe
OKHO.

T — ==

®ain [Jeicreve  Bua  Cripaska

> |EE=HE

= Monvmnka “JokansHoii
4 (& Kondurypauua komr
| Kondurypsuia | roges npocuorpets onucanne Vs
_ Kondurypauws V|| 3nemenra, enigenue ero.
3 Aauurmcrpamer
4 % Kondurypauws nong
7 Kondurypaums n
" Kowdurypauma V
| AgmummcTpaTier

| Monutika "Mlokanselii kemnerotep”

5 Kodpurypauma omnstotepa
% Kondurypauua nonezosare...

", PacLupennbii J; CranaapTheii

Pabora B penakrope

OxHO peaaKkTOpa rpylIoBbIX MTOJUTHK pa3ACiIACTCd Ha ABC YaCTH.

| PeaakTop nokansHof rpynnosoi noauTAKA felie == -/ Peaakrop nokansroii rpynnesoi nenmTke e =
daiin [eficrewe  Bug  Cpasca Oaiin Jeicrene Bua  Crpaska
¢ | [ HEH= e 2E D= Hm
7= W = [ Monutuka "MokansHelii < ]
= Tonmmica “Mokansrsin ||| - | Flonuriea "flokansHaii komnbiotep” & . Cuenapun (zanyck/asepuienie) |
= 4 {8 Kowgurypauua komi
4 1 Kondurypaun kon P "
- A
1 Kendurypauna | |urs 6t mpocuorpers ccanne o 4 2 K| AP hes
K v ! BT
il A:mea:f:m snewmenTa, segenuTe ero 5 Komburypaums Komnsrorepa | Nonwrunee pa || orospasums cooiicres - gasawapaém'
- P # Kongurypaus nonssosate.. =) Cuenapnn (52 &

4 1% Kondurypauna nont = Pessepmprag| Oncanne

| Konpurypauna n 2, Mapomerpu || CoREPHT ctcnapnsarpyn

| Konpurypauna It ERESEES

+ [ Agawnncrparuer

4 4, Kowdurypauna nont|
| Kondrypauna n
| Kondwrypauna V|
| Agranancrpare

q it + |\ Pacuumpenneiii { Cranaaprri

[fm v [\ Pacwmpennii { CranaapTsii 19




Cnesa pacnonaraercs CTpyKTYpUpOBaHHbIE KATETOPUH MOJIUTHK.

OHH B CBOIO OYepeb ACTATCS elle Ha JIBEe Pa3IMdHbIC TPYIIIBI — HACTPOWKa KOMITBIOTEpa 1
HacTpolKa mojb3oBareis. B mpaBoii yactu oroOpaxkaercss HHGOpMaLUs 0 BEIOPAHHON MOJUTUKE U3 MEHIO
clieBa.

Pabora B pemakTope OCyIIeCTBIISICTCS TyTeM MEPEMEIISHHS 10 KaTeropyusaM JIJisl TIOUCKa
HEOOXOMMOM HACTPOHKH.

Hanpumep, «AamMuHucTpaTuBHble a010HbD B « KoH(puUrypaunu mosis3oBaresisi» U nepeiure B
nanky «Meni «Ilyck» u aucnerdep 3aaau». Teneps cripaBa 0ToOpa3aTcs napaMeTpbl U KX COCTOSTHUS.

_=[ PepakTop nokanbHoi rpynnoecii noAnTHKM =@ =]
®aiin  [leficrsue  Bug  Cnpaska
= @ =HEl T

(=] Cuenapym ~ ~ Menio «[Tycks u nanens 3agau
=1 PazeepHyT

[ Mapanerp YpanuTs snauok «JlokymenTbis m3  COCTOAHME g~
05 Ha oc -
ol @ mento «llycks 1] OTKNKUNTE Cnexeine 33 AeACTEMAMM NoAL30BTENA
SV —

" ANNTE CACOK BCEX NPOrpaM B MeHI [ Tycks
4 i, Kondmrypauma n VI3MEHNTE NADAMETD NONNTUKM porp 1y

1 Kondurypaur| | 1egomammn:
4 [ Kendurypawr| ||| He mike Windows 2000

anTe «CeTestie MoAKNIOMEHRS 13 MeHIo «[Tycks
ANUTE CNWCOK NEOrPaMM, 3aKPENNEHHBIX B MEHHD w’_l)fCKw

2| Cugnapymn & (PaHITS CBSAEHAR © HEAAEHE OTKDLIBaBUIINICA ADKYMEHT... |
_ﬁ MNapamerp Onucanne: ANUTE MEHHD «HEZZBHNE ADKYMEHTEL U3 MEHKD «[Tycks =
JH QoS Ha oc }’,qanaer’_‘suauok wflOKYMEHTBI» U3 € MCNONB30BATE CONOCTABNEHNE APMBIKOE 0BONOUKMA Ha O...
15 Pasacpryr | 1E70 <Tyoes nero enoceren € MO 30BaTS MIETOA Ha OCHOBE OTCAGKIBZHIA AT COM..
) Hactpoiik ANNTe Komaray «BeinonHuTs: us Merko «Tyckn
4 | AgmuHnctpar B NapameTp yAanaer Tonsko an1Th cCbinky «[TEOrPamMmbl N0 YMOAH3HUIDH U3 MEHKD ...
7 Komnoner cam 3HavoK, OH He 3anpeLyaer ANNTE SHAYOK «JOKYMEHTEI» N3 MeHH alTycks
1 Mero «Ih NENONEI08aTh ARYIUE METOAR! anuTe sHauok «Myseikan us merio <llyces

ACCTYNE K COAEPMMMOMY

| OBuime nz «CeTbs o .

{ DbLyue nz nankm s /loKyMERTEL., ANWTE 3HAHOK «CeTbs U3 MeHio «[Tyck

| Maxene yr anuTs sHauok =AsoBpakennas us menio o lycks
| PaBouwii ¢ Mpumeuanne. YroBel nsmererna MPETUTE NOMCK COEAHEHMIT

i BHHOTC NAPAMETPE BCTYMANM B " "

1 Ceme A PanETpa BTy ANTE CCbinKy "HafiTn KomnbroTep

| Cucrema | ||| cnny, neoBiogumo et ws

anuTe ccbinky "O3HAKOMUTECA C APYTUMK pesynbTaTamn’.. =
i v

cuETembl u cHOBa EoiiTH & Hee.
. Bee napan

<om v+ |\ Pacuinpennsiii f Craraaprsii

76 napameTpos

Haxwmure Ha m100y10 CTPOKY, 4TOOBI OTKPBITH €€ OMHCAHUE.
HacTpoiiku mo1uTHKH

Kaxxgas monutuka noctymnHa aist HacTpoku. OTKphIBaeTCsl OKHO peJaKTUPOBAHUS MTapaMeTPOB 110
JIBOMHOMY IIETYKY Ha OMPEICIICHHYIO CTPOKY. BUT OKOH MOKET OTJIMYaThCS, BCE 3aBUCUT OT BHIOpAHHOM
MTOJIUTUKH.

I = e

BE] Yaanure snauok eflokymenTeis us wewio ellycios

Mpeasiayuumii napaterp l l Creayrouuis napametp

© Hesanano  KOMMeHTIDHE
2 Braroume,

O Ornosmre

TIOAREPHUBIETER: e Lupce Windows 2000

Mapawerpes: Crpacka:

YAANAET 3HaUOK +/LOKyMEHTEI U3 MEHHD «ITyCks U ero
BNOAKEHHBIX MEHIS,

5TOT MGG ETp YAGNRET TONbKO cam aHasoK. O He sanpeLtaer
UCAOM30BaTS APYTUE LIETOALI ACCTYNA K COACP3KUMONY NanKi
allowymenTem,

TIpuiiEUaHie. UTOGE! MSMEHEHUA ASHHOTO N3PaMETpa BCTyMNN
& cny, HEOBXOANMO BBIFTH 13 CHCTEMBI W CHOBa BOFTH & Hee.,

€. Tarcke napamerp <YaanuTs snavor " AokymenTsr’ <
pabouero cronas.

[ oK H o ][ﬂpmmenmb]

CrangapTHOE MPOCTOE OKHO UMEET TPH Pa3IMUHbIX COCTOSHUS, KOTOPbIE HACTPAaUBAIOTCS
nosib3oBareneM. Ecnu Touka crout Hanpotus «He 3axano», To noiauTuka He JEMCTBYET.

«BrI0OYMTBLY» — OHA OyJeT paboTaTh U AKTUBUPYIOTCS HACTPOUKHU. «OTKIIOUMTBL» — HAXOJIUTCS B
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pabouem COCTOSTHHH, OJTHAKO MapaMeTpbl HE IPUMEHSIOTCSI.

Pexomenayem oOpatuth BHUMaHue Ha cTpoky «Iloaaep:kuBaercs B OKHE, OHA MOKA3bIBAET, HA

A yganum smaviox sfloxyenruis 13 wemo Tlyce

[E] Yaamams swavox <lokywentais w3 wesso <TTycioe
N peasyuirdt napaverp

MoRaspumesetes:  He e Windows 2000

= (O

Caeayroumi napaweTp

TTOMLKD CIM IHIHOK, OW He JANpeURET

Ty

[

Tpuenurs

kakue Bepcun Windows pacripocTpaHsieTcs IOJIMTHKA.

q)PI.TII)prI MNOJIUTHK

Cy1iecTByeT MHOXKECTBO Pa3IMUHBbIX HACTPOEK U I1apaMETPOB, UX OOJIbILIE TPEX THICAY, BCE OHU
pa30pocaHbl IO OTJENIBHBIM MalNKaM, a MOMCK OCYLIECTBIsIeTCs BpyuHyt0. OJJHaKO JaHHBINA Ipolecc
yhpo1aercs 6arogaps CTpyKTypUpOBaHHOW IPYyIIE U3 IBYX BETBEH, B KOTOPBIX PACIIOJIOKHUIIUCH

TEMATUYCCKUC IIAIIKHU.

=/ Peaakrop nokansHoii rpynnosaii noAvTkK

@aiin  [leiicreue  Bug  Cnpaska

=26 H=IF

[E=8/E=R =)

[ Nonvmma "/l

4 (& Kongurypauna komneroTepa

1 Kondurypaumna nporpamm

" Kondurypauns Windows

7 AZMMHICTPETUBHbIE WaBAOHS!
4 4, Kondurypauma nonssceatens

| Kondmrypauns nporpanm

| Kondurypauna Windows

F ABMMHICTRATUEHEIE LIBBOHE!

7 ARMUHACTPITUBHIE LIBBNOHS!

UroBbl npocuioTpeTs onucanie
3NEMENTa, BHIgENHTE ero.,

Cocroanme

7 Kounorentor Windows
 Makens ynpaanenun

# Mpurreps:

F Cems

7 Cucrema

{22 Bee napameron

-/ PegakTop nokansHe rpyRNoEoi nonwTAKM

daiin  Aeiicrewe  Bua  Cnpaera

L AT ENN N

[E=8 EoB =)

=/ Mo *lokansmsii komnsrore
T Kondrypatlin Aporpauin
o 5 Voo Wind e
(—
T KOMAGHEHTE! WINAows
» (7] Nawens ynpasnerina
7 Mpunrepe:
7 Cems
> [ Cucrema
7 Bee napamerpel
4 % Kondurypauus nonssosarens
» ] Kongmrypauws nporpsiim
> 7] Kongurypauwns Windows
> 7] Agmunmctpatnensic wabnons:

* AgmurmcTpaTuEHbIE Wwabnoms!

ce napamerpo

nucaue:
Y3en ' ARMHHRCTPATHERSIE
LaBowsi" rpynnoeei noauTKK
COAEPKHT BCH0 MHGOPMALMIO O
ROANTHKaX M3 CHCTENOTO peecTpa.

Coctontue

| Konnonentsl Windows
| Nanene ynpasnenna

| Mpunrept

| Cers

Cucreua

icenere ) |

®

'\ Pacwnperinoit { Crangaprraii

"\ Pacuwmpentisii 4, Cranaaprasiii

Hanpuwmep, B pazniene « AIMHHUCTPATUBHBIE IA0JOHB», B 10001 KOH(UTypaIuu, HAXOATCS
MOJIUTUKH, KOTOPbIE HUKAK HE CBSI3aHbI ¢ O€30MacHOCThIO. B 3TOM nanke HaXOAUTCS elle HECKOJIBKO
MAMoK C ONPEIETICHHBIMU HACTPOMKAMH, OJJHAKO MOKHO BKJIIOUUThH IOJTHOE OTOOpaKEHHUE BCEX
apaMeTpoB, JJIs 3TOT0 HY>KHO Ha)XKaTh Ha BETBb M BHIOpATh MMyHKT B IIPaBoOil yactu pegaktopa «Bee

mapamMeTrpbD»>, 4TO MMPUBCACT K OTKPBITHUIO BCEX IMOJIUTUK I[aHHOﬁ BCTBU.

BKCHOPT CITMCKa ITOJIUTHK

Ecnu Bce-Taku nosBiisercs HE0OOX0JUMOCTh HAalUTH ONpeIeIeHHbIN MapaMeTp, TO CAeNaTh 3TO MOKHO
TOJIBKO IYTEM 3KCIIOpPTa CIIHCKA B TEKCTOBBIN (popMmar, a moToM yxe uepes, Harpumep Word,

OCYIICCTBIIATH ITOUCK.

B rnaBHOM OKHE pejakTopa ecTh crieluaibHas QYHKIUS « IKCHOPT CIUCKA», OH IEPEHOCHUT BCe
nosuTukU B popmat TXT u coxpaHsieT B BBIOpaHHOM MeCTe Ha KOMITbIOTEpE.

[Ipumenenune GpunbTpaunu

Uepes «Bce napaMeTpb» U QYHKINUIO GUIBTPALHS JIMIITHEE OTKUIBIBAETCS TyTEM MPUMECHEHUS
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¢GuIbTPOB, 0TOOpakKATHCSA OYAYT TOIBKO HEOOXOAUMBIEC TOTUTHKH.

Ji1s1 3T0ro0 nNoipodHee PacCMOTPUM IPOLIECC MPUMEHEHUS QUIIBTPALIUN:

1. BeiGepurte, Hanpumep, «KoHpurypamus komnbsTepa», OTKpoiTe pasaern
«AIMUHHMCTPATHBHBbIE MA0JOHBI» U TIepeluTe B «Bce mapaMeTpbi».

2. PasBepnute BcruibiBaroniee MeHIo «/leiicTBue» u nepeiinure B «[lapamerpnl puiabTpay.

=/ Pesaktop nokanerofi rpynnoeoit nonuTkK

®aiin  [eiicrane  Bug  Cnipaeka

ez |16 = HElT

S8 Bl =

=/ Monwuka "NokansHsiii koMmstote)

1 Konbnrypatia KomneroTeps
T Korwry paswin nporpannt

Vi nasian Windowe

T Aguntmcrparusibie wabnons:

1 KomnonerTer Windows

+ [7] Manen ynpasneria
| Mpurreps:
. [ Cems
> [ Cuerema
7. Bee napamerpei
4 4%, Kondurypauns nonssoeatens
+ [ Kordurypauws nporpanss
+ [ Kondmrypsumn Windows
+ [T AGMWHICTPATUEHBIE LIABNOHEI

* ABMUHUCTPATUEHEIE LIZBNOHE!
ce napamerpe: Cocrostme
7 KomnomenTsl Windows
nucanme:
e 7 Narens ynpasnesus
Yaen "AMUHUCTRATHEHBIE
wabnows!" rpynnosci neauTikn - Mpukrepl
COAEPKUT BCHO MHOPMALIMIO 0 | Cers
MIONMTIKE 13 CHCTEMHOID PEECTPA. Cucrema

AT

®

", Pacwupenribiii { Cranaapthen

I Pegakron nokansHol FpyNGEoi neanTHKN

) Bua  Crpacxa

«=xE= BE| 7

[E=5 SR ==

B p——
4 P Kongurypauns komneretepa
| Konmrypauun nporpamta

» ] Kendurypayua Windows
4 7 ABMuRMCTpaTHSHSIE WBACHE!
> [ Komnonenar Windows
» [ Manens ynpasnenna

| Mpurrepe:
> O Cemn
2 [ Cucrema

. Bee napamerpel
4 4} Kondurypaums nonssosarena

> [ Kendmrypauna nporpamm

» 7 Konturypauns Windows

. 17 Agunsuctpatushsie Wabnorb!

" Bce napamerpei

UroBel npochoTpeTs onucatine Cocroarine -

2N1EMENTS, Beige/NTE ero. | DNS-3anmcu 10KaT0pa KoHTpOANEpos AC—

NS-cepsepsi
NS-cybpuke noaknroueHna
orwarderResourcellsage

ake Parental Contrals control panel visi
axConcurrentUsers

RL-3apeC OMpEARNEHIA pacnonokeris
RL-gapec nporpanins Events.asp
RL-aapec, Menonezyemsii a5 NposepK
PD-yerpoitcrea: 3anperiTs 3anucs
PD-ycrpoitcrea: 3anpeTiTs uterine
ETOMaTHUECKSR MYBANKALMA HOBBIX I
ETOMATHUECKI NPOBEPATS OBHOBEHMA
ETOMATHUECKI CKPSIBATS MaHENM MHCTE
sTomaTHuECKNi 3anpoc sarpyskn daiin
ETomaTHHECKNT sanpoc sarpyskN daiin

1 Mornesarisiervi 2annne 2armme hain

<« [Lm v

', Paciumnpentioifi { CrangapTrsi

[TocTaBbTe rajniouky Bo3je MyHKTa « BKIIOYMTHL PUIABLTPHI, 10 KJIYEBbIM CJI0BaM,». 3]1€Ch
MMEeTCsl HECKOJIBKO BapUaHTOB M0J1I00pa COOTBETCTBUI. OTKPOITE BCILIBIBAIOIIEE MEHIO HAIIPOTHUB
CTPOKH BBOJa TeKcTa U BblOepuTe «JI1000ii» — eciiu HyKHO 0TOOpa)xaTh BCE MOJIUTUKH, KOTOpPbIE

COOTBCTCTBYIOT XOTH OBl OIHOMY YKa3aHHOMY CJIOBY, «Bce» — 0T06pa3I/IT MOJIMTHUKH, COACPIKAIIUC TCKCT

Mapametpel puneTpa @
- BiifiepuTe HIDKE NapamMeTp ANA BIIKOHEHAR M MSMEHEHNA MK OTIIIOHEHHS
TUNOS FNOBANSHSIX (HNSTPOB, MPUMEHAEMEIX K Y3NaH 2AMAHUCTATUEHSIX
wabnoHos.

BeifiepiTe TUN 0TOBPEKAEMEIX NGPAMETPOE NONHTMKA,

YnpasnagHsii: HacTpoeHHs: C KOMMEHTapUEM:

(a2 - (ot -] [mogon =

7 BknoqiTs GMAbTPE! Mo KNICYEBEM Ciosan

BUNLTPEI N0 CNOBaM: Nicboit -

B: 3aronoB0K NaPaMETPa NONHTHIH TeKET cpaskn KoMMEHT AU

[ BrnroumTE dMALTPEI No TpeBoBaHAN

BKIIO4HTE MapameTpbl, COOTEETCTBYIOWME MobibmM 113 BoifipaHHbX nna

~[JBITS 1.5 -
[JerTs 2.0 L —
[JerTs 3.5 5

[(internet Explorer 3.0
[(internet Explorer 4.0
Ointernet Explorer 5.0
~[JInternet Explorer 6.0
~[JInternet Explorer 7.0
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U3 CTPOKH B JI0O0M nopsake, « ToUHbIi» — TOIBKO MapaMeTpbl, TOYHO COOTBETCTBYIOIINE 3aJaHHOMY
GbuIbTPY MO clIoBaM, B MpaBUIbLHOM Mopsaake. DraxkaMu CHU3Y CTPOKH COOTBETCTBUI OTMEUAIOTCs
MecTa, re OyJIeT OCYIIEeCTBISATHCS BEIOOPKA.

3. Haxmute «OK» u mociie 3Toro B ctpoke «CocTosiHue» 0TOOPa3ATCs TOIBKO MOAXOISIINE
rapameTphbl.

=/ PegakTop nokanbHoil rpynnogoit neaukn EI

Qaiin  Jdeiictene  Bug  Cnpaeka
== #E = H [T

=l Noawtuka "MlokaneHeif komneroTep”
4 & Kondmrypauns komnetoTepa
= Kongurypayua nporpann YroBEl NPeCMOTPETE onkcaHne rCOCTOFHME
- [ Kondurypauua Windows 3MEMEHTA, BbIAENUTE EMOD.
4 [ AQMWHWCTPETUBHEIE WABAOHE!
i+ [ KomnonenTel Windows
% MpunTepsi
» [ Cucressa 2] 3anyckaTs NPorpakiky NP NOAKNKHERIN
|| Menonk3oBate NoKanusoBaHHLIE MMEHE NPl

. Bce napametpsi

=

1| BoiBepuTe AeficTEME KHOMKN BKAOYEHUS M
|| BuiBepHTe ASHCTEME KHOMKH BKARYEHUA NI
| 3anperus oBsop

[%: Bee napamerpe
" Bt
4 4% Kondurypauws nonssosarens | MacTep ycTaHOBKN NPUHTEPOE — CTREHNLA
1+ (7] Korburypauns nporpamm \_E, HacTpoiika aBTomaTHYecKoro oBHOBNEHNA
i+ (7] Kondurypauus Windows 2] He 3343BaTh Mo ymon4aHmio napamerp «¥c1
B j&\ AAMWHNCTPATHEHEIE LWIABNCHE! \_E, He oTAHaiTe NUTaHWE KoMNBHOTERS NOCK
|| He oToBpaaTh napamerp «YcTaHosuTs obF
|| He nokaseisaTs okHo npusetcTema «llpucty
2] OTKAKHUMTE AOCTYN KO BCEM BOSMOKHOCTAN
12| CkpbiTs TouKM BX0A3 A9 BRICTPOrD Nepet

|| YaanwuTe snement «Besonacrocts Windows:

\.

l [ r

Paclumnpentbiii /(C'raH,qapTHblﬁ/

B ToMm ke BcrutbiBaroiieM MeHIO «/lelicTBUE» CTaBUTCS WM YOUPACTCSI TaI0YKa HAIIPOTHB CTPOKHU
«@UabTP», €CITU HYXKHO IPUMEHHUTH UM OTMEHHUTH 3apaHee 3aJjaHHble HACTPOMKHU moadopa
COOTBETCTBUH.

[TpuanHT pabOTHI ¢ TPYMITOBBIMU TTOJTUTHKAMH

PaccmaTprBaeMblil B 3TOM CTaTbe MHCTPYMEHT IO3BOJISIET IPUMEHATh MHOXKECTBO CaMBbIX
pa3HooOpa3HbIX mapameTpoB. K cokaneHnuto, OOIBIIMHCTBO U3 HUX IMOHATHO TOJIBKO MPOQeccHoHanam,
UCHOJIb3YIOUIMM I'PYNIOBbIE TOJIUTUKU B paboumx 1esx. OnHako U 00bIYHOMY HOJIB30BATENIO0 €CTh UTO
HACTPOUTh, UCII0JIb3Yysl HEKOTOpBIE MapaMeTphl. Paz0epeM HECKOIbKO MPOCTHIX MPUMEPOB.

H3menenue oxna 6ezonacuoctu Windows

Ecmu B Windows 3axats coderanue knasuir Ctrl + Alt + Delete, To Oyzaer 3amyiieHo oKHO
0€30MacHOCTH, TJIe OCYIIECTBIISIETCS TIEPEXO0/1 K AUCIIeTdepy 3aaa4, oyiokuposka 1K, 3aBepiieHue ceanca
CHCTEMBI, CMEHa MPO(HJIS TTOTB30BATEIIS U TAPOJISL.

Ka;xz[aﬂ KOMaHJa 3a UCKIITFOYCHUEM «CMeHNTD NMOJIL30BaTeNs» AOCTYIIHA JIs1 pCAaKTUPOBAHUA
IMyTEM U3MCHCHUA HECKOJIBKUX MMapaMETPOB. Brimonusercs 3t1o B cpeac € nmapaMeTpaMiu UK ITyTEM
HU3MCHCHUSA peeCTpa. PaCCMOTpI/IM o0a BapHaHTa.

<> BnokvpoBaTh KOMOBIOTEP

< CMeHUTb No/b30Batensd

< BbIATH U3 CUCTEMBI
< CMEHWTL Maponba: -

< 3anycTuTb AVCET;
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1. Otkpoiite pegakTop.

2. Tlepeiigure B manky « Konpurypaunus noap3oBaress», «KAAMHUHUCTPATHBHBIE IA0JI0HBD»,
«Cucrema» u «Bapuanrtsl aeiictBuii mociie Haxkatusi Ctrl + Alt + Delete».

=/ PegakTop nokans+oii fpynnosoit nonuTIKM

®aiin [eiicrsve  Bua  Crpaska

e 2@H == T

[o]lo =

Rce nanawernn
(@t o)
T 1 KOHQWIypaL/A nporpanm
s ] Kondurypauma Windows
[ Cuenapun (Bx0A/BEIX08 M3 CHCTEN
, S Mapamerpsi Besonacrocti

T ROMMOHERTH! WINaows L
“ Metro «lTycks 1 nanens 32424
OBLme nank
" Mawens ynpaenerus
» [ Pabonii gy
> Cers. 5
Eoemy—
T Windows HotStart

" Bapuartel Acficremii nocne na

7 oxoa B cHCTEMy

| pynnosaa nonumuka
| [locTyn K ChemHaIM 3anomMAHE ~
m i

®

» ol QoS wa ocrose noauTKu

. [ PasEepHyTEIE NPHHTEPL!

. Hactnoiica Internet Finlore
4 | AQMUHNCTRATNEHEIE WabnoHb!

(&)

. BapwanTel aeficTemii nocne Haxkatha CTRL+ALT+DEL

Urobel npockioTRETs onucanie Cocronne
B/IEMERTS, BRIASANTE €ro. |i2] 3anpeTnTb usmerere napona

AanuTe acneTuep 3agay

i2| 3anpeTnTe saBEpLIEHNE ceanca

| 3anpeTuts Enokuposky komnbioTepa

" Pacumpennbiii | Crangaprrsii

4 napsmerpos

OTxkpoiite JTF00YI0 HEOOXOUMYIO ITOJIUTUKY B OKHE CIIpaBa.

-/ Pepakrop nokansHoii rpynnosod nonTikw

®aiin  Aeiicteme  Bug  Cnpaeka

=B =z EB= T

(E=3 o =)

"4 Bee napamerpel -
4 4L Kondurypauus nonssosatens
» [] Kondpmrypauma nporpanm
4 7 Kondpurypauns Windows
[ Cuenapuu (sxoa/ebxes ns cucrew
> Fa Mapanetpol GesonackocTu
> ol QoS ra ocrose nonwTHin
> pm PaseepHyTbIE NPUHTEDGI
» @] Hacrpoiixa Internet Explorer
4 (7] AgumnncrpaTieHbe WaBnoHs!
> ] Komnonenter Windows

=1 Mento «fTycis v nawens 33884
~| OBume nanku
“| Marens ynpasnenna
~| PaBouwii cTon
4[] Cucrema
| Windows HotStart
*| BapuanTe: eiicTouii nocne Ha:
| Bxoa s cucremy
7| Fpynnosaa nonumika

7| floctyn k chemmbin zanomnHa ~
< [ »

_ Bapuare) gciicreuii nocne waxaria CTRL+ALT+DEL

Urobet npocMoTRETs onncanie
D

CoctosHue

5] 3anpemuTs usenenme napons

] SanperuTs 61oKMpPoBKY KoMNBOTEpa
2] Yaanwme aucneraep sagay
|iz] 3anpetwTs 3asepLienme cearca

", Pacumpentiuit { Cranaaprasii

4 napavierpos

A 3anpemvms wsmerere napons

[E] 3anpenums uawenenve napens

Hesagano  Kommermapwii

@) Brnouute

) OmRAOUMHTE.

Moasepxueaerca:

Napaverps:

He Hinke Windows 2000

o ==

‘Caeayrowmii napametp

Crpaexa:

3aMpeLLET NONB30BATENAN M3MEHATE CEOR N3pONL N
coBeTBEHHOMY HKenzHuo.

3Ta NOANTIKE OTINIOUBET KHOMKY «CMEHa Naponas B
ananoroeon okwe <Besonacocts Windowss (koTopoe
NOABNAETCA NPU HaxaTMN coueTann knaginy CTRL+ALT+DEL).

OaMaKo NONBZ0SATENN MOTYT HEMENUTS CEQH Napans N
3aNpoCcy cCTewtbl. CHCTEN3 3aMPALLIBAET U3MEHEHIE Napon
1O TPEBOBAHHID AMUHINCTPATOPA WA KOTAZ MCTEK3ET CPOK
asiicTeus napons.

[oc] [Lones

)

—_—

B MMPOCTOM OKHC YIIPABJICHUA COCTOAHUCM IMapaMeTpa NMOCTABbTC I'aJIOUYKY HAIIPOTHUB «Brawouurb» 1
HE 336}/I[I)Te MNPUMCHUTHL U3MCHCHHUA.

HOHLBOB&TCJ’I}IM, Y KOTOPBIX HET PpEAAKTOpA MOJHUTHK, BCC JEHUCTBUSA HY>XXHO 6y,ueT BBITIOJIHATH YCPE3

peecrp.

JlaBaitTe pacCMOTpPUM BC€ AEHUCTBUSA MIOLIATOBO:

1. Tlepeiinure K pelakKTUPOBAHUIO PEECTpa.

2. Tlepeiiaure K pazneny «System». OH HaXOAUTCS MO ATOMY KITIOUY:

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\System

3. Tam BEI YBUAUTEC TPU CTPOKH, OTBCUAIOIIUC 3a IMTOABJIICHUC (byHKLII/Iﬁ B OKHE 0€30ITaCHOCTH.
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Hy Penakrop peectpa
Osiin Mpaska Bug Vh6panroe Cnpaska

NetCache = || Mma Tun 3HaueHme
Odbe = aB1(On wnsnnuanwn)REG 67 (sHauerme He npucacenc)
Photo Acquisition 29] DisableChangeP... REG_SZ
Policies 25| DissbleLackWor... REG_SZ
Exolorer SETRET nec.oz
:
TPowerCPL
RADAR
Run
RunOnce

Screensavers
Shell Extensions
Sidebar
Telephony
ThemeManager
Themes
Uninstall
UserScanProfiles
WinTrust

Windows Error Reperting

Wi rmascr |ivre
< I b

Komnerorep\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System

OTkpoiiTe He0OXOIUMYIO CTPOKY U MIOMEHsITE 3HaueHue Ha «1», 4TOOBI aKTUBUPOBATH MapaMeTp.

MzmeHeHne cTpoKoBOro NapaMeTpa @
MapameTp:
Disable TaskMar
3HaveHve:
1
0K l | COmmvena

ITocite coxpaHeHHs H3MEHEHHH JIeaKTHBUPOBAHHBIE ITAPaMETPHI 0O0JIbIIE HE OYIyT OTOOpaKaThCs B
okHe O0e3onacHoctr Windows .

H3MmeHeHus naHeIu MeCT

MHorue UCoNB3yI0T TUaIoTroBbIe OKHA «CoXpaHuTh Kak» Wik «OTKPBITH Kak». CieBa
0TOOpakaeTcs HaBUTAIIMOHHAs MTaHeNb, BKIItouas pazaen « A30pannoe». JlaHHbIN pa3ien HacTpanBaeTcs
crangapTHeIMH cpeacTBamu Windows, oHako 3To 10Jro 1 Heyao0Ho. [ToaToMy Jiydiiie BOCIIOIb30BaThCsI
TPYNIOBBIMU MOJUTHKAMU ISl PEIAaKTUPOBAHUS OTOOPaKEHUS 3HAYKOB B IAHHOM MEHIO.
PenaktupoBaHue MPOUCXOAUT CIAEAYIOIINM 00pazoM:

€ Coxpanume kak =
QQ [P Pasowwii cron + + [ #2][ Mouer: Pabiowi cmon r)

VnopagouuTe v Hosas nanka e @
[ UsBpanrioe * | BubnuoTexn
£l Heagehne mects Cucremman nanka 2

B PaGoswii cron
R Sarpyson = ZJowawmsa rpynna
Q Chcremsas nanka
4 EuBnnorexn
| 1
B oo R
[3 Aorymentor “@

=] MsoBpascerua - . Kounstorep
o Myzeika S Cycremian nanka

& fovawrnarpyrne <)) (GRS Cere i

Vs daiina; | -
Tan paiina: [IPEG Image -]
< Crpoms naniw Oruera

1. Ilepeiinute B penakrop, BeiOepuTe « KoHpurypanus nosab3oBaress», nepeianre K
«AIMHUHHCTpaTHBHBIE 20/10HB», «KomnonenTsl Windows», «[IpoBOIHUK» 1 KOHEUHO ManKon
Oyzner «O01ee 1Ma10roBoe OKHO OTKPBITHUS (paiiioBy.
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(= 4%, KoHgurypauma nonssceatens
[ ROHPWIYPaLWA NPOrpamne

L Kouhuomawog Windowe

(‘ | AGMWHWCTPETMEHBIE LWIaBAoHE! )
4 [ ROMACHEHTEN WINAoWS

_| Internet Explorer
| NetMeeting
| Windows Media Center
- Windows Messenger
~| Windows SideShow
> || ApxuBaLMA AaHHBIX
~| BeicTpeIi nownck
| Tagxertel pafiouero crona
| Ancneryep BnoxeHuii
| Adncnetuep okon pabodero ¢
_| 3Bykosannce
| Kanenaape Windows
| KaHanel RSS
| Konconb ynpaenenna (MMC
_| Haiiti
_| HacTpoiikn npesentaymn
| OBuwwit ceTesoid goctyn
~| Oryerwl 06 ownBkax Windo
_| Mapametpei Bxoaa Windows
_| MnaHnpoBLWKEK 3343HMi
| MnanwerHe MK
| Monwmukn aeTosanycka
MAura Windaue

MposoaHuk Windows,

T

' | OfLee gnanorosoe okH '

-/ PegarTop noxansHoi rpyAnosoii nonwKw

Gaitn  [leficrene  Bug  Crpaeka

B8 EB 5]

4 % Kongurypawss nonszoserenn
+ [ Kowgpurypauun mporpauisa

« i, b

m

_ OblLee AMaNOrOEOE OKHE OTKPLITHA Haiinos

H70Bi npockoTpETs onucaHe Cocrorne
2NenENTa, BmAENNTE £rO,

%2 Ciporms koniky <Hazags & oBup: gnanorax o
CpBITS PaCKPHIEBIOLLHICA CIMCOK HEATEHO «

Cinerme nauens annecos us ofuum auanoros

( [ Snemerre, orobpaxacsic & nanen mecr ]l

\ Pacumpentinifi { Craraaprieii

1 TIpeasiayIane BepcHi

—

4 nzpamerpos

2. 3I[€CI> BaC MHTCPECYCT «3.]'IeMeHTl>I, 0T06pamaeMble B IMMaHEJIN MECT».
3. IlocTtaBrTe TOYKY HAIIpOTUB «BriaouuTb» 1 ,ZLO6aBBTC J0 IIATH Pa3JINYHbIX HYTeﬁ COXpPAaHCHHA B

COOTBETCTBYIOIIHE CTPOKU. CpaBa OT HUX OTOOPaKaeTCsl HHCTPYKIHS MPaBHIIBHOTO YKa3aHHS IMyTeH K
JIOKAJIbHBIM WJIHA CETEBBIM IalIKaM.

&/ 3nemertol, OTOBpa*aEMIE 8 NaHEnH MeCT

[] Sneverms, orofipaaeiie & nanen wecr

© Hesamano  KOuwesT3pui

——
@
—_—

= Gramounre
Moaaepxusaercs

Mapauerpe: @ Crpaska:

Mpeas aywmii napaverp

He rioke Windows XP Professional nan cemeiicrsa Windows Server 2003

OroBpaxaeneie noamumm:

Snewent 1
Snewer 2
Snewent 3
Snewenr4

Snewent 5

HaCTpausaer cucok 3nemerToe, oToBpaxaemn Ha nanenn | ~
MECT QWaNOr G200 OKHa OTKPEITR Gaiinos Windows. Ecan stor
N3PAMETD EKHONEH, MOSKHD YKEATE 6T O4HOTD A0 AT

2neMenTOB, OTOBpEKaEMBIX Ha NZHEAN MECT,

[onyCTHMEIE 3nEMENTE A5 OTOBpEENIS Ha 3TOM Naen

1) Apasikn k nakansHemM nankam (anprviep, CAWindows)

2) ApAsiki K yAaneHHEIL NanKam -- (\\cepeep\oBLWi_pecypc)
3) nanxw FTP

4) seb-nanxu

5) Crangapmheie nankn oBoncsi,

Mo3HO yKassiBaTs CreayIoLIME CTaHA3DTHEIE NarTKN 060K

«PaBounii crons, «Mocneane mectas, «okymenars,

Teneps paccMoTpuM 100aBIICHHE 3JICMEHTOB Yepe3 peecTp IS MOJIb30BATENCH, Y KOTOPBIX

OTCYTCTBYET PEIaKTop.

1. Ilepeiiaute no MyTH:

HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\
2. BeiOepure manky «Policies» u cnenaiite B Heit paznen comdlg32.
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& Pesaxrop pesctpa

®aiin Mpaska Bua MsBpanroe Cnpaera

| NetCache B
| Odbe

| Photo Acquisition

Policies

| RunOnce

| Screensavers
. Shell Extensions
. Sidebar
| Telephony
| ThemeManager
. Themes
. Uninstall
| UserScanProfiles
4 WinTrust
DIWM
Shell
TabletPC
Windows Error Reporting

Nz Tun 3mauenie

28] (Mo ymonuarineo) REG_SZ

(savenme ne npuceoeno)

Ke HKEY_CURRENT L

" e ies\comdig32

[lepeiinnTe B CO3MaHHBIN pa3jei U caeiaiiTe BHYTpU Hero manky Placesbar.

24 Peaaktop peectpa

®aiin Mpaska Bug WsGpanvoe Cnpaska

NetCache
b - Ju Odbc

Phote Acquisition
4- . Policies

T POwerCrL
RADAR

. Run

RunOnce
Screensavers
Shell Extensions

| Sidebar
Telephony
ThemeManager

>-Jl Themes

>}, Uninstall

- | UserScanProfiles
B b WinTrust
DWM
Shell
TabletPC

Whind.

|| Mma Tun

ab) (Mo ymonuanme) REG_SZ

3Hauenune

(sHauenme He npucsoenc)

Komnerotep\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\comdlg32\Placesbar

& Peaaxrop peccrpa

@ain Mpaska Bua MsGpamnoe Cnpaera

NetCache -

>+ ). Odbe
i Photo Acquisition
4. Policies

. Explorer

Powercre
| RADAR
| Run
RunOnce
Screensavers
Shell Extensions
Sidebar
Telephony
1.1l ThemeManager
>~ ) Themes
- 1. Uninstall
UserscanProfiles

> - )4 WinTrust
DWM
Shell
TabletPC

Vin Tun auerme

ab] (Mo vmenuarie) REG SZ (3Ha4EHME HE NPHCEOEHD)
REG.SZ

28] Placel REG_SZ

5] Place2 REG_SZ

28] Placed REG_SZ

28] Placet REG_SZ

K HKEY_CURRENT L

we\C i esbar

5. Iocne CO3JaHusA OTKpOﬁTC Ka)XObIH M3 HUX U B CTPOKY BBCOUTC HCO6XOHHMLIﬁ IYTh K IIAIIKEC.

4. B oatom pazzene notpedyeTcs co3aaTh /10 MSITH CTPOKOBBIX MapaMeTpoB U Ha3BaTh ux oT «Place(»
1o «Placed».
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VameHenne cTp o nap pa @
MapameTp:
Place3

3HaveHne:
C:\Windows|

OK ] [ Omvena

CrnexxeHue 3a 3aBepiicHIEM PabOThl KOMITBIOTEpA

Korna BbI 3aBepiaete paboTy 3a KOMIIBIOTEPOM, BBIKJIIOUEHUE CUCTEMBI IPOUCXOIUT O€3 MoKa3a
JIOTIOJTHUTEIBHBIX OKOH, YTO MO3BOJIsIeT He ObicTpee BeikiounTh [1K. Ho nHOT A TpeOyeTcst y3HaTh
[04YeMY ITPOUCXOAUT BBIKIOUYEHUE WM MEPe3ayCck CUCTEMBL. B 3TOM ITOMOXKET BKIIIOUEHUE
CIELMAJIbHOTO JUAJIOrOBOr0 OKHA. BKII0O4aeTcs OHO ¢ MOMOLIBIO PEAAKTOPA UIIU ITyTEM U3MEHEHHUS
peecrpa.

3asepuiesve

£7 Windows'7 NpodeccroHansHanA

BrifepuTe peiicTame.

Ay

Sapepuenme pabore! |

3aKPBITVE BOEX OTKPLITHIX NPOrPamM, 3aseperre paboTel
Windows 1 BIK/KOYEHHME KOMNBIOTEPS.

[ OK ][ OTMeHa H Cnpasxa

1. Orkpoiite penakrop u nepeiute Kk «Kondurypanus Komnsorepa», «KAIMUHHUCTPATUBHbIE
madJI0HBI», IT0CIIE Yero BpioepuTe nanky «Cucreman.

Cucrema

OTobpamaTh AMANOT CNEMERUE 33 Cocroanne

[ Doourca "Movane sl vorneinrep” -

4 i KoHduMrypauwa KemnsoTepa
T RGRpATypataR NpoT et

Koubunmanmg Windowe

(A | AZMUHMCTPATHEHBIE uJEﬁJ’\OHba
T KOMMOHERTE! Windaws

+ 7] Manens ynpasnenna
| MpuHTeps!
Care
T o o0l
| Kerberos
| Windows HetStart
" BoccTaHosneHmne
| BoccTaHOBNEHNE CUCTEMEI

m

" Bxoa s cucTemy
| Bbi30E yaaneHHoi npougayE
5 Tpynnoeas nonnmuka

> [ Anarnectuka
*| Dncroseie keoTel
% ocTyn k cuemHeIm sanommI
* Aectyn k ycrpoiicream Enha
| 3awmra paiince Windows
" Mamens ynpasaenna npouss
" MapameTpel sa8epwenis pa
*| Mepepaua y4eTHbIX AaHHbIX
* Mepenanpasnesme nanku

» (7] Mepenanpasnenme ycrpoiicl
| Npedwnn nonssosatenci

, 7] Pacnpeaenenman mogens CC

+ 7] Ceresoii exo 8 cncremy

Cnykba epemenn Windows

3aBeplwennem pabotel

M3menuTs napamerp noanTuen

Tpebosanua:

He ke Windows XP
Professional unu cemeiicrea
Windows Server 2003

Onucarne:

[manor cneskenns sa
saBEPLUEHMENM paBoThl MoXET
oToBpaxarscs Npu 3aBEpLUEHAN
paboTel paBoqeil cranLpn nan
cepsepa. B Hem cogepwarca
8OMpOCE], KOTOPLIE
wenonssyrotea gna cbopa
CBEAEHWIT O TOM, NOYEMY
BLINC/HAETCA 33BEPLUEHME
paboTel KOMNBHOTERA.

ECW 3TOT NapamMeTp BKNHIUEH W B
PaCcKpLIBAHILLEMCA CINCKE
ebiBpaHo sHaueHne "Beerga’,
AMENOT CAEKEHUA 33
3aBepLUEHWEM paBoTel
OTOBpPaXAETCA NPN KaA0M
33BEPLUEHWN PaBoTel.

ECAW 3TOT NapamMeTp BKNHIYEH W B
PaCcKpLIBAHILLEMEA CINCKE
eeiBpaHo sHayeHue "Toneko ana
cepeepoB”, TO AMAN0T CNEKEHNA
3a 33BEpLUEHWEM paBoTel

| ChyxBa epemenn Windows
* ] CyowBel AOBEPEHHOMD MNATHOPMERHOD
_| CnysxBbl A3BIKOBbIX CTAHABPTOE
| Cuenapun
| YaaneHHbIR NoMOLLHWK
| ¥npaenenne cessbio yepes Viktepher
| ¥NpaeneHnE 3NEKTROMMTaHMEN

= | Yetanoeka Apaiieepa

_| YeTanoeka ycTpoiicTsa

| ®aiinosan cnctema

| 3HeproHesaBNcMBIA K3LL AncKa
|i=] 3arpyzate oTcyTeTeyowe COM-komnor
|i=| Pa3pelunTe KNMEHTaM ANA OTCAEXMEAHMA
=] He BBINOAHSTE aBTOMAaTUHECKOE WM pPOBE
=] He oTntoqaiiTe nTaHmne KomnsaTepa noy
[i2] BNrounTs NOCTOAHHYIO BPEMEHHYHD METK,

— - i
[,_‘ OToBpamaTe AMANor CIEXEHUA 33 338EpLU J

T ot e e e T
[i2] Orpann4nTs NPUMEHEHME NOTEHUMANBHO

i 3aNpeTHTE 33MYCK M3 CNPABKM NEPEYMCE!
¥aanuTe co0BLLEHNA O COCTORHWM 3arpy3k
|z MoapoBHele nnu oBeluHbIE CooBLLEHUA Cf
| ¥Ka2aTk pasMELLIEHME YCTAHOBOUHEL hail)
=] ¥Ka33Tk PACNONOMKEHNE YCTAHOBOUHELX bz

- 4 mn +

2. B Heii Hy)XHO BBIOpaTh mapametp «OTodpakaTh AMAJIOT CJIeKeHNs 32 3aBeplIeHneM PadoThI».
3. OTKpoeTcs MPOCTOe OKHO HACTPOUMKH, TJIe HEOOXOIUMO MOCTAaBUTh TOYKY HAIIPOTHB
«BKJIIOYMTBY», TIPH 5TOM B pa3jiesie mapaMeTphl BO BCIUIBIBAIOIIEM MEHIO HE0OOX0aMMO yka3aTh «Bceergay.
[Tocne He 3a0yAbTE MPUMEHUTHh U3MEHEHHSI.
28



T — =

[} Orobpaxars auancr crex e 5 sasepueHiten paBoTs:

Mpeasiayuuii napaets

| Crenyroruuii napawerp

Hesanao | |Koumenrapuii
© Benowns

Orontouuts

[loAREPXUBAETCR: e e Windows XP Professional wn cemedicrsa Windows Server 2003

Mapaverpe: | Crpacke:

a0t ¢rexenin 33 338epLIEHUEN paBoTSI | lManGr CIEKENVA 2 320EPLISHHEM PaBOTE MOKET

A0mKen oroBpaaTsC

Beeras -

Ecm >

“ wep wem
B8I6paHO sHauenie "BCeraa", AMANOT CAEXEHMA 33
asepuicHieH paBoTE OTOBpAXAETCA MK KEXAOH 3aECpUISH
pasort

Ecnu 3Tor napanerp sxavonen 1 & packphisarouien ci cncke

B6i6paHo sHauenwe "TonsKo ANA Cepeepoe’, T0 Manor

CNeXeHNA 33 33BEpLIEHNEM PAGOTI CTOBPEKAETCA NpH
Gorei

Windows Server

ECAM 30T NaPaMETp BIONEH W & PaCKPBIBAIDLLIEN CA ClcKe
euibpario sauerune "Tonako 41m pabouny cranuniv, guanor

JlanHast GyHKIMS BKIIFOYAETCS U yepe3 peecTp. Bam HY)KHO COBEPIIUTH HECKOJIBKO MPOCTHIX
JICUCTBUIL:

1. 3anycTtute peecTp u nepenUTe 10 MyTH:

HKLM\Software\Policies\Microsoft\Windows NT\Reliability

2 Pegarrop peecpa [E=SEeE
Oaiin Mpaska Bug WsGparwoe Crpasca
248 Kounsrorep /[ ua Tun -
HKEY_CLASSES ROOT 28] Mo ymonuaruo) REG_SZ (sHauesme He npucsoena)
werv cuppent e | | 2o ymonane)
b iShurdownResson REG_SZ
ab)ShutdownResso... REG_SZ

HKEY_LOCAL MACHINE
11 BCDO0000000
HARDWARE
SAM

s

-1 ControlSet001

. ControlSet002
CurrentControlSet
MountedDevices
RNG
Select
Software

4 Policies
Pl Microsoft

4 ‘Windows NT
Terminal Services
Reliability

T WPR

-]« M B
Kownetotep\HKEY_LOCAL MACHINE\SYSTEM\Software\Policies\Microsoft\Windows NT\Reliability

2. Haiinute B paznene nse ctpoku: «ShutdownReasonOn» u «ShutdownReasonUI».
3. Beeawure B cTpOKy ¢ cocTosTHEEM «1».

MsmMeHeHne cTpoKoBore napaMerpa @
MapameTp:
ShutdownReasonCn
3Ha4eHnE:
1
OK ] | OmmeHa

3agaHue HA CAMOCTOATEIbHYIO Pa0oTy ¢ rPYNNOBbIMHU MOJUTHKAMH

B otuete OTO6pa31/ITB IMYTh, NOPAJOK U BBITIOJIHCHHBIC JIeNCTBUS MO 3aJaHUsIM

Ne i | Pexxum paboThl ¢ [TapameTpsl rpyIIIoBoN NOJUTHKH
KOHCOJIBIO

1 ABTOpCKHi1 3anpeTuTh peAakTUpoBaHue peectpa. OrpaHUUUTh pazmep mpodus
noJb30BaTelsa 3HaueHueM 5 Mb

2 [Tonp30BaTENbCKHUI - 3aHpeTI/ITL HCIIOJIb30BaHHE KOMaHIHOM! CTPOKH. 3aHpeTI/ITB




IIOJIHBIN JOCTYII

M3MEHEHHE PUCYHKa pabouero croia

3 ITonp30BaTeabLCKUN - 3anpeTuTh UCHOJIb30BAHUE COUETAHUM KJIABUIL, BKIHOYAKOIINX
MHOT'OOKOHHBII KHOTKY «Windowsy. Y nanute ums nosib3oBatesst u3 MeHio «Ilyck»
4 ITonb30BaTenbCKuii - 3anpeTuTh UCIONIb30BaHUE JUCIIETYEpa 3a/1a4. Y CTAaHOBUTh
OJIHOOKOHHBII 00s13aTeNIbHBIN 3a1pOoC MapoJIsl IPU BBIXOJIE U3 CHSIIET0 PEKUMa
S) ABTOpCKUI 3anpetuts noctyn K «[laHenu ynpasieHus». 3aupeTuTh 3alycK
«bnokHOTaY
6 ITonb30BaTenbCKuii - Y cTaHOBUTH 00sI3aTENIBHBIN 3alpOC MApOJIs IPU BBIXOE U3
MOJIHBIN JOCTYI SKpaHHOM 3aCTaBKU. Y JAINTh «3aBEPIICHUE CEAHCa» U3 MEHIO
«IIyck»
7 [Tonp30BaTENbCKUM - Ckpoiite quck D: (CD-npuBox) U3 okHa «MOM KOMIIBIOTEPY.
MHOTOOKOHHBIN Y nanuth 3Ha40K «Mou JOKyMeHTBD» ¢ «Pabodero cromay
8 [Monp30BaTeabCKUN - VYaanute «O0mme T0KYMEHTBI» U3 OKHA «MOH KOMITBIOTEPY.
OJTHOOKOHHBII CKpBITh 0011IKE TPyNIBI mporpaMm u3 MeHio «Ilyck»
9 ABTOpCKHI1 3anperute n1octyn K qucky C: u3 okHa «Moii KOMIIbIOTEP». Y TAIUTh
«CereBble TOAKIIOYEHUsD U3 MeHI0 «Ilyck»
10 [Tonp30BaTENbCKUM - 3anpeTuth BbI30B «CBOMCTB» 00beKTa «MOM KOMIIBIOTEDY.

IIOJIHBIN JOCTYI

YcTanoBUThH OYHMCTKY CIIMCKa IMOCJIICAHNX HCIIOJIb30BAHHBIX
JOKYMCHTOB ITPH BbIXOAC N3 CUCTCMbI

KOHTpOJIbeIe BOIIPOCHI

1. JIyis wero npenHa3HaveHa rpymmoBas moiautrka 6e3omacHoctu OC Windows ?

2. Kakue HaCTpOiKH BKITFOYAET OKHO JIOKAJIBHBIX TPYNIOBBIX NOMUTHK Oe3omacHoctd OC Windows ?

3. Uro Takoe AJIMHHUCTPATHBHBIC TA0JOHBI JIOKAIBHBIX TPYIIOBHIX MOIUTHK Oe3omacHocTn OC Windows ?
4. Kakue KJII09M peecTpa JOCTYIHBI sl peIaKTUPOBAHUS JOKAIBbHBIX TPYMIIOBBIX HOJIUTHK Oe3omacHocTH OC

Windows ?
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JlaGoparopuasi paGora NeS HacTpoiika Opanamaysp Windows.

Heab padoThl: M3yunTh HacTpoliku OpanaMayspa OC u ero HacTpPOUKH It 00eCTIeUCHUS 3aIIUThI
nHpopmaruu

Bpewms 2 gaca

Teopernueckasi 4acTh

Bpanamaysp uinu gaepBoi1 — 3TO CUCTEMHasl yTUIIUTA (CETEBOM SKpaH) JJIsl KOHTPOJIS U
(GUIbTpayu BXOAALIETO/UCXOIIEro Tpaduka. bpanamaysp cran HeOTheMIIEMON YaCThIO
onepannoHHbIX cucteM Windows, HaunHas ¢ Bepcun XP SP2.

Bpanamaysp MokeT ObITh KaK ISl OTACILHOTO KOMITBIOTEPA, TaK | JUIsl BCSH JIOKAJIbHOM cetn. B
o0uiem ciayyae OpaHaMay3p BBIIIOIHSET CleyIoe PyHKINUN:

e 3anuTa CHCTEMbI OT BHEIIHUX aTaK. B CIUCOK TakuX yrpo3 BXOAAT CKAHUPOBAHHE MOPTOB, [P-
cnyddunr, DDoS-ataku, mogdop maposei.

e baoxknposka yredek. Eciu BpenonocHoe 10 nponukiio B komnetorep uepe3 USB unu CD, To
OpaHaMaysp U COOTBETCTBYIOLIMX HACTPOMKAX MPEIOTBPATUT AajibHEMNIIee pPacpoOCTpaHEHUE 110 CETH.

o KoHTpoJb npuioxenuii. bpanaMaysp 11o3BoJsi€T HACTPOUTH TOCTYII B CETh IS KaK10T0
OTJENBHOIO IIPUIIOKEHUS.

e 3onasabHasn 3ammrTa. ObecrieyeHre pa3IMuHbIX YPOBHEH 10CTyNa B paMKax JIOKaJIbHON CETH.

o [IpoTokosmmpoBanue u npeaynpexaesue. bpanamaysp He TOIBKO COOMPAET CTATUCTUKY, HO U
IIPESYIpeXx1aeT M0JIb30BaTeNeil 0 pa3IMyuHbIX 1€HCTBUSAX.

Bpanamaysp ecTh He TOJIBKO B OnepalluoHHbIX cucTemax. 10 MapipyTu3aTopoB TakKe BKIIIOUAET
BCTPOEHHBIN (paepBOILI, KOTOPBIM OOBIYHO HACTPAUBAETCS Uepe3

BpannmMaysp criocoben aHanu3upoBaTh a0COTIOTHO BECh UCXOIAIINN U BXOIAIINN TpaduK, a TAKXKE
JTMHAMUYECKHA OTKPBIBATH MOPTHI [T KOHKPETHBIX MPUIOKEHUN. UTO KOHKPETHO U3 Tpaduka Oyaer
OJIOKMPOBATH OpaHIMaydP, 3aBUCHT OT IMOJIb30BATEIILCKUX HACTPOCK, a TAK)KE BHYTPEHHEH 0a3bl, KOTOpas
MO3BOJISICT UACHTU(DHUIIMPOBATH MTOTCHIIMAIBHO HEXKEIATEIbHOE COIEPIKUMOE.

OuibTphl pabOTAIOT HA HECKOJIBKUX ypoBHAX Mozaenu OSI. Hanpumep, Opanamayasp ciocodeH
BBINOJIHATE (PUIIBTPALIUIO TAKETOB (CETEBOI YPOBEHb), KOHTPOJIMPOBATH IILIIO3bI (CEaHCOBBIN 1
MPUKIaHON ypoBHU). [l KaXK10T0 YpOBHS UCIIOJIb3YETCSl CBOM TMOKHUI PUIBTP.

Hanpumep, Ha ceTeBoM ypoBHE OpaHaMaydp aHATU3UPYET 3aroioBok [P-nmakera: aapeca
MOJTYYaTeIsl ¥ OTIPABUTEISI, MHOOPMAIIHUIO O TIPOTOKOJIEC U IPHIIOKEHUH, HOMepa ropToB. CoOpaHHas
nH(pOpMaIKg CPaBHUBAETCS ¢ TAOMUIEH MPaBUJI, TOCIIE YeTr0 MPUHUMAETCS pElIeHHe — MPOMYCTUTh WU
0TOpaKoOBaTh MAKET.

Mogaenb OSI
Tun AaHHbIX YpoBeHb DyHKUUMN

7. MNMpuknagHon HocTtyn k ceTeBbIM crnyxbam

[aHHble
6. MpeacTtaBuTenbCKuin MpencrtasneHne un WnpoBaHne AaHHbIX
5. CeaHcoBblIli YnpaBneHve ceaHCOM CBS3U

CermeHTbl 4. TpaHCNOpPTHbIN Mpsimas cBA3b MexXay KOHEYHbIMW MyHKTaMu
MakeThbl 3. CeTeBon OnpepeneHue mapLupyTa 1 normyeckas agpecawms
Kagpbl 2. KaHanbHbIN dusnyeckas agpecaums
BuTbl 1. dusnyeckni PaboTta co cpenon nepegayn n 4BOUYHBIMU OAHHBIMUA
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Hanpuwmep, u3Bectnsiii Bupyc WannaCry arakoBas TCP-iopt 445, KoTOpbIii Ha OOJIBIINHCTBE
KOMIIBIOTEPOB OBbLT OTKPHIT.

Bbpanamaysp — 310 mepBas uHUS 000POHBI BALlIETO KOMITBIOTEPA, KOTOPAst HO3BOJISIET C BHICOKOW
3G EKTUBHOCTBIO CIIPABUTHCS CO CIECAYIOIIMMHU BUIaMHU YIPO3:

o KomnboTepHble YepBH M HEKOTOPbIe BUPYChI. Y YepBeil COOCTBEHHBIN KO/, [IOATOMY UM HE
HYKHBI ONIpeJIeIeHHbIe (Qailiibl 11st 3apaxeHus. C 3TOi TOUKHU 3pSHUS TaKUe YTrPO3bl 00JIee OMacHEI.

e B3jom c ucnob30BaHMeEM yaJeHHOr0 padoyero croJia. [Ipu oTkinroueHHOM OpaHamayspe
37IOYMBIIIJICHHUKHA MOTYT TOJIYYUTh IOCTYII K BalIuM (hailiaM U 1axke IepexBaTuTh YIpaBJiIeHUE.

o PazauyHblii muoHckuii copt. HekoToprie mporpaMmsel 6€3 Baliero B€oMa OTIPaBIISIOT
MH(POPMAIIHIO O CUCTEME WJIM JISHCTBHSIX CAMOTO IOJIb30BaTENsl CTOPOHHUM JiniaM. bpanamayap 3a cuet
OTrpaHUYEHUS UCXOAAIIETo TpadrKa MOXKET MPEIOTBPATUT YTEUKY TaHHBIX.

o JlocTyn yepe3 03KkA0pBI. XaKepbl 4aCTO UCIIOJIB3YIOT pa3iuuHble ysi3BUMocTH B [10, B ToM uncie
OTKpBIThIE IOPTHIL. bpanmaysp 610kupyeT 10001 HEaBTOPU3UPOBAHHBIN TpapHK, yMEHbIIasK IaHC
BOCIIOJIb30BATbCA TAKUMU YA3BUMOCTAMMU.

e DDoS-araku. Ucnonbs3zyembie anroputMbl 3G (HEKTUBHO OMPEIEIAIOT 0A00HbIE aTakH,
AHATM3UPYSI TOBTOPSIFOIIUECS 3aIPOCHI C OMPEIEIIEHHBIX ip-apECcoB.

Bbpannmaysp He criocobeH o0ecrneunTs NOJIHYIO 3alIUTY Ballero komnbiotepa. EcTe psan yrpos, ¢
KOTOPBIMH €MY HE CIIPABUTHCA.

[IepBoe — BHpPYCHI U YEPBU, KOTOPBIE YKE MOIAIN HA KOMIIbIOTEP. bpaHaMaysp cKaHUPYET TOJIBKO
ceTeBOM TpauK U He aHAIM3UPYET HENOCPEACTBEHHO (paiiaoByto cucteMmy. FIMEHHO O3TOMY Ha
KOMIIBIOTEpax 0053aTeNIbHO JOKEH OBITh TIOJTHOICHHBI aHTUBUPYC, KOTOPBIA OOHAPYKUBAET U yAaJIseT
YK€ AEUCTBYIOLIUE BUPYCHI.

Bpanamayip He cnoco0eH 3aIUTHTD BaC 0T BPEJIOHOCHBIX CChLIOK, KOTOPBIE BBI [10JIy4aeTe
yepes cliaM B 3JIEKTPOHHOM mouTe. Takke KOMIBbIOTEP MOKET 3apa3uThes BpeqoHOCHBIM [10 He uepe3
ceTb — USB-Hakonureny, onTuyeckue IMCKU, KapThl TaMATH M Tak Aajee. YTeHne 1 KonupoBaHUe
(aitoB ¢ 3TUX HOcUTENeW OpaHaMaysp HUKAK HE KOHTPOJIUPYET.

IIpakTHYeckune 3a1aHUA

IlepBHYHBII 3a1IyCK M HACTPOMKA
OtkpeiTh "Tlanens ynpasJeHus', B KOTOpoii kiukaeMm o "Bpanamaysp Windows":
Jlanee BHIOMpaEM MBIIIKOH B COOTBETCTBYIOIIUH MYHKT (0MOJTHUTEIbHBIE MApAMETPHI):

& S

& 5 v A @ « Bcesnementbin.. > Bpanamaysp Windows

3awmnTmUTe CBOWM KOMMbIO
MaHens ynpaenesns — 3
AOMBLUHAA CTPAHNLA 6paxamayspa Windows
Bpangmay3p Windows nomorae

3/10YMBILUNEHHWKOE WK BPEAOH
WAN NOKANBHOW CETK,

PazpeLueHne B3anMogeiicTens
C MPUAOKEHUEM MW
KOMMOHEHTOM B BpaHamMay3pe
Windows

9 Wzmerenne napametpos . v HactHble ceTn
YBEACMNEHNI

Cetu goma unun Ha pabore, KoTi

ycTpoicTea

& Bratouenme n oTkroNEHME
6panamayapa Windows

9 BoccTaHoBWTb 3Ha4YeHMA no
YMOANYaHU

cToaHue Bpangmayspa
Windows:

O JdononHutenshblie NapamMeTpbl

Bxoagawune nogkntoyeHns:
YcTpaHeHue HENON3AOK B CETH 32



A yNpaeneHna =

MaH... > Bce3anemeHTel NnaHenwn ynpasneH... v O Mowu

2TPOB KOMNbIOTEPa Mpocmotp:  Menkue sHauku ¥

\ B3
1) g AeTosanyck

e ﬂ Bpanamaysp Windows
5 Oata v spema

iCTEa o [Awncneryep ycrpoiicte
A3HHbBIX 4 fomatunaa rpynna

iy 3syx
b & Victopua daiinos

w Mbiws
urauma &= MNapamerpel MHAEKCMPOBAHNA
HWUKa ol MepcoHanusauusa
NeHHbIM pabou... m MporpamMmel 1 KOMMOHEHTDI
VAUAHUK E Pafnuue naniu

Bpanamaysp Windows u HacTpoiika mpoduieit
B oTkpbIBIIEMCS OKHE ecTh TpH Habopa npoduiieii (Oomuii npoduib, [poduian romMeHa u
YacrHblii npoduas), a Takoke napamerps 1PSec.

Mpodune nomexa YacTHbiit npodune
OBwwit npoguns Mapametpe! IPSec
YkaxuTe pexum paboTsl B Cyyae NOAKMOYEHUA KOMMbIOTEE K

oBiecTseHHo CeT.
Cocrosnue

if Bpangmaysp: BkniounTe (pexomerayeTcs) v
Bxonsuwme

NOBKIOYEHUS: BriokvposaTs BCe MOAKMIOYEHNR
WUexonaumve En 5
NOAKMIOYEHNA: opdonth:
3EI.I,AV|I.HEHHbIE CETEBbie NOAKMIOYEHNA HBCTDOM“:...
MNapameTpsl
7| Ykaxute napameTpsl, ynpasnaiowme
Y— | 6paHamayspom Windows. HacTpouT..
Benerime xypHana
YkaxuTe napamMeTpbi seeHUS H
| XypHaNoB ANA YCTPaHEHUA AcIpoWIE:
HENonaaoK.
0K Omvena Mpumerans

31ech s KaxKaoro u3 npoduieil Hy>KHO BKIIOUUTh Opanamaysp Windows (repBbiii
BBINAJJAIOIIUI CIIHCOK), BKJIIOUYNUTH OJOKMPOBKY BCEX BXOISIIMX MOJKIIOUEHHH (BTOPOH BBINAAAI0LIHA
CIIUCOK) U OJIOKUPOBATH UCXOAIINE MOAKIIOUEHUS (TPETUM CITHCOK).

P €3yJIbTaTOM JIOJI’)KHO CTaTh.



r'Y oy Wind

@oits  Sedicrzwe Bug  Cnpeexs

o Nl 7 R

Epanapeysp Windows & pexume nozeienron Gesonscrocrn (Mokenerent kouns=otep
f )

& Npaoins gns mxogauyw ne,

K3 Npasnns A woxoanuger o | Soanavarse Windows 5 pexaove noeswen-o Gasor I 5 :
¥4 Mpaennz Sesonscrocrr na KoMm=oTepes, pedoTaouu roa yreesnarsem OC Vindows.
5 Hafmagoine

Oéco

Mpodgum. norcis

B ):[aHHBIfI MOMCHT 3aIlIpCIICHLI BCE€ BXOAAIIHNEC IMOAKIIOYCHUA U BCE€ UCXOOAIINE, KPOME TCX
IIpaBuJI, 4YTO 3aaHbl U3HAYAJIbHO IPUIIOKCHUAMU U caMoil CUCTEMOM.

ﬁ Spanmvayap Yindows mcroat

O 2uopsmne NONKACKEHNR, e SOOTRETCTOFOLME Y OR1OM] TOSBNY, ZINDALEH
O Vonamune nozmois4E, He COIDETCTEICWAS s DIHCMY PRANICTY. SARALAHE!
YacTid npodginm. aKTuReH

& Soanmaaap Vindows mcrcaen

O Reonsume NOALICUEHNR, e COCTDETETIFOLUA Nl OZHOM] TERBATY, SINDAUEH

O « o ¥3, 48 CormeTCTEY 4 DOHCMY NDANISTY SaNpesert
QGupsa pogwink

a S anyan Vinaoes mecnaiy

G Hee noac 220,

O VonaRume NN EE, 1e CONTDOTCTEINCMME HE QRHIMY NRACKTY, JANFELML

a Croacss Cpaivesnts Weekowe

[IpaBuna A UCXOOANINX COCTUHEHUM

B GonpmmHCTBE CJIY4acB JIs1 BXOAAINX COCI[I/IHGHI/Iﬁ HUYCTO HACTpauBaTh HE HYKHO U UX CTOUT

HaCTPOﬁKH mpaBujia 4Jjs1 HCXOAAIINX COCHHHCHHﬁ, BBIIIOJIHACTCS B OKHE:

4

JepKaTh 3a0JIOKMPOBAHHBIMU (32 UCKIIIOYEHHEM TPEOYEeMbIX U YCTaHOBJICHHBIX [0 YMOJIYAHHUIO).

Seis Jebcriom Boy  Crgeses

“e ol s 60

) Neannre 4o sesguais nig
K Noannrs s wesasumr v
N Mousnrs S s noy
& Mmoo

[ »

Jnist aToro nepeiaute Ha BiIaaky "TIpaBuiia it MCXoASIIEro NOAKIOYeHHs'", I1e
CYIIECTBYIOIHNE (BCE) M aKTHBHBIE (3€JICHAsI TajlouKa), MpaBuiia, KOTOPHIE €CTh B CUCTEME.

Bl - | I"‘ 1 ped .00 e sctaliog, yan A .- ‘
0 30 K Coi s misanrs .

@ $02 Cis Dowrlowdsrd T Coreapress 0 *prgene N
@ QT T ypine Dosmosn

0 208 ~OTi Moex T Genrepeeacs 0 ctevemon N
Q203 O Mo T Ouavmpreats ne fpyene »
@ 202 Cuslris B >
O I0% e s

G 202 Cpeiafint Ve R

O 39us lpesvrmbe R s

O 202 Sam =THLS TR

O UL vean Al lepe
0202 Loy DION

O 50T ey o
2828 Mac 2

O Lo tramidien t

O 202 N Manc 5

O Ly eamitren s

O o2 Spawm Al
Q2T nmym s

0202 Jpayn Clplat

O L0 penmlincia

0 202 punye Cege S
O 208 prymiasgs 1w
G rorpawmHeian'th
G 20/ perym esen it th
O 202 cnmin

O 0L pnm Overnnhih
0 208 Zocryn Overmtih L
@ 208 perym\imiti

O 203 pcmtm s

O 202/ prymtienr -
¢ »

Yarre Bcero 3/1eCb CTOUT OCTABUTD BCE KaK eCTb Hn3Ha4daJIbHO, 6o YAAJIUTh BCE IpaBujia, KpomMe

OTMEUYCHHBIX 3€JIEHON raJOuKOM, T.€ BKIFOUCHHBIX CAMOM CUCTEMOM (M TIPHIIOKEHUSIMU) B TAHHBIN
MOMEHT.
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@ Bpanamaysp Windows & pexume NOBbILLEHHC] |
3 Mpasuna AnA BXCAALLMX NOAKIHOHEHNI i

n Mnacuna nan wAvAnANIGrA AANKE AWLIGUIAA

. Co3aate npaswno...
o
= DunbTposate no npodunto >
®unbTpoBaTh NO COCTOAHWIO b
®uneTpoeats No rpynne b
Bug >
OBHoBuTs

3KCI'IOpTV|p083Tb CNNCOK...

Cnpaeka
JIns1 BBI30Ba KOHTEKCTHOIO MEHIO KJIMKAaeM MpaBoil KHONKOM 1o «IIpaBuiaM UCXOoasaImux
MOAKII0UeHHEM» B mipaBoii KOJIOHKE BbI HaiauTe KHOMKY "Co31aTh MPaBMJIO', KOTOpas Tak JKe
JIOCTYITHA NP KJIMKE MPaBOM KHOIMKOW MbIIIKY Ha yHKTe "[IpaBuiia Aasi MCXoasA1ero nogKJIYeHns ' .

C IIOMOIIIBIO 3TOH caMOM KHOITKH HCO6XOI[I/IMO CO31aTh IpaBujia JJId BCEX HpHJ’IO)KGHPIfI, KOTOPBLIC,
10 BameMy MHCHUIO, JOJDKHBI UMCTh JOCTYII B UHTCPHECT.

Cosznanwne mpaBwil paboOTHI OpaHAMAay3pa

@

Tun npasuna

ItuBepiTe TN NpERAE GPSHAMEFIPE, KOTOpOE TPEBYeTCR Ca3ARTS

Baoe
1 Ton npamina Mpap«no Kaxoro TN B XOTHTE CoAtAT?
oo pamv
+ Deacteve ® [nn nporpasee:
» Mposwns TIPItURO. JIPANNROWES NOATIIEHFMI LR TPOFDIMM
b Wam ) [nw popra
TPacUNO, INPABAROLIGE NOBCTICYEIMAMN IAR NPT TCP e UDP
O Npeponpeneneresse

Mpasuno, yNPIBAROLES NOJKTIOHBHIEMI LA onepas Windowe.

) HacTpaunacsmic
Hacpavnasmoe npanino.

Hanpumep, naBaiite caenaem mpaBuio Ais Opaysepa:

st aTOTO CO3/1aeM MPaBUIIO, TUIT KOTOPOTO BhIOUpaeM kak: "'/lyiss mporpamMmsbl”, mociie 4yero,
UCHOJb3ys KHONKY "0030p", yka3bsiBaeM IyTh J10 €Xe-¢ailia mporpaMMsbl, KOTOPOI MbI XOTUM J1aTh
JOCTYII JUTsl HICXOAIETo Tpaduka (MpHu y4ueTe, uTo Bl co3gaeTe mpaBuiio B pa3/iesine UCXOASIINX).

« Win10(C:) » Program Files (x86) » Google » Chrome > Application

- Cosaare nanky
T & N Wma i [laT1a namenexrua
Ky 55.0.2883.87
loud Fil Dictionaries 29.01.2017
SetupMetrics 27.01.
¢ chrome 08,12.2016 11:0:
1BI0TEP

ds
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Ha cnenyromeit Bkiiagke Beioupaem nmyHKT “'JleiicTBue" kak "Pa3pemuts noakiaoyenue".

[Mpodunuposanue
P Mecrep congamun npasins ane #00ra HERAALILD N
HehcTene
Yiamare pehcToae yeromeEm, B OM MP0HNS.
anw
* T rpwens Veaena pdcris, woleps . Ko
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LR ) Paspesm Ge30nacioe NOAKmosSmMe
Crncear n 1PSes.
EL UL ¥
TS AT CAINECAC M AR A
() BACKOGaTL. NoAmNeIe:
[Ceum O

X SECTHOR CETIL HENDAMED BOME AMM

DH‘.’ 1@ ] QARLLLND PAAK
NMpodwm,
Yieasame NDOPHNA, K KOTIDGIM NDHMEHARTCS AT NDABAND.
llianc
@ Twirpsenia s koo 1pODHNEA T4t 1Re2R Momire 7
W porpaves
|| Pomesnesd
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" CUIECTEEHO0 Ca T

Ha Bxnagke "IIpogmuinb" BeiOupaeM paszpenieHus JUist Becex Mpoguiei, T.e CTaBUM BCE TaJIOUKU:

N na Bxiaake "Ums" mMbl 3a1aém umMst 1S cBoero poduiist (peKoMeHyeTCsl HAUWHATE UMS C

Wms:

|@@@ Ooctyn ans Google Chrome

Onucanue (HeobGssaTensHo):

Wexoaswee npaeuno ana aoctyna Bpaysepa B MHTEPHET

Vioan

O 22D Jocryn DOOM 2

O 83 0Steam More }

O 02 OSteom More 4

O cTOStesm More 3

@ 223 DSteam Morc 6

O eo0/perym ACC

O @@ Socrym ACC2

O ST OoocTyn Ciplnet

O 238 0ocryn Fikezitle

O ST 8/locryn Gaogle Chrame

O 22 Socryn Google Dive

O ©S R /ocTyn Heroes of the Starm
O 23 20y Haroes of the Starm »52
O eSofcerymin

O PP Jocrym Overmatch

O TR perym Oueratcn | sancher
O 222 S0cryn WinSCP

O ST 0/oerym tarrnt

O 2P Socryn Ganind

O SR /cTyn tarrnn

O 23 ®Socryn ans Battle. Net

O TV OocTym am Pusey

O S22 0oy ann Steam

O S D/locryn Anm mppewTon

O 03 @Jocryn saymeepy Gatra

O 9V Locrym cypeeid Barn

O oS Secryn_Rapu

) Dy eI MONENM IS BETMOXMNOCTH A7 NS

@ Foxit MobideP DF

O mONS (UDP-Out)

@ Microsomt Edge

& Necrosof Sticky Notes
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DiagTrack

Foxit MobilePDF
mDNs

Microsoft Edge
Microsoft Sticky Notes
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OJTHOM M TOM e OYKBBI HJIM CMMBOJIA, YTO MO3BOJIMT OBICTPO HAXOAUThH CBOM MPaBUJIA B CIIUCKE):
ITo sToMy mpaBumity Opay3ep JOIKEH YCHENTHO COSTUHATCS C HHTCPHETOM.

[To Tomy >xe mpuHIMITY JOOABISETE MPaBHUIIA, U BCEX MPHUIOKEHUN, KOTOPBIM, HYKEH JOCTYI B
HUHTEPHET.

m
BezonacHocts MogpoGHo lMpeabigywme Bepcm
OBwme Apnbik CosmecTumocTs
TMpoToKonb! U MOpTHI OBnacm [LononHuTtensHo Mok
m Adobe Lightroom Obwwe [Mporpammsi v cnyxBbi YnaneHHe
Tun obbekTa: Mpunoxerne Ofuwe
Pacnonoxerme: Adobe Lightroom | Yrs:
o | [@@@ﬂocwn Heroes of the Storm x64
OBvexT: l]ram Files\Adobe\Adobe Ungom\Iingoom.exe"]
Ormcanue:
Paboyas nanka: ‘"C:'\Program Files\Adobe\Adobe Lightroom" |
BeicTpeiit BoI30B: [HeY | .
Bxniovero
OkHo: OBbiuHbIi pa3Mep oKHa v
DeircTame
KommeriTapuii: l I
9 (@ Paspewnts nopkmioueHine
Pacnonoxerme daitna | CmeHnTs 3Havok...| | [ononHuTensHo... B N Q‘
(O Pagpewns TonbKo 6e30NacHOE NOAKNICYEHNE
(O BnokupoBaTs NoAKNIoYEHIAE
OK Omvena Mpamersrs
¥ oven
@ @@ Dis2
@ @@@ Clip2 Downloader 2
@) @@@ Clip2net Downloader
: @ @@@ HOTS More
TpoTokons! 1 NopTL! O6nacts LononHutensHo TNMokaneHsle cyGbekTsl
Obwwe Mporpamms v cnyxGii VpaneHHsIe KOMMboTEpS! 0 @ @ @ HOTS M o reZ
TaMMbI 0 @@@ One Drive
!_“J (O Bce nporpamvibl, OTBENEILLME YKASEHHBIM YCTIOBUAM o @ @ @ On e drIV e 2
3 3
i @ @@@ Opera Port More
T -
@@@ Opera Portable
MNakeTsl npUnoXeHIA
e @ @@@ Steam HTML 5
) @@@ Steam Web Helper
Cryx6Got
VKaxuTe cyxBbi, K KOTOPbIM S g @@@Steam npaBMﬂO 1
o4, MPUMEHRETCA 3TO Mpasino = 0 @ @ @ ﬂ DOOM
& ocTyn
@ @@@ Joctyn DOOM 2
€ @@@5team npasuno 3
& @@@Steam npaswno 4
& @@@Steam npaenno 5
£ @@@5team npaewno 6
0K Omvera MpumesnTs
@ @@@Joctyn ACC
@ @@@Joctyn ACC2

@ @@@/octyn Clip2net
@ @@@Jdoctyn Filezilla

Jlns onpenenenrs MOJHOrO MyTH K ¢ailly 11 3amycka HaKMUTE IIPaBOi KHOMKOM MBIIIKH 110
ApIIBIKY U BeIOepUTE MYHKT "CBoiicTBa", rie B ctpoke "O0beKT" OyneT yKka3aH MOJHBIN TyTh 0
pabouero (aiina, a Ha cTpoke 'PaGouasi manka", coOCTBEeHHO, Yka3zaHa paboyas mamka ¢ mporpaMMoOH.

Crenyer HOMHUTD, YTO JUIS Pa3HBIX Pa3psIHOCTEH eCTh pa3Hble BEPCHH MTPOrPaMMBI, T.€ TOPO
HEo0X0JMMO pa3pemaThb 1ocTyn U X86 (x32) u X64-Bepcuun mporpamMMsl, B 3aBUCUMOCTH OT TOTO, Kakasl
UCIOJIB3YETCs CUCTEMA.

Jliist ""CITO’KHOCOCTaBHBIX " TIpoTrpamMM TpeOyeTcss MHOTO pa3pelieHni, Hampumep st Steam'a
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HYXKHO TJIe-T0 6-8 mpaBwmi1 A1 HOJTHOCTBIO pabouero GpyHKIMOHaNA (T.K Y HUX OJHO MPHIIOKEHHE
OTBeuaeT 3a Opay3epHyI0 4acTh, BTOPOE 3a 3aITyCK KIMEHTa, TPEThE 3a TPAHCISINHY, YETBEPTOE 32
MarasuH, IIToe 3a YTO-JTKU00 elIe):

Steam\Steam.exe;
Steam\bin\steamservice.exe;
Steam\bin\x86launcher.exe;
Steam\bin\x64launcher.exe;

e Steam\bin\steam_monitor.exe;
e Steam\bin\GameOverlayUl.exe;
e Urh

Taxoe BCTpedaeTcs y 10CTaTOYHO OOJIBIIOr0 KOJIMYECTBA MPOrpaMM, T.€, €CIIU AT TOCTYII
OJIHOMY, OCHOBHOMY €Xe-(aiiily, HO IPUJIOKEHHE BCE ellle HE MOXKET BHIUTH B UHTEPHET, TO CTOUT
MOUCKATH Apyrue (ailyibl €Xe B Marnke ¢ IporpaMMOil U 3a7aTh pa3pelieHus Uit HUX J0 TeX Mop, MoKa
BECh HYKHBIM (PyHKIIMOHAI HE 3apaboTaeT JOJKHBIM 00Pa3oM.

Ucknrouenus, paboTa ¢ mpodbiemMaMu, U30JISHs

OmnsTh Ke, eClIH MOCIie BCEX HACTPOeK paboTa HOPMAaM30Balach, HO HE MOJIHOCTHIO TO BO3MOKHO
€CTh CMBICII HACTPOUTH pa3pelieHne A BXOAAUX COeIMHEHU OpaHaMayspa Ak KOHKPETHO ATOU
nporpamMmsbl Ha BkJaake "IlpaBuiia aJsi BXOASIIUX MOAKIIOYeHHH" .

OKCHOPT U UMIOPT TOTOBBIX HACTPOEK

Ecnu ecTh HECKOJIBKO KOMIIBIOTEPOB CXO0KEM KOHPUTYpAITUH, TO MOKHO SKCIIOPTUPOBATH yiKe
HACTPOCHHBIE MApaMETPhI uepe3 IKCHOPT MOJUTHKH "(IpaBasi KHOMKA MBIIIKH 10 MyHKTY "Bpanamayasp
Windows B pe:kuMe nmoBbINIEHHOI 6€30MACHOCTH). 3/16Ch MOKHO BO-TIEPBBIX IKCIIOPTHPOBATH
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Buje tXt, 9TO AEenmaeTcs B MEHIO CripaBa, Tae Bol cozmaBanu, COOCTBEHHO, TPaBUIIA:

3T0 MO3BOJUT ObICTPEE BOCCTAHABIMBATH Y)KE€ HACTPOEHHBIE MTPaBHIIa, IEPEHOCUTD MYTH,
HaCTPOMKHU U APYTrHe HIOAHCHI, TOKAJIbHO WJIA MEXKy MAIlIMHAMM:

Avn Fpynna Npoduns Bxnevewo Nlehc rone jacrora Mpo ﬁ

block_all_in Bece in Anoxuposate Her Mot

Clip2Net Yot vemi, Ofigwi  flo Paspeanrs Hey & =5 ~ A @ « Bceanemen

Clip2iet Yar romin, Ofuguir  Jla Paspeantn Her

Dishonored 2 Bew Na Paspsanis He £\

Dishonored 2 Bee Nn Paapeanin Het E:\ Manens ynpasneus —

DOOM Bre Na Pazpeanin He F:\Stean2\s ACMALIEIR T RaHALA

DOOM Bre Na PAaznean T » Her F:\Steamd\s <

qBittorrent Hac rusii fla Pazpeunrs A= Fi\ Paspeiuenue esaumoaeiicTena

gBittorrent HacTush fla Paapenn s Het F:\ ClpIOREHSML M

Raptr Deskton App VacTri fla T Het KOMTMOHEHTOM B BpaHamay3pe
X X Windows

Raptr Desktop App Har Tl Jla PazpeanTs Het

Raptr IM Hac ruwi fln Paspeunts Het C:\ G W3menenne napameTpos

Raptr T™ Yat tunh fla Pazpeants He C:\ _yse,,qomnenuﬁ

e See Ra S st ot SN G BrntoueHue u oTKIOYEHNE

Stean Boe Na Paapeant s Her F:\Stean\St Bparamayzpa Windows

Stean Webh Helper Brw N Paspeanis He 1

Stean Web Helper BLe Na Paspeanity Hee G BoccTaHoBMTb 3HaYEHNA No

Google Chrose (sONS-In) Google Chrome  Sce Na Paipesnie yMondanuto

aONS (UDP-In) pONS Bce Nla Paapesnte He1 ASy G JlononHUTENbHbIE NapaMeTpsl

Microsoft Edge Microsoft Edge Jlosew, NacTwen fla Paipewsats

Micrnenft Sticku Narec Mirracnét Strickv latec Nosew  Marmes Na YcTpaHenne HENON3ACK B CETH

Eciu npu HacTpoikax 4To-TO MOMIET HE TaK BCETIa MOYKETE BKIIIOYMTh-HIIH BBIKIIOYNThH
opanamaysp Windows, ucnosb3yst COOTBETCTBYIOIINN MYHKT "BKIlOYeHHe H OTKJIIOYeHHEe

opanamayspa Windows", uiu cOpocuth Bce HACTPOUKH, "BOCCTAHOBUTHL 3HAYEHHS 110 YMOJIYAHUIO:

3agaHue Ha CAMOCTOAITEIbHYIO PadoTy

1. Vi3y4nTe BO3MOXHBIC BAPHAHTHI BKIIIOUYCHHS M OTKIIOYeHHs Opanamayspa B OC Windows .

2. Ilpouecc paspeuienus nporpamme Write padorats yepe3 opanamaysp B OC Windows .

3. Kak 0110kMpoBaTh Bce HCXOIAIIIE M BXOIIIIE MOAKITI0YeH S Yepe3 Opanamaysp B OC Windows .

4. JleiicTBUS PH CO3/IaHNY TIPABUIIA, pa3pelIafoNIie UCXOISINEro MOIKII0UeHHS K Opay3epy Internet

Explorer.

5. Kak HCKJIFOUHTh IPOrpaMMy M3 pa3pelIeHHBIX Ui CBsi3u yepe3 Opanamaysp B OC Windows
KoHTpoJibHBIE BONIPOCHI

1. Maiite onpenenenue 6panamayspa.

2. B gyem 3akitouaercs ocHOBHas GyHKIMs Opanamayspa B moustuu OC?
3. B yem cBsi3aHa HEOOXOAMMOCTh OJIOKUPOBAHUS UCXOAIIET0 Tpaduka?
4. Ot yero ne moxert 3amutuTh [1K 6panamaysp 8 OC Windows
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JlaGopaTopuas padora Ne6 «llludpoBanue meronom Llezapsi u Bu:kenepay»

ean padoThl: 3HAKOMCTBO € MMPOCTEUIIMMH MMpUeMaMu MU (PpoBaHUs U e (POBaAHUS TEKCTOBON
unpopmanuu. M3yunts MeTo bl MHPpOBaHUS MHOT0ANI()aBUTHOM 3aMEHBI.
Bpewms 2 yaca

TeopeTuyeckas 4acThb

CummerpuuHoe mudpoBanue (mudpoBaHUEM € 3aKPBHITHIM KIIOUOM), IIPH KOTOPOM KITFOY ISt
mmdpoBanus U aemnpoBaHU MIPEICTABISAET COO0I OAMH M TOT XKe KoY (Ha 0OBIIEHHOM YPOBHE —
IIPOCTO MAapOJIb).

B MeTozne mmdpoBanus ¢ CEKPETHBIM WIH CUMMEMPUUHBIM KIHOYOM UMEETCS OMH KI0Y, KOTOPBIT
MCTOJIB3YyeTCsl KaK JUIsl IU(PPOBaHUSA, TaK U A paciinpoBku cooduienus. Takoil xiou Hy)KHO XpaHUTb
B CEKpeTe. DTO 3aTPYAHSIET UCIIOJIb30BAHUE CUCTEMbI IHU(DPOBAHUS, TOCKOJIBKY KITIOUYH JTOJIKHBI
PEryJISIpHO MEHATHCA, AJI 4Yero TpedyeTcsl X CeKpeTHOe pacnpocTpanenue. Hanboiee nomynspHeie
aneopummsvl WUPPOBaHUsL C CEKPETHBIM KIHOYOM

Kpaiine npocToii mpuMep CHMMETPHYHOTO MK POBAHMUS — 3TO TOJICTAHOBOYHBINA MUDDP.
[ToncranoBOYHBIHN MUGP 3aMEHSIET KaXAYIO 4acTh HHpopManuu Apyroi nadpopmarmeit. Yaie Bcero 31o
JIOCTHTAeTCs CMeeHrneM OYKB andaBurta. AJTOPUTM COCTOUT B TOM, YTOOBI CAIBUHYTH aJI()aBUT, a KITFOY —
3TO YKCIIO OYKB, HA KOTOPOE MPOU3BEICHO CMEIICHHUE.

— Iudp Le3apsa, Taxke U3BeCTHHIN Kak mmdp capura, kox Llezaps wium capur Llesapss — onun
U3 CaMbIX MPOCTHIX U HanOoJIee IMHUPOKO U3BECTHBIX METOJIOB MM (PPOBAHHUS
Ilar mmdpoBaHus WM CABUT — 3TO YUCIIO, KOTOPOE YKa3bIBAET HA CKOJIBKO MO3UIIMM MbI OyieM
CMEILAThCS BIEBO WM BIPABO MO andaBuTy. HacTo CABUT HA3bIBAIOT KIIIOUOM.

Mudp Lesapst — 310 B mHdpa NOACTAHOBKH, B KOTOPOM KaX/Iblil CHMBOJ B OTKPBITOM TEKCTE
3aMEHSETCs CHMBOJIOM, HAXOJAIIMMCS. HA HEKOTOPOM ITOCTOSIHHOM YHCJI€ MO3UIUH JIEBEE WIIU MpaBee
Hero B andasure. Hanpumep, B mudpe co cipurom Brnpaso Ha 3, A Obuia Obl 3ameHeHa Ha [, b craner /],

U TaK gajnee.
[udp Llesaps co caBurom Ha 3:
[A[B]c[D]E[F] . A 3amensercs Ha D
° B 3amensiercsa Ha E
. Z 3amensiercsa Ha C 1 Tak gaiee
(Als]|c[plE]F]

[udpoanue ¢ ucnonaszoBanueM kirova k = 3. bykBa «E» «caBuraercs» Ha Tpu OyKBBI BIIEpET U
CTaHOBUTCS OYKBOM «3». TBEPABI 3HAK, IEpeMEUIEHHBIN Ha TPU OYKBbI BIEPEL, CTAHOBUTCS OYKBO «O»,
OykBa «S1», mepeMeni€HHas Ha TpuU OYKBbI BIIEpEN, CTAaHOBUTCS OyKBOW «B», U Tak nanee:

OpuruHanbHbIN TEKCT:

McxoaHwi andaenT: A BB M A EEXIMHAKAMHONDPCT
Yo X U4YHHWMEBHDLB 2 H A
HudpoBaHHBIA : FrTEEX3IMWAKAMHONPCT ¥ o X
U4YdWUMibBbbE=2HHNHAABEB

Chelle e eWE 3THX MAMKWX ¢paHuysckux Bynok, Aa BeINed 4ak.

IudpoBaHHBIN TEKCT MOITy4YaeTCs MYTEM 3aMEHBI KaXk/10i1 OyKBbI OPUTMHAIBHOIO TEKCTa
COOTBETCTBYIOLIEH OYKBOH MM(pPOBAaHHOTO anaBUTA:

02336A W2 SbM 3XIW NBEHRML YyrpuukeHAL OUOCH, M SKT2M Bri.
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Wudpp Uezapsa. B | 8. 1.3, Knuwi Llezape Bo EpemA BOAHEI © rANMAMK, NEPEMMCEIE3ACE CO CEOMMM OPY3bAMM

B Pume, zameHan g coobwenun nepeyo Dykey natwHckoro andaewTa (A) Ha veteépTyio (D), eTopywo (B) - Ha

nATy (E), HaKoHeL NOCNEIHIK — HE TDETHH:

JIKILIM[N|IO|PIQ|R|S|(T|UIVIW|X|Y|Z

JI KILIMN|IOIPIQ|R|S|T|U|VIW|X|[Y Z|A|B|C

AlB|C|D|E|F|G|H

DIE|F|G|H

-

CoobleHwe 0D ogep#aHHoR M nobede BRIMALEND TaK

YHOAL YLGL YLFL
wVeni, vidi, vicis — nat. «llpuwén, yengen, nobeguns

D"‘-IEEH,[I,HG. 4T No CEMOHAWHKMM MEQEIM 3TO '-IFIE3EII:|I"-IE!I-T1HD cnabsii AMropyTM, TeM He MeH2e, Od4e OH

nomoran Lezapto. M npekpacHo QeMOHCTEMPYET, K3K ASACTEYET CUMMETDUYHOE WWDPOEaHWE.

In¢pp Buxenepa

Tabmuna BUOKEHEPA

ByKBbI MCXOQHOTO TEKCTA
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AlA|lB|C|DIE|F |G |[H]|I [ KL [M[N|O|P |Q|R |53 [T |U [V | WX ]|Y|Z
g|B|(C|D|E|F|G|H|I | [|E]JL|IM[N|]O|P|[Q]|R|[S |T|U[V|[W|X|Y |Z]|A
C|lCcC|D|E|F|G|H|I |J|K[L|MIN|O|JP|Q|R[S|[T[U]|V|W|X |¥Y|Z|[A|B
DIDJE|(F|[G|H|[T |1 |K|JL[M[NJO|P|Q|R |3 |T|U[V]WX|Y |Z|A|B|C
E|E|F |G |HI|I J KL MIN|[O|P|Q[R|S |T|IU|V | WX|Y |Z|A]|B|C|D
FIFlG|RH|I [J|K|L[MN|O|[P|Q|R |3 |T[UW|V|W[X|Y|Z[A]|B|C|D|E
G|lo|(H]|! [ [K|L{MNHN|O(P|Q|R[S |T|U|VY WX |Y|Z|A|B|C|D]|E|F
H|l{H[! |J|E[LM[N[O|JP|CQ|R]S [TJU|V | [W|X|Y |Z|A[B|C|D|E|F |G

]y JEfL M N[O|P|Q(R|S|T(UH |V W X|Y|[Z|A|B|C|D|E|F|G]|H
Il [fEjrMN|JO|P|[Q|R|S |T|IU|Y | W XY |Z|A|B|C|D[E|F |G ]|H]|I
K|K[L{MN(O|JP|Q[R|S | TV W X|Y[Z|A|B|C|D|E|[F |G|HI|I 1
Lt MMfu|jo|P|Q|R[S|T|IU[V| WX |Y|LZ[A|B|C|D|E|F|[G|H|I |I K
M|M|{N|]O|P|[Q|R|[S |T|U|(V | WIX[Y |Z|A|B|C|D|E|F|[G|H]|I [J |K]|L
M|IN|[O|P|Q|R|S [TV | W|X|Y|[Z|A|B|C|D|E|F |G|HI|I I KL | M
o|lOo|P QR[S |TIU[V WX |Y|LZ[A|B|C|D|JE|F |G |H[I |1 |E|L |M|N
PIPlCQ|R|S |TJUIV W X|Y|[Z]|A|B|C|D|IE|JF|G|[H]|!I | [K|JL]|M|[MN]|O
g|Q|R |3 |T(UH]|VIW[X|Y |[Z|A|lB|C|D|E|F|G|H|I |J |[KE[L|M|[N|[O]|P
RIR[S|TIU|(VY|WX[Y|Z[|A|B|C|D|JE|F|[G|H|!I |J |E[L[M|N[OC|P|Q
W| s |(T|uUu|lv i iw| X[y l|lZ|a|lB|C|DIE|F|G|[H]T [ ElJL[M{[MN|OlP |Q]|R
T|T(UW |V WX |Y[Z2[|A|B|C|DIE[F|G|HfI ] [|E|JL]|MN[O|P|CQ|R|S
Ul WX ([Y|Z2[A[B|C|D|E|F [G]|H]|I JfE|(L | MN|O|P|Q|R|[5 (T
MIVIW| XY |[Z|AalB|C|D[E|FG|[H]|]T [ KL M[N|JO|IP |Q|R|5 [T |[U
WlwlxXx | Y|Z|A|B|C|D|E|F |G|HI|I J[E|(L M MN|O|P QR[S |T|UW]|V
K| X[y |[2|A|B|C|D|E|F |G|[H]|I 1 KL MIN[O|JP|Q|R |5 [T|JU]|V W
¥Y|y|Z|Aa|B|C|D|IE|F|G|(H]|I |1 [K]JL]|M[N]JO|P |Q|R|[S [T |U]|V|W|X
Ll L |A|B|C|D|E|F |G|H[I KL MN]|JO|P|Q|R |53 |T|U|V]|W[X|Y

Mertox nonuanhaBuTHOTO MUGPOBaHHs OYKBEHHOTO TEKCTA C UCIIOJIb30BaHUEM KITIOYEBOTO CIIOBA.

Wncpp BukeHepa. B npouecce WKWQPPOBaHWA (M JelUWppoBaHna) Mcnone3yetcA tabnuua («Tadnuya
BuixeHepa»), KOTOPaR yCTPOeHa cneayrwmm oSpazoM. B NEPE0H CTPOKE BbINMCLIBAETCA BECh aNdaBuT,
B K&XO0W cnegyolel ocyLecTENASTCA LMKNUYECKMA CABUT HA oaHy OykBy. Tak Nony4aeTcH KBagpaTHas
Tabnuuya, 4dcno CTPOK KOTOPOW PaBHO Yucny cTonOUos W paeBHo 4ucny OyKe B andasute. Huke
NpeAcTaBneHa TalnWUa, cocTABNEHHAR M3 31 OyKBw! pycckoro andaewta (Ge3s Gyke E W ). Y100kl
3AWMDPOEETL KaKoe-HWOYOL coofleHWe, NMOCTYNawT chneqywlwuM ofpazom. BeliOMpasTcA ChoOBO -
NOZYHT (HANPUMED, «MOHACTLIPE®} U NOANUCLIBAETCA C NOBTOPEHWEM Ha OyKBamK Co0OLEHUA.
YToObl NOMyYWTh WKHHPOBAHHLIA TEKCT, HAXOAAT OYEPEdHOM 3HAK NO3YHra, Ha4YMHas ¢ Nepeoro B
BEPTHKANLHOM andasuTe, a emy COOTBETCTBYHILWMA 3HaK coofLWEeHWs B rOpU3OHTaNLHOM. B AaHHOM
NpUMEpPE CHayYana Haxogum cTon0el, oTeevawlmMi OykBe am» INO3yHA, a 3aTeM  CTPORY,
COOTBETCTEYHOWYH OykBe «p" OTKPBITOMO TEKCTA. Ha nepeceqeHWd BbIQENEHHbIX CTondua W CTPOKW
HaxoaumM GykBy «3»_ Tak NPOAOITKan Aanslue, HAXOAUM LUWPPOBAHHLIA TEKCT NOMHOCTLHY:
MOHACTbBIPEMOHACTEIPEMOH
PAaCKMHYNOCBEMOPEWMHPOKOD
FOAKWANBIWKWAWOBY G WN b W kI

B mmdpe Lesaps kaxmas OykBa andaBuTa cIBUTaeTCA Ha HECKOJIBKO MO3UIINI; HATPUMED B IIH(pe
e3aps npu casure +3, A crano 661 D, B crano 651 E u tak nanee.

[udp BmxeHnepa coCTOUT U3 MOCIEIOBATEIFHOCTH HECKOJIBKUX MU (poB Lle3aps ¢ paznuaHbIMH
3HAYCHUSIMU CIIBUTA. J{J1s1 3amppOBBIBAHUS MOXKET HCITONIb30BAThCs TabwIa andaBuTOB, Ha3bIBaeMast
tabula recta unu kBagpar (Tabnuia) Brkenepa.

[TpumenuTensHO K TaTHHCKOMY anaBUTy Tabnuia Biskenepa cocTaBisercs U3 CTPOK 1o 26
CHMBOJIOB, IPUUEM KaXk/asi CIeIyIoIasi CTPOKa CABUraeTcsl Ha HECKOJbKO no3uiuii. Takum oOpas3om, B
Tabnuie nomydaercs 26 pa3nununbix mmdpos Llesaps. Ha kaxmaom sTamne mmdpoBaHus UCTIONB3YIOTCS
pasnu4Hble andaBUThI, BHIOMpaeMble B 3aBHCUMOCTH OT CUMBOJIA KJIFOYEBOTO CIIOBA.
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Hamnpumep, npearonoxkum, 4To UCXOIHBIM TEKCT UMEET TaKO! BULL:

ATTACKATDALM

YenoBek, MOChUTAIONINI COOOIIeHHE, 3anuchiBaeT KitoueBoe cioBo («(LEMONYy) nuknuaecku 1o
TEX MOp, MOKa €ro JIMHA He OYJeT COOTBETCTBOBATH JJTMHE HCXOIHOTO TEKCTA:

LEMOMLEMONLE

IlepBblif cHMBOJ HCXOJHOTO TeKCTa A 3alM(ppoBaH MOCIE10BaTEIbHOCTBIO L, KoTOpas siBiseTcs
MIEPBBIM CUMBOJIOM Kitoua. [lepBeiii cumBou L mmpoBaHHOTO TEKCTa HAXOIUTCS HA MIEPECEUCHUN
crpoku L u cTonbua A B tabnuue Bruxenepa. TouHo Tak e 11 BTOPOTO CUMBOJIA UCXOAHOTO TEKCTa

UCTOJIB3YETCsI BTOPOM CUMBOJI KJII0YA; TO €CTh BTOPOI CHMBOJI IK(POBAHHOTO TEKCTa X MOJIydaeTcs Ha

nepecedeHnn ctpoku E u cronbma T. OcTtanpHast 4acTh UCXOIHOTO TEKCTA MM (PyeTCst MoT00HBIM
CII0COOOM.

MCXOOHBA TekCT: ATTACKATDARN
Kone LEMOMLEMONLE
JawndpoBaHHel TekcT: LXFOPVEFRHHR

PaCIHH(bPOBLIBaHI/IC IMPOU3BOAUTCA CJICAYIHOIIUM 06p2130MZ HaxoauM B Ta6J'II/II_[e BI/I)I(CHepa CTPOKY,

COOTBETCTBYIOIIYIO IEPBOMY CHMBOJIY KJIFOUEBOTO CJIOBA; B JAHHON CTPOKE HAXOJIUM IEPBBIA CHMBOJI
3amuppoBaHHoro Tekcra. Cronber, B KOTOPOM HAXOAUTCS JaHHBIA CUMBOJI, COOTBETCTBYET IIEPBOMY
CHUMBOITY UCXOJTHOTO TekcTa. Ceayronire CHMBOJIBI 32T POBAHHOTO TEKCTA paciin(pOBBIBAIOTCS
MOA00HBIM 00pa30OM.

M Jr =MHAEKC($C$9:5AH 340 TIOMCKNO3(HE;SBS9:8B840;0);TOMCKNO3(H2;SCI8:SAHSE;0))

f\BCDEFGLIJKLMNOPQRSTUVWJ{YZMABACADAEAFAGAH

McxopHbidTewct | K 1 A | O3 A P BT B C A O Y
Kniow '3 M M A 4 A3 MMA 3 H
3awndpoBaHHbIA TereT | T ) @ H ENW 3 b b|AKEMBb

BYKBBI MCXO4HOMD TEKCTA

A B BT 0E®X3MWMHWUHEKAMNMTMHONDNDPCTVY®®XIU 4Y4YWU®Bbb b 3 0A
A B BT OE M3 MWAK MHODPCT VY @ X U 4 WWDBH b 3 KA A
B B I 4 EM3IMMAHKIMMHONPCT V¥ @ X LU 4YWIWTSHEHbIHWAHATE
B I 0 E¥ 3 WMMKHKAMHODNPCT VY ® X U YYWIWDBDEHE IWAATESB
I O E ¥ 3 WMWKAEKDAIAIMH nepcTYyY @ X U 4HWUUWUBDE B 3WKCAAEBEBT
O E M 3 WMWHKAMHONPCTVY @® X U YWIUWHBHbBI3IKWAAEBTSBTA
E ¥ 3 MW HKANMHODNPCT VY ® X U 4YWIUBbBHLbI3IKAALEBTETOE
M 3 MW KA MHODRNP g T Vo X U HWWBbBbB3IWAADBEBT OE X
3 ¥ H KA MHORP®T Y ® XU HYWLWHbLEHEbLIIKAAEBEBT OE MK 3
M M KA MHODNPCTVY ® X U YWWTDHbLHbESI3IWAAEBSBTILEMMSIM
M K AMHODNDPCTVY ® XL HYWIWDBH b 3KWAAEBSBTILEMRSIMWK
K T MmHONDPCTVY ® XU YWWHDbH b 3KWAABBT OEHMSIWMLEH
A MHONDNPCTVY ® X U HYWUWDBHE b 3KWAAEBBT OEMSIWWNAEKDI
M H ODPCTVY @ X U HYWLWTDBE B 3 A A B B T 1 E M3 WMKWEKDINM
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KBanpar Bmxkenepa, nunu tabnuna BikeHepa, Takke n3BecTHast Kak tabula recta, MoxxeT ObITH
WCIIOJIb30BaHa IS IU(PPOBaHUS U paciiu(pOBbIBAHUS
IIpakTuyeckue 3a1aHus
Nel:

1 Ingp He3aps. OtoT mmdp peanusyeT cleayrolnee npeodpa3oBaHrue TEKCTa: Kaxaas OykBa
HCXOJHOTO TEKCTa 3aMeHsieTcs clenyolleld mnociae Hee OykBoil B andaBuTe, KOTOPBIM CUHMTAETCS
HAMMCaHHBIM IO KPYTY.

Ucnons3ys mmdp Llesaps, 3ammdposats ciaeayromue Gpasbl:

a) [leny Bpems - morexe yac

6) C HoBbiM roiom

B) [lepBoe ceHTs0ps

2 Ucnonb3ys mmdp Lle3aps, nekoaupoBath clieayromue Gpas3bl:

a) JIMOTTOBK IOT

6) Bémné tnmoué phrynoit

2 Indp Buxenepa. Oto mudp Ilezaps ¢ nmepeMeHHON BenMYMHOW cABura. Bemnuuny ciasura
3aal0T  KJIIOYEBBIM  cioBoM. Hampumep, kimroueBoe ciaoBo BA3A  o3Hauaer  Clieqyronlyro
MOCIIEI0BATENBHOCTh CIBUTOB OYKB ncxonHoro Tekcra: 3 19 13 19 1 u t.4. Hcnons3ys B KauecTBe
Kiro4eBoro ciioBo 3UMA, 3akoaupoBarth clioBa:

a) AJITOPUTMU3ALINA,
b) KOMIIBIOTEP,
c) UHTEPHET.

C nomomsio mudpa Bimkenepa ¢ kmouessiv cioom BAHK pacumdposats oo EIISIBEB.

3 Hcnonp3ys B KadecTBE KIIOYa paclojoXeHHe OYKB Ha KIIaBHAType Balllero KOMIBIOTEPA,
JIEKOIUPOBATh COOOIICHHE:

a) D ktce hjlbkfcm “kjxrf?
b) D ktce jyf hjckf?

Hcnonp3ys B KadecTBe KJIIOYa paclojio)keHue OyKB Ha KIIaBHAType Ballero KOMIIbIOTEPA,
3aKOAMPOBATH COOOIIICHUE:

a) Mockga - cronuna Poccun.

4. Iludp nepecranoBku. KomampoBaHue oCyIIecTBIsSETCS MEPECTAHOBKOW OYKB B CIIOBE IO
OJTHOMY M TOMY K€ TpaBUily. BOCCTaHOBUTH CJIOBa U ONPENETUTH MPABUIIO IEPECTAHOBKHU:

HUMAPEJIL, JIETO®EH, HUJIKMEA, HOMOTUP, PAKTHAIIIA.

Hcnonb3ys mpuBeeHHBIH BhINIE MH(P MepecTaHOBKU, 3aKOJUPOBAThH CIIEAYIONINE CIIOBA!

['OPU30HT, TEJIEBU30P, MATHUTO®DOH.

Onpenenuts npaBuiio mMU@poBaHUs U paciin(ppoBaHUS CIOBA:
KSPHOILJUIUTK3JIY OHITUEXTAND A
YKPOI'PEOIINTAEKBUCUTEBMO
[Tpunymathb cBOM K04 MM(GPOBAHUS U 3aKOJUPOBATH C ITOMOIIBIO HETO COOOILIEHNE:!
BUT - TO MUHUMAIJIbHA S EAMHUIIA U3MEPEHU S NHOOPMAILINN.
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23 24 25 26 27 28 29 30 31

3aganune HA CAMOCTOATEIbHYIO PadoTY:
— 3ammudposats cnoBo ¢ nomoinsto mmppa Lezaps: BEPOATHOCTD

— 3ammdpoBaTh clioBO ¢ nmoMmopio mudppa Buxenepa: TUCTOI'PAMMA, kitoueBoe CIIOBO —

JIEBA

—  3ammdpoaTts ciioBo ¢ nomoisto mudpa Lezaps: JOKYMEHTALIMA

— 3ammdpoars cinoBo ¢ nmomomsio mudppa Bmwkenepa: HAKOIIUTEJIb, kmo4ueBoe CioBO

KAJHA

— 3ammudposats cinoBo ¢ nomoiisio mudpa Leszaps: [IOJIb3OBATEJIb

— 3ammdposars crnoBo ¢ noMoiubio mudpa Bikenepa: APXUTEKTYPA, kintoueBoe ClI0BO

— 3ammdposats cioBo ¢ nomoiuisto mudpa Lezaps: [UITEPCCBIIKA

— 3ammdpoBark CiioBO ¢ noMombelo mudpa Bmwkenepa: KOMITUIIATOP, kiroueBoe cioBO

KAHABA

—  Bammdposath c0Bo ¢ oMok muppa Lesaps: TAUMEP

— 3ammdposars cinoBo ¢ nomoirsio mudpa Buxenepa: KIIABUATYPA, kintoueBoe ci10BO

JIPO3/

— 3ammdposats cioBo ¢ nomoiisio mudpa Lezaps: BBICKA3BIBAHUE

— 3ammdpoars crnoBo ¢ nomomibio mudpa Buxenepa: KUBEPHETUKA, kmtoueBoe cioBo

KAJMHA

—  3ammdposats cioBo ¢ nomoirsto mudpa LHezaps: JUCKPETU3ALIUA
— 3ammdpoaTs cioBo ¢ momoibio mudpa Buxenepa: KOHOUT'YPALU S, karoueBoe ciioBo —

KAHABA

— 3ammugposaTh ciaoBo ¢ nomoisio mudpa Leszaps: ABTOMATU3ZALNA

— 3ammudposaTh cinoBo ¢ nomouipio mudppa Buxenepa: DKCITEPUMEHT, kmtodeBoe cioBo —

HAPO3 [

KOHTpOJ’IbHBIe BOIIPOCHI:

1.

2
3
4.
S.
6
7
8
9

Kakoii TekcT Ha3bpIBaeTCs OTKpBITLIM?
Kakoii TekcT Ha3bpIBaeTCs 3aKpLITBIM?

. Yto Takoe kir0y?

Kax ocymectBnsiercs mporiecc mudpoBanus B metoe Llesaps?
Yro Takoe «muppoBaHHE METOIOM ITEPECTAHOBKI»?
OueHuTh HaJIeKHOCTH MK ppoBaHus o Tadauie Biskenepa.

KakoBa gacToTHOCTh TIOSIBJICHUSI KOMOWHaIUM 110 Tabnuie Brokenepa.

Kak ocymecTBisiercs npoiiecc mmdpoBaHus B MeToie Bikenepa?
. [loHsiTHE KPUNITOCTOMKOCTH.

10. YcnoBus, npeabsBisieMble K KpUITOCTORKOCTH.
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JladopaTopnasi pa6ora Ne 7 «1lludpoBanue merogom Ioaudus»

Hean pabdoTbi: O3HaKOMHUTHCS C IpeBHEUIUM mudpom — mudpom [omndusi.
Bpewms 2 yaca
TeopeTnyeckas 4acTb

B kpunrorpadun kBaapat [lonubus (anri. Polybius square), Tak:ke M3BECTHBIN Kak IIaxMaTHast T0CKa
[Tonubust — OpUrHHATIBHBIN KO MIPOCTON 3aMEHbI

Keagpat MNonubua. B dpeeHei Mpewyn Bein uzeecTed Wndp, Hazeieaem=i akeanoat Monuduas.
alelclolE STO YCTROMCTEO NpeqcTaenAno cobol keaapat S=5, cTonbusl ¥ CTPOKW KOTOROTD
Hymepoeanu uwcppar oT 1 go 5 B kawgyw eneTky 3TOM0 KBROPATA
Fle|H|1J| K pammceBanace ogHa Bykea. B rpeueckoM BapwaHTe ofHa kneTka ocTaBanack
’ NycTOA, B NATMHCKOM — B OOHY KNETKy nomelland ase Gykesl | v ). B pesynetate
LImIN| o |p|F@¥aon GCykee oTeeyana napa uucen M WwupposaHHoe  cooblueHwe
NpeEpALLANOCE B NOCNEN0S3TENEHOCTE Nap Yncen. Hanpuwep:
alrR|s| T |u 13342224 44 341542223443 4532
«Cogito, ergo sumy — nat. «H MbICNH, CNEOOBATENEHO, CYLWECTEYHND
VIiw| X | ¥ | Z [570 cooblueHue 2anucaHo Npu MCNoNs20E3HUWK NATWHCHOMD SAPUaHTS «KE3ODATA
MNonubuas, B koTopom DyEELl DACNONCHEHE B ANasUTHOM NOPRGKE.
Ksaapar 1IOJIUBUS
1 2 3 45
1lA B CDE
1 2 3 4 5
2|F G HI,0K 1 A B B r n
3IL.MNOUP 2 E/3 P 3 U/ K
3 n M1 H 8] M
4 Q RS TU 4 P/C T v /X L
slvwxvyz|Ls | « Jwul] > ] w0 | s
Ksanpar [IOJIMBUS (BapuanT 2 1u1 pycckoro andaBuTa)
<1 1 A 4 5 6
ABCODE :
A 5 B r a E
F G HL1LJ K 2 s a0 s ARLTAERRES
L MNOP 3 m  ao | m| | il
RS T e i
S tmx || 36] L in 3 0 A
N W XL Y&



IIpakTH4Yeckoe 3a1aHue

HecmoTps Ha TO, 4TO KBaApaT M3HAYAIBHO CO3ABAJICS JUIsl KOJUPOBAHUS, C €r0 IOMOIIBIO MOXKHO
ycnentHo mudposatk. s Toro, 4To0sI 3ammdpoBaTh TEKCT KBajapaToM [lonmmbus, Hy>)KHO caenaTh
HECKOJIBKO LIaros:
Hlar 1: ®opmupoBanme Tadaunbl M GpoBaHUSA

K kaxxiomMy SI3bIKY OTAETBHO COCTaBIIsAeTCs Tabnuia mu(poBaHus C OAMHAKOBBIM (HE 003aTENBbHO)
KOJIMYECTBOM MTPOHYMEPOBAHHBIX CTPOK M CTOJIOLOB, MapaMEeTPhl KOTOPOH 3aBUCAT OT €r0 MOIIIHOCTH
(xonmmuecTBa OykB B andasure). bepyTcs 1Ba HeIbIX YUCIIa, IPOU3BEICHHE KOTOPBIX OJMKE BCETO K
KOJINYECTBY OYKB B A3BIKE — IOJIy4aeM HY)KHOE YHCIIO CTPOK M CTOJIOLOB. 3aTe€M BIHCHIBAEM B TaOIHILY
Bce OyKBBI asi(paBuTa MOAPSA — MO OJTHOW B KAXKIYIO KIETKY. [Ipn HEXBaTKe KJIETOK MOKHO BITUCATh B
OJIHY /1B€ OYKBBI (PEIKO YHOTPEOIISIONINECS WA CXOKUE 110 YHOTPEOICHHIO).

JlaTuHckuil angaBur

B coBpemenHoM naTuHCKOM anaBute 26 OYKB, cle10BaTENbHO, TAOIHUIIA JOJIKHA COCTOSATh U3 5
CTPOK H 5 CTOJIOIOB, Tak Kak 25=5*5 Hanbonee 6auskoe k 26 yucio. [Ipu a3trom Oyksel 1, J He
pasznuuatorces (J otoxxaecTBisercst ¢ OykBo I), Tak Kak He XBaTaer | SYCHKuU:

AB G D E
F G HILJ K
L BAENTO P
QRS TU
¥ W R &

Pycckuii andasurt

Wnero dopmupoBanus Tabnuisl mudpoBaHUs MPOUILTIOCTPUPYEM ISl PYCCKOTO si3bika. Uncno OykB
B PYCCKOM ali(haBUTE OTIMYAETCA OT Yuciia OYKB B TpeueckoM andaBuTe, OITOMY pa3Mep TaOIUIIbI
BbIOpaH Apyro# (kBaapar 6*6=36, mockonbKy 36 Hanboee 6au3Koe yncio K 33):

Hcnonb3yst 1o10OHBIH anropuT™, TaOIUIly MG POBAHUS MOKHO 3a1aTh JUIS TFO00T0 si3bIKa. YTOOBI
pactupoBaTh 3aKPHITHIN TEKCT, HEOOXOIUMO 3HATh, TAOIHIIEH MHUPPOBAHUS KAaKOTO alaBUTa OH

3amu@poBaH.
1172 3 4/ 5 6
1/A|B /B |r g|EE
2K'3 WM K n M
3|H|O PIC|T
4Y & | X Uid w
5/W\ bl bb|(3 (KA

«KBagpat [lonmubusi» npencrapiser codoi KBaaApat SXS, CTONOIBI U CTPOKU KOTOPOTO HYMEPYIOTCS
uudppamu ot 1 10 5.

1 2 3 4 5
1 A E B r
2E/3 X 3 WK K
3 7 M H 0O n
AP/C T ¥ o/X U
5 9 w/w bl A
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B kaxxmyro KJIETKy 3TOro KBajpara 3amuchiBacTcs oHa OykBa (B HamieM andasure 31 OykBa, b u
E uckiroueHsl, KpoMe TOro B OJHY KJIETKY IOMECTHTE OYKBBI -3, M-if, k-3, p-C, (-X, 1-11). ByKBbI
PacrosoKeHbl B al(aBUTHOM IOPSJIKE.

B pe3ynbpraTe kaxoil OykBe COOTBETCTBYET Mapa yucell, U mudpoBaHHOE COOOLICHHE
MPEeBpaIaeTCs B MOCIEI0BATEIBHOCTD Nap yncell. PacmmdpoBbiBaeTCs MyTEM HaXOKACHUS OYKBBI,
CTOSIIIEH Ha MepeceueHU: CTPOKU U CTOJIONA.

Iar 2: Ilpyaoyun mmppoBaHus

CymiecTByeT HECKOJIBKO METOJIOB MIU(ppOBaHHS ¢ TTOMOIIbI0 KBaapaTa [lonmubus. Hioke
MIPUBE/ICHBI TPU U3 HHUX.

Meton 1

Zammdpyem ciaoBo «SOMETEXT»: s mudpoBanus Ha KBagpaTe HAXOAWIN OYKBY TEKCTa U
BCTaBJISUIM B IM(POBKY HUKHIOIO OT He€ B TOM ke cTonbie. Ecnu 6ykBa Obuia B HUXKHEH CTPOKE, TO

Opai BEpXHIOI U3 TOTO YK€ CTOJIOIA.
Tabnuua KoopauHaT

ByKkBa TekcTa: S OME|TEX|T
Bykea wndpotekcta: X | T R K|Y K| C|Y

Taxum oOpa3om nocine mudpoBaHus MOITyIaeM:
PesyneraT

o wudpoBaHua: | SOMETEXT
Mocne wugpoeaHua: | XTRKYKCY

Meton 2
CooOuienue npeodpasyercss B KOOpAUHATHI 10 kBaapaty [loanbus, KoopIuHATHI 3aTUCHIBAIOTCS

BEPTUKAJIBHO:
Tabnuua KoopouHaT

Bykea: S OMETEXT
KoopouHaTta ropusoHTaneHan: |3 | 4 2 (5|4 5|3 4

KoopauHata BepTuKaneHaa: (4 | 3 |3 (14 /1 5 4

3arem KOOPAWHATBI CYAUTBHIBAIOT 11O CTPOKAM:

34 25 45 34 43 31 41 54 *)
Jlanee KoopAMHATHI TpeoOpa3yroTCst B OYKBHI MOATOMY K€ KBaJIpary:
Tabnuua KoopauHaT

KoopawHata ropusoHTaneHana: | 3 | 2 |4 3 4 |3 4 |5
KoopowHata BepTukaneHaa: 4 5 5 4/ 3|1 |1 4
Bykea: S WY S oCDU

Takum o06pazom nocie mudppoBaHus MOJIyIaeM:
Pezynerar

o wudpoBaHUa: SOMETEXT
Mocne wudgpoeaHua: | SWYSOCDU
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Merton 3
VY ¢n0XHEHHBIN BAPUAHT, KOTOPBIN 3aKJIFOYAETCS B CIEYIOLIEM: [TOJTy4YEHHBIN [IEPBUYHbIN
mudpotexct (*) mudpyercs BropudHo. [Ipu 3TOM OH BeITUCHIBaeTCS 0€3 pa30MeHUs Ha Taphl:

3425453443314154

[Tonmy4yeHHast TOCIEOBATENBHOCTD (P CABUrACTCS IUKINYECKH BJICBO HAa OJIMH IIAT (HEYETHOE
KOJIMYECTBO I11aroB):

A4254534433141543

OTa NocIeI0BaTeIbHOCTh BHOBD pa30MBAETCs B TPYIIIHI 110 JIBA:
42 54 53 44 33 14 15 43

U 110 TabJuIe 3aMeHsIeTCsl Ha OKOHYATEIbHBIN MHU(POTEKCT:
Tabnuua KoopauHaT

KoopaouHaTa ropusoHTaneHana: 4 ' 5 5 4 3 1|1 4
KoopaouHaTta BepTuKaneHasa: 2|4 3 4 3 4 5 3

BykBa: Il UPTNQVO

Takum o6pazom mocie mudpoBaHUS MOTYIACM:
Pesynerar
o wudgpoeaHua: | SOMETEXT

MNocne wudgpoBaHua: IUPTNQVO

CamocTosiTe/IbHOE 3a/1aHHe

3ammudposats ci1oBo ¢ nomoisio mudpa [Homubus: BEPOATHOCTD
Pacimudposats ciioBo ¢ momomrsto mudpa [Mommous: ABTBITAABIAEBEIA
3ammdposats ci10Bo ¢ nomoisio mudpa [Homubus: JOKYMEHTALIUA
Pacuudposars crnoBo ¢ nomotpto mudpa [omubus: ATAABAABIBBIAAT

. 3aimmdposats cioBo ¢ nomouibio mudpa Ioaubus: IIOJIb3OBATEJIb

. Pacmmudposats cioBo ¢ momompio mudpa [omudus: BAAAB/IBEAEBE/I/]
. 3ammmdposats cioBo ¢ nomouibio mudpa [ommobus: TUTTEPCCBIJIKA

. Pactmndposats cioo ¢ nomouisto mudpa [Homubus: BETAAABAABI'BBE
. 3ammgpoBath c10Bo ¢ momomibio mudpa Homuous: JUIKUTAN3EP

. Pacumudposats cnoBo ¢ nomompto mudpa [omubus: ABTBITAABJIAEBEI'A
. 3ammmdposats cioBo ¢ nomouibio mudpa [ommbus: BBICKA3ZBIBAHUE

. Pacumudposats cinoBo ¢ momompio mudpa [omubus: ATAABAABI'BBIAAT
. 3ammmdposatk cioBo ¢ nomouibio mudpa Hommodus: JUCKPETU3ALINA

. Pacimudposats cioBo ¢ momompio mudpa [omudus: BAAAB/IBEAEBE/I/]
. 3ammdposatk cioBo ¢ nomouisio mudpa [ommbus: ABTOMATU3ALA

. Pactmudposats cioBo ¢ nomouisto mudpa [Homubus: BETAAABAABI'BBE

LW DLWRAWRWRWRAW

KoHTpoJibHBbIE BONIPOCHI

Yrto Takoe CUMMETPUYHBIE KPUIITOAITOPUTMBI?

Krnaccudukanus cuMMeTpUYHBIX KPUIITOAITOPUTMOB.

Kakue MeTobl o IcTaHOBKH, MCTIONIb3YeMble Ul H(pOBaHus, Bbl 3HaeTe?
Kaxue metospl mepecTaHOBKH, MCTIONIb3yeMble [Tl U (pOBaHUsl, BBl 3HaeTe?
Yro noHumaetcs o muppoBaHueM HHPOpMAIUK METOI0M FraMMHUPOBaHUS?
Uro Ha3bIBaeTcs, KJIIOYOM B KpUIITocucreme?

oakrwdE
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JlabopaTopHasi paGora Ne8: AHaau3 3alIMINEHHOCTH KOMIIBIOTEPHBIX cucTeM Ha ocHoBe OC
Windows

Ilesan paboThI: U3YYUTh BO3MOXKHOCTH aHaJN3a 3aIUIIEHHOCTH KOMITBIOTEPHBIX cucTeM Ha ocHoBe OC
Windows

Bpems 2 yaca

TeopeTnyeckas 4acTb

OHUMU U3 TJIaBHBIX 3JIEMEHTOB WH(POPMAIIMOHHOM 0€301MacHOCTH CeTEBON MHPPACTPYKTYPhI
SIBJIIOTCS ONIEPALIMOHHBIE CHCTEMbI KOMITBIOTEPOB, TAK KaK B HUX aKKyMYJUPYETCs MOAABIIAIONIAs YacTh
UCIOJIb3yEeMbIX MEXaHU3MOB 3aIIUTHI: CPEICTBA PA3TPAHUYCHUS JOCTYIA K pecypcam, ayTeHTH(PUKAIIHS
oJib30Bareseil, aynuT coObITuid u aAp. OT 3¢ (HEeKTUBHOCTH 3AIIUTHI ONEPALIMOHHBIX CHCTEM HAIPSIMYIO
3aBHCUT YPOBEHb 0€30MaCHOCTH CETEBOW MHPPACTPYKTYPHI OPTaHU3AIUHU B IIETIOM.

IpuHOMnBI padoThl CHCTEM AHAJIU3A 3ANUIEHHOCTH

JU1st TOHUMAaHUS TPUHIUIIOB paObOTHl CHCTEM aHAIN3a 3aLIUIIEHHOCTH, HE00X0AUMO 0003HAUUTh
HEKOTOpbIE TEPMUHBI U onpeenenus. KiiroueBoe MoHATHE JaHHOTO 3aHITHS — 3TO «YA3BHMOCTbY. [lox
ySI3BUMOCTBI0 3auThl OC MOHMMAETCsl TAKOE €€ CBOMCTBO (HENOCTATOK), KOTOPOE MOKET ObITh
MCIOJIb30BAaHO 3JI0YMBIIICHHUKOM JIJIS1 OCYILIECTBICHUS HecaHKIMOoHupoBaHHoTo noctyna (HC/) k
nHpopmanuu. CUCTEMBI aHAJIH3a 3AIIHUIEHHOCTH CIIOCOOHBI O0OHAPYKUBATH YSI3BHMOCTH B CETEBOM
UH(PaACTPYKTYype, aHATU3UPOBAThH U BbIJIaBaTh PEKOMEHIAIIUU 110 UX YCTPAHEHHIO, a TAK)KE CO37aBaTh
Pa3IMYHOIO PO/A OTUETHI.

K THMIMYHBIM YS3BMMOCTSIM MOKHO OTHECTH:

* OTCYTCTBUE OOHOBIIEHUH cucTeMbl O6e3onacHoctu OC;

* HeTMIpaBWJIbHbBIE HACTPOUKH cucTeM Oe3omacHoctu OC;

* HECOOTBETCTBYIOIIME [TApPOJIH;

* BOCIIPUMMYHUBOCTH K IPOHUKHOBEHUIO U3 BHEIIHUX CUCTEM;

* IPOrpaMMHBIE 3aKJIATKH;

* HEMIpaBWJIbHbBIE HACTPOUKH cucTeMHOTro U npukiaaHoro [10, yecranoBiaennoro Ha OC.

BosbiHCTBO crucTeM aHanu3a 3amuiiennocty (XSpider, Internet Scanner, LanGuard, Nessus)
00HaPYKHUBAIOT YA3BUMOCTH HE TOJIBKO B OMEPALIMOHHBIX CHCTEMaX, HO U B HauboJjee pacinpoCTPaHEHHOM
npuknagaoM [10. CymecTByrOT 1Ba OCHOBHBIX TTOAXO0/1a, PH MTOMOIIX KOTOPBIX CHCTEMBI aHAJIH3a
3alIUIEHHOCTH 00OHAPYKUBAIOT YS3BUMOCTHU: CKAaHUPOBaHHE U 30HMPOBAHUE.

N3-3a nepBoro noaxoaa CUCTEMbI aHAJIM3a 3aIUIIEHHOCTH €Ille€ Ha3bIBalOT «CKaHepaMu
0e30MaCHOCTHY WIN IIPOCTO «CKaHEpaMM».

[Tpu ckaHMpPOBaHMHM CHCTEMA aHAIIN3a 3AIIMIICHHOCTH MBITAETCS ONPEIEIUTh HATMYNE YI3BUMOCTH
110 KOCBEHHBIM INIpH3HaKaM, T.€. 0e3 (haKTHYeCKOT0 MOATBEP)KICHUS €€ HaTMYMs — 3TO TaCCUBHBIN aHAIN3.
JlaHHBII TOIXO/ SABJIsIETCSl HanOoJiee OBICTPBIM U MPOCTHIM B peann3anuu. [Ipu 30HA1pOBaHUN cUCTEMa
aHaJIM3a 3aIlUIIEeHHOCTH UMUTHPYET Ty aTaKky, KOTOpasi UCIIOJIb3YeT IPOBEPSEMYIO YSI3BUMOCTD, T.€.
MIPOUCXOTUT aKTUBHBINA aHATU3.

JIaHHBIN TOX0/1 ME/IJICHHEE CKAaHUPOBAHUS, HO MO3BOJISIET YOAUTHCS, IPUCYTCTBYET MIIM HET Ha
aHATTM3UPYEMOM KOMITBIOTEPE YA3BHUMOCTb.

Ha npaxTuke 3T J1Ba MOAX0/1a pealu3yroTcs B CKaHepax 0€30MMacHOCTH Yepes3 CIEAYIOLINe METOIbI
TIPOBEPKH

1) Ilposepka 3aronoBkoB (Banner check);

2) AKTUBHBIC 30HIUpYIOIHKE MpoBepku (Active probing check);

3) Umutanus arak (Exploit check).

[lepBrIit METOJT OCHOBAH Ha MOAXO0/€ «CKaHUPOBAHUE) U TIO3BOJISET JI€TaTh BBIBOJ 00 YA3BUMOCTSX,
onupasch Ha HH(GOPMAIIMIO B 3ar0JIOBKE OTBETA Ha 3arpoc ckaHepa 6e3onacHocTH. [IpuMepom Takoi
MIPOBEPKH MOXKET OBITh aHAJIM3 3ar0JIOBKOB TIOUTOBOM mporpaMmbl Sendmail, B pe3yibTrare KOTOpOoro
MO>KHO y3HATh €€ BEPCHIO U C/IeaTh BBIBOJ O HAJMYUH B HEHl YsI3BUMOCTH.

AKTUBHBIC 30HIUPYIOIINE IPOBEPKHU TaK)KE OCHOBAHBI HA TIOAXO0/JIE «CKaHUpPOBaHUEY. J|aHHBIN
METOJ] CPABHUBAET (PparMeHThl CKAHUPYEMOTO MIPOrPaMMHOI0 00ECIIEUEeHHUs C CUTHATYpOi N3BECTHOM
YSI3BUMOCTH, XpaHsIIelcs B 0a3e JaHHBIX CHCTEMbI aHAIM3a 3alIUIIEHHOCTH. Pa3HOBHIHOCTSIMH 3TOTO
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METO/1a ABJIAIOTCS, HAIPUMED, IPOBEPKU KOHTPOIBHBIX CYMM WU JAThl CKAHUPYEMOTI'O IIPOrPAMMHOI0O
o0ecrnieueHus.

MGTOI[ HMUTAUN aTaK OCHOBAH Ha HMCIIOJIb30BAHUHU PA3JIMYHBIX I[e(l)eKTOB B IIpOrpaMMHOM
00eCIeYeHNH, B Peai3yeT MoAX0 1 30HaupoBanust. CyIIeCTBYIOT YA3BUMOCTH, KOTOPhIC HE MOTYT OBITh
oOHapy>KeHbI 0e3 OJIOKUPOBaHMS WK HapyIIeHHs (PYHKIIMOHUPOBAHHS CEPBUCOB ONEPAIIMOHHON CUCTEMBbI
B IIpOIlecCe CKAaHUPOBAHUSI.

[Tpu ckaHUPOBAHUU KPUTUYHBIX CEPBEPOB KOPIOPATUBHOM CETH HEXEIATEIbHO HUCIIOJIb30BAHHE
JAHHOTO METO/Ia, T.K. OH MOKET BBIBECTH UX U3 CTposi. U B TakoM cirydae ckaHep Oe30MacHOCTH YCIICIITHO
peanmsyer araky «Denial of service» (oTka3 B o0cimyxuBanuu). [loaToMy B OOJIBITUHCTBE CHCTEM aHAIH3a
3alUIIEHHOCTH IO YMOJIYaHUIO TaKWE MPOBEPKU, OCHOBAHHBIC HA MIMHTAIIUH aTaK, BHIKIIOYCHBL. [1pn ux
BKJIFOUEHUH B TIPOIECC CKAHUPOBAHUS OOBIYHO BBIIACTCS NPEayNpeaAnTensbHOE coodmienue (puc. 8.1).

lNpe aynpe ®aeHxe &]

{,-" Mpu ckaHWPOBaHMM BYAYT MCNOIE30BATECA NOTEHLMANEHO onacHble
S L npoeepku [DoS-aTaku), KoTopEIE MOrYT NPMEECTH K OCTaHOBKE
CEPBMCOE Ha NPOBEPABMOM KOCTE WM B0 MEpESarpy3Kke.

Ecnu Bel s0TUTE OTKAZATECA OT HCNONEZ0ESHWA AaHHER NPOEEPOK.,
HCNOAESYHTE NPOPHAH C OTEAKNEHHEINMK [oS-arakaru.

|7 He BbiBOOMTE A0NblWE 3TO NPEAYNPEKLEHWE MpoaomHMTE

| Tlpepears |

Puc. 1.1. [IpenynpenurensHoe coobmieHune ckanepa 6e3onacHoctu X Spider 7.0 0 BKIIFOUEHUH OMACHBIX
IIPOBEPOK B MPOLIECC CKAHUPOBAHUS.

Microsoft Baseline Security Analyzer

Microsoft Baseline Security Analyzer (MBSA) — ¢cBo60aHO pacipocTpaHseMoe CpeACTBO aHaIHu3a
3alIMIICHHOCTH ONepaliMOHHbIX cucteM WiNndows u psiia mporpaMMHBIX POAYKTOB Komrianuu Microsoft
(Internet Information Services, SQL Server, Internet Explorer u np.).

Tepmun «Baseline» B nazsanun MBSA ciiefyer noHUMAaTh, Kak HEKOTOPBIH ATAJIOHHBINA YPOBCHb,
pu kotopoM Oe3omnacHocTs OC MOXKHO CUMTATh YAOBIETBOpUTEIbHON. MBSA no3BosisieT ckaHMpoBaTh
KOMIIBIOTEPHI TI0] YIIPABJICHUEM ONepaliioHHbIX cucteM Windows Ha mpeamer oOHapy>KEHHsI OCHOBHBIX
yA3BUMOCTEH U HaJIM4Ksl PEKOMEHIOBAHHBIX K YCTAaHOBKE OOHOBJICHUI CUCTEMBbI O€30IIaCHOCTH.
Kputnuecku BaxHO 3HaTh, Kakie OOHOBJICHHS YCTAHOBJICHBI, a KaKUeE elle CIeyeT YCTAHOBUTh Ha Ballen
OC. MBSA o0ecnieunBaet mo/Jo0HYI0 MPOBEPKY, 0OpaIlasch K MOCTOSHHO NomnoyHseMoi Microsoft 6aze
naHHbIX B popmaTe XML, conepxanyro nHpopMaino 06 00OHOBICHUSIX, BBITYILIEHHBIX JI KaKIO0r0 U3
IPOrpaMMHBIX POAYKTOB Microsoft.

Pa6orats ¢ nporpammoii MBSA moxxHO uepe3 rpaduueckuii uHTepdeiic 1 KoMaHHyo cTpoky. Ha
JTAHHOM 3aHATUU OyJeT pacCMOTPEH TOJILKO NMEPBBIN BapuaHT padoOTHI.

Nurtepdeiic MBSA BrimostHeH Ha ocHOBe Opaysepa Internet Explorer.

€ Microsoft Baseline Security Analyzer 2

Note that on computers running Windows XP and using smple fie shamng. only local scans can be
pedomed

Scaming computers for-

sty updates ulikzes Windows Server Lipdate Services. MBSA provides
andisacy ne tool for t

ogr Update Services
fomnation technology professional

g

(@) Anew version of MBSAs avaisbie! Cick here to 9o o the dorioad page

Puc. 1.2. I'nmaBHoe okHo niporpammbl Microsoft Baseline Security Analyzer 2.0

['maBHOE OKHO MporpamMMbl pa3doHUTO Ha JIB€ 00JIaCTH.
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Tak kak ceanc padotsl c MBSA HacTpanBaeTcs ¢ HOMOIIBIO MacTepa, TO B JIEBOH 001acTu

MPEJICTABJICHBI IIard MacTePa, a B IPABO — OCHOBHOE OKHO C OMMCAHUEM JICHCTBUI KaXKIOrO I1ara.
Ha nepBom mare «Welcome» Heo0X0 MO BBIOpATh OJHO U3 JeiicTBUi (cM.puc. 1.2):

e (CkaHupOBaTh JaHHBIN KOMIIbIOTED (Scan a computer);

e (CkaHMpOBaTh HECKOJIBKO KOMITbIOTEPOB (Scan more than one computer);

e [IpocMoTpeTh cymiecTByOIIME OTUeThI, caenanHbie MBSA panee (View existing security

reports).

[Tpu nepBom 3ammycke MBSA HeoOxoaumo BeIOpaTh EPBBIA WM BTOPOW BapuaHT. Ha ciemyromem miare
MacTepa B OCHOBHOM OKHE HYXHO 3aJaTh TapaMeTpbl CKAHUPOBAHUS KOMIIbIOTEPA(OB) MO/ YIIPaBIEHUEM
OC Windows (cm. puc. 1.3).

FICK a computer to scan
Specify the computer you want to scan. You can enter either the computer name or its IP address
Computer name: WORKGROUP'CLIENTO1 v

P address: I v

Security report name

%D% =domain, %C% = computer, %.T% = date and time, %IP% = IP address
Options Check for Windows administrative vulnerabilties
Check for weak passwords
Check for IS administrative vulnerabilties
Check for SQL administrative vulnerabilties
Check for security updates
Corfigure computers for Microsoft Update and scanning prerequisites

] Advanced Update Services options:

Leam more about Scanning Options

E) Statscan
Puc. 8.3. Boi6op kommbroTepa U oMLK CKaHupoBaHus B mporpamme MBSA 2.0

MoxxHo BBecTH M3l Wi [P-anpec ckaHupyeMoro KoMIbioTepa (10 yMOTYaHUIO BRIOMPASTCS
KOMITBIOTEp, Ha KOTOpOM ObL 3amyiies MBSA).
[Tonw3oBarens, 3anyctuBmuii MBSA, nomxen o0i1aaarh npaBaMu aAIMHHUCTPATOPA TaHHOTO
KOMIIbIOTEpA WJIK BXOAUTH B TPYNIY aAMUHUCTPATOPOB CUCTEMBI. B cilyyae CKaHMPOBAHUS HECKOJIBKUX
KOMIIBIOTEPOB I10JIb30BATENb J10JI-KEH 00J1aJaTh IpaBaMu aJIMUHUCTPATOPA Ha KayKJOM U3 KOMIIbIOTEPOB,
a JIydllle — IpaBaMu aAMUHUCTPATOpa JOMEHA.
Br16paB komnbroTep(bl) 1151 CKAaHUPOBaHUS, HEOOXOAUMO 3a7aTh ONIUN
CKaHUPOBAHUSA:

* mposepka OC Windows;

* MpOBEpKa NapoJieii;

* mpoBepka ciyxo0 IIS;

* mpoBepka ceprepa SQL;

* IpOBEpKa yCTAaHOBJICHHBIX OOHOBJICHUN OE€30MaCHOCTH.
Bonee nonpobuyro nundopmanuio o nposepkax MBSA MOXHO MOTy4nuTh Ha ODUITHAIIBHOM CalTe
Microsoft.
Hanpumep, 3a1aB onuuto «rposepka naposeii» MBSA nposepsieT Ha KOMIBbIOTEPE yUETHBIE 3aMUCH
JIOKAJIbHBIX MOJIb30BaTENeH, KOTOPhIE NCIOIB3YIOT MYCThIE MITH NMPOCThIE MAPOJH (3Ta MPOBEpKa HE
BBITTOJTHSIETCS] HAa CEPBEPAX, BBHICTYMAONINX B POJIM KOHTPOJIEPOB IOMEHA) U3 CIETYIONINX KOMOWHAIINNA:
* 1apoJIb IYCTOM;
* [1apOJIb COBIAJAET C UMEHEM YUYETHOM 3alKCH MOJIb30BaTENs;
* [IapOJIb COBIAJAET C UMEHEM KOMIbIOTEPa,
* [IApOJIEM CITYXKHUT CIOBO «password»;
* [TapoJIeM cITyKat cioBa «admin» uinm «administrator.
JlaHHas TIPOBEPKa TaK)Ke BBIBOAUT COOOMICHHUS O 3a0JIOKMPOBAHHBIX YYETHBIX 3anucsx. [locie Toro kak
BCE OMNIMH OYAYT 3a/1aHbl HEOOXOIMMO HaXKaTh Ha CCbUIKY BHU3Y «Start scan» (cm. puc. 8.3
Cxanep 0e3onacHoctu XSpider

B nocnennee Bpemst B Poccun Bce 00MbIIyr0 MOMYJISIPHOCTD CPEAN CHEMAIUCTOB IO 3alUTe

uHpopmanuy HabupaeT ckanep 6e3omnacHocty XSpider Bepcun 7.0, BBIITYCKaeMblil 0T€4eCTBEHHOM
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koMmmanueit Positive Technologies.

Ectb psig ocobeHHOCTEH, KOTOPBIE JAIOT IPEUMYINECTBa ckaHepy XSpider kak cucTeMe aHaan3a
3alUIIEHHOCTH, HaJl APYTUMHU IPOAYKTaMHU JaHHOTO Kiacca. Kak moquepkuBaroT caMu pa3padoTUHKH,
rJlaBHas 0COOCHHOCTh

XSpider 7 — 310 ero ckaHupyroIiee sSApo, KOTOPOE CIIOCOOHO UMUTHPOBATh CIICHAPHIA MTOBEICHHSI
MOTEHIIUAJIBLHOTO 3JI0YMBIIIJICHHUKA. TakKe clieyeT OTMETUTh MOIIHYIO «MHTEJICKTYaJIbHYI0 HAUUHKY»
XSpider 7, koTopast peaqTu3yeTcsi BO BCTPOCHHBIX IBPUCTHUECKUX AITOPUTMAX, TIO3BOJISIOIINX HAIEKHO
UICHTUQUIUPOBATH €Ile HEOMyOIMKOBAaHHBIE HOBBIE YA3BUMOCTH.

HanexxHble u ncueprnsiBaromiye npopepku XSpider 7 6a3upyroTcs, B 4aCTHOCTH, Ha CIICTYFOIIHX
MHTEJUIEKTYaJIbHBIX OIX0aX:

e [OJHAs UASHTU(UKAIUS CEPBUCOB Ha CIy4alHBIX MOPTaX;

® DBPUCTHYECKUI METOJ onpeaeneHus TuroB u uMmeH cepsepoB (HTTP,FTP, SMTP, POP3, DNS,

SSH) BHE 3aBUCMMOCTH OT UX OTBETAa HA CTAaHAAPTHBIE 3aIIPOCHI;

e 00paborka RPC-cepBHCOB ¢ UX MOJHON UACHTHPUKAIUEH;

® [IPOBE/ECHUE IPOBEPOK HAa HECTaHAApTHbIE DoS-aTaku.
IIpakTHyeckas 4acTb
Ynpaxuenue 1. Coznanune npoduis aias ckanupoBanus yszpumocreir OC Windows XP
Professional
VYrpakHeHue BhINOHsACTCS Ha BUpTyanbHO# MamuHe ¢ OC Windows XP Professional ¢
npenycraHoBieHHbIM 110

1. 3anyctute BuptyansHyto MamnHy ¢ OC Windows XP Professional.

2. 3aperucTpupyiTech B CUCTEME KaK M10J1b30BaTelb C IPpaBaMu aAMUHHUCTpATOpA.

3. 3amyctute nporpammy XSpider 7.0.

4. B menro «IIpodunesy» BeiOepute myHKT «PegakTupoBars TeKymmi». OTKpOETCS OKHO IS
Hactpoiiku npodwrst Default (6a3zoBbrit mpoduis).

5. CneBa, B iepeBe HaCTPOEK BbiOepuTe MyHKT «CKaHep MOPTOB» U B MPaBOM 00JIaCTH OKHA MOSBSITCS
COOTBETCTBYIOIIME HACTpoiiKku. [1o ymomuanuto BeiOpan ¢aitn nopros default.prt

6. Haxxumaem kHOTIKY . OTKpPOETCSI OKHO CO CITUCKOM (haidIoB IOPTOB.

7. B BepxHeli 4acTU OTKPBIBIIETOCS] OKHA, Ha MMaHEJIN MHCTPYMEHTOB HAKMUTE KHOMNKY «HOBBII».

8. B nosiBuBLIEMCS OKHE OcTaBbTe BapuaHT «llycToil gaitn» u HaxxmuTe KHONIKY «BbIOpaTh».

9. Otkpoercst okaO «HoBBI# (aiin mopTosy. B obmactu s kommenTapust Hanmmmte «LabWork
ports».

10. B HIOKHEW yacTy OKHA B CTPOKE /1715l BBOJA «/{00aBUTH MOPT(bI)» BBEAUTE CIEAYIOIINE 3HAUCHUS
nopros: 80, 123, 135, 137, 139, 3306. [Tocne BBOAa Ka)kJ0T0 HOMEPA NOPTa HAKUMANTE KHOIIKY CIIpaBa
«J1o6aBUTHY.

11. Haxxmure kHONKY «COXpaHUTh Kak» U HazoBuTe daitn LabWork.prt.

12. B okHe co cniuckoM (haityioB MOPTOB BEIOEPHUTE TOIBKO YTO CO3JAHHBIN (paill mopToOB.

13. [lanee B nepeBe HacTpoek BeiOepute «OnpeneneHne ysa3BUMocTel». B mpaBoit o6mactu HacTpoek
OTMETHTE CaMblil HIDKHUN (DJIAXKOK «IIpOBEPATH Ha HOBbIe Dos-aTaku (3BPUCTUUECKUN METON)».

14. Haiiaure B iepeBe HACTPOEK MYHKT «AHAINU3AaTOP CKPUIITOBY. BIOpaB 3Ty HaCTpOMKY OTMETHTE B
Hel raxok «CrokHas MpoBepKa MPUKIIATHBIX CKPUIITOBY.

15. lanee Haxxmute KHOINKY «CoXpaHUTh Kak» U HazoBuTe (aiin LabWork.prf. Takum o6pa3zom, Bel
CO3/1a71 POGMIIb ISl TOCIIEAYIOIEr0o CKaHUPOBAHMUS.

Yupa:xkuenue 2. [louck yazsumocreit OC Windows XP Professional
B sTom ynpaxuaenuu ¢ nomoinpsto XSpider 7.0 Bbl BeimonHuTe ckanupoBanue xocta ¢ OC Windows XP
Professional it 0OHapyKeHHS UMEIOIIUXCS YI3BUMOCTEH.

1. 3amyctute nporpammy XSpider 7.0.

2. Haxonsce Ha Bkiaake «CKaHUpOBaHHUE», 10OABBTE XOCT Ul CKAHUPOBAHUS.

JU1st 5TOro B MaHETU MHCTPYMEHTOB Ha)KMUTE COOTBETCTBYIOLIYIO IpaMuecKyro KHOIKY «J{00aBUTh
XOCT.

3. B nosiBuBIIeMcst okHe BBeauTe IP-agpec nmm DNS-umst koMnbioTepa, Ha KOTOPOM BbI paboTaere,
Hanpumep: Client01.
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4. C nomorpio MeHI0 «IIpoduiey / «BbiOpaTh CyIIECTBYIONIMI» OTKPOHTE OKHO BbIOOpa mpoduis
JUISl CKAHUPOBAHUS.

5. Ilonp3oBarenbekue Tpoguiau 0ToOpaxkaroTcs CHHUM 1BeToM. Ll{enkHuTe 1Ba pas3a JeBOH KHOMKOM
MbIH Ha ipoduis LabWork.prf.

6. B manenu HHCTPYMEHTOB HAXKMHUTE COOTBETCTBYIOIIYIO rpaduueckyro KHONKY «Hauatp
CKAHMPOBAHUE BBIJICIICHHBIX XOCTOB.

7. I[TosIBUTCS. OKHO C IPEAYNIPEKICHIEM 00 UCIIOJIb30BaHUH MTpoBepok DoS arakamu. Haxkmure
KHOMKY «IIpoaoikute»

8. Haunercs nmpouecc ckanupoBanus. B npasoii o6nactu rimaBHOro okHa rnmporpammsl XSpider 7.0
COJIEp>KUTCS HHPOPMAIUs O CKAHUPYEMOM XOcCTe. Y 0eIUTeCh, UTO UMS XOCTa, MOTYYeHHOE MpU
obparaom DNS-3ampoce Takoe ke, Kak BbI YKa3alu Ha mare 3 3Toro ynpaKHeHus, a TAaK)Ke, 4TO B
napameTpax CKaHUPOBaHMS UCIOJIb3yeTcs Bail npoduias LabWork.prf.

9. BHu3y, B CTpOKE cTaTyca CHHEH MOJIOCON 0TOOpakaeTcsl CTENEHb O0IIel 3aBepIIICHHOCTH
npouecca. [{oxaurech OKOHYaHUSI CKAHUPOBAHUSI.

Yupaxnenue 3. [IpocmoTp u ncnipaB/ieHHe 00HAPY/KEHHBIX YI3BUMOCTeEH
B sToM ynpaykHeHUH BBl TPOCMOTPHUTE PE3YJIbTAaThl CKAHUPOBAHUS X0CTa MporpamMmoin XSpider 7.0 u
UCIPaBUTE HEKOTOPbIE OOHAPYKEHHBIE YA3BUMOCTH.

1. IlepeliquTe Ha BKIAAKY «Y I3BUMOCTH» INIaBHOTO OKHA mporpammsbl XSPider 7.0. Bl yBunure,
YTO 110 YMOJTYAHUIO OOHAPYKEHHBIE YSI3BUMOCTH YIOPSII0UYEHBI IO CTETIEHU MX OnacHOCTH. Cepbe3Hble
ySI3BUMOCTH HaXOJIATCS BBEPXY CIHCKa (KpacHBIE), MpeAypekIeHIs — BHU3Y (3enenblie). Paccmorpum u
IIPUMEM MEpPBI K YCTPAHEHUIO HEKOTOPBIX OOHAPYKEHHBIX YSI3BUMOCTEH.

2. HaxxmuTe Ha 3aronoBok cronbua «Ilopt», 4ToObl yHOPSAOYUTH COOTBETCTBYIOIIMM 00pa3oM Bce
HaiiieHHbIe ys13BUMOCTH. PaccmotpuM ysizBumoctH cepBuca NetBIOS, koTopsrii padotaet uepes mopt 139
/| TCP.

3. Haiigute B ciucke ysi3BUMOCTb (opaHxkeBasi) «Heouuniaemas BuptyanbHas namsathy. Llenkuure
JIBa pa3a JIeBOM KHONKOM MBIIIIN HA HEE.

4. OTKpoeTCcs OKHO C OIIMCAHUEM YSI3BUMOCTH. BbINoIHNUTE A€HCTBUA 110 YCTPAHEHUIO JaHHOU
ySI3BUMOCTH, OTMIMCaHHbIE B 00sacTu «PemieHue».

5. [NoBTopuTte maru 3, 4 s ys3sumoctu «Ciaboe mudpoBanue» (opamkeBas) u «Scheduler
Service» (3enenas).

6. Jlanee HaiiIMTe B CIMCKE YsA3BUMOCTH (KpacHas ) «O0HoBieHuss Windowsy. LllenkHuTe 10 HEM
JIBa pa3a JIEBOM KHONKOW MBIIIIH.

7. OTKpOETCS OKHO C ONMCAaHUEM YSI3BUMOCTU. Bl yBUIMTE CICOK OOHOBJIEHU, KOTOPBIE CIETYET
YCTAaHOBUTH Ha JaHHBIM KommbioTep. Eciin kakue-To OOHOBJIEHHUS U3 CIIMCKA BaM JJOCTYITHBI JJIs
YCTaHOBKH, TO BBIHJUTE U3 nporpammbl XSpider 7.0 1 ycTaHOBUTE HX.

8. ITocne ycTaHOBKM HEKOTOPBIX OOHOBJIEHUI KOMITBIOTEP TPeOYeT nepe3arpy3ku. Y CTAaHOBHB
0oOHOBIIEHHUS, CHOBA 3amycTuTe mporpammy XSpider 7.0.

9. [ToBTOPUTE ONEPALIUIO CKAHUPOBAHHS XOCTA C UCTIOIb30BanueM npoduis LabWork.prf.

10. Yoenutech, 4TO UCIpaBIECHHbIE BaMU ySI3BUMOCTH 00Jiee HE MPUCYTCTBYIOT B CIIHCKE
00OHapyKECHHBIX.

KOHTpOJ’ILHLIe BOITIPOCHI.
1. Ilepeuncinute ckanepsl ya3sumocteit [10

2. Oocrouncto XSPider 7.0
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JlaGopaTopnas padora Ne9: Anroputm mmdppoBanus RSA

ean padoThl: U3yuyeHrne BO3MOKHOCTH Anroputm mudpoBanus RSA
Bpewms 2 gaca
TeopeTnyeckasi 4acTh

Anroput™m RSA 6511 ipeyuiosked B 1977 roxy u ctat HepBbIM NOTHOLEHHBIM aJITOPUTMOM
ACUMMETPUYHOTO MIU(PPOBAHUS U SJIEKTPOHHON HU(POBON MOANKCH. AITOPUTM Ha3BaH MO MEPBbIM
OykBam (amunuii aBTopoB — Ponaney PaiiBect (Ronald Rivest), Anu Lllamup (Adi Shamir) u Jleonapa
Anneman (Leonard Adleman).

CTOMKOCTh aJrOpuTMa OCHOBBIBAETCS HA BBIYMCIUTEIBHON CIOKHOCTH 3a/1aui (haKTOPU3ALHH
(paznoskeHus: Ha MHOXHUTEINHN) OOJIBIINX YUCEI U 33Ja4u JUCKPETHOTO JIOTapu(pMUPOBAHUSI.
IIpakTHyeckas yacTb

J1st mepechbUIKK COOOIIEHUS B 3alIM()POBAHHOM BHJIE C UCIIOIb30BaHUEM alroputMa RSA
HE00XOAMMO BBITOJIHUTS MOIIArOBbIE ONEPALy MO MHU(POBAHUIO.

Brruncnenue OTKphITOTO U 3aKpPBITOTO KITIOYa:

Bo3bMem 1Ba OONBIIMX MPOCTHIX YUCHA P U (.

Onpenenum n, Kak pe3yabTaT yMHOKEHHUS p Ha g (n= p*q).

Bribepem ciryuaitHoe uncio d. DTo 4uciio JOHKHO OBITh B3aUMHO IPOCTHIM (HE UMETh HU OJJHOTO
ob1iero aenauteis, kpoMe 1) ¢ pesyiabpratoM ymHOKeHHS (p-1)*(g-1).

OmnpexpenyM Takoe YHCIIO €, U1 KOTOPOTO SIBIISIETCSI HCTHHHBIM ClIe/ytoliee cooTHomeHnue (e*d)
mod ((p-1)*(9-1))=1.

OTKpBITHIM KITIFOYOM OyzeT urcia (e;n), a cekperabiM — (d;n).

[lepenaya OTKpBITOro KiIt04a (TIaphl YUCEI) OTIIPABUTEINIO MIHU(GPOrPaMMBI 110 HE3AIUIEHHOMY
KaHaJy CBSI3H, JJIsl 3au(poBKU coobuieHus (e;N).

Iudposanue coobiieHnus «M» MOTYy4YEHHBIM OTKPBITHIM KIIFOUOM JJISI 3TOTO: .

pa3duTh UCXOTHBINA OTKPHITHIN TekeT M Ha 6I10KH,

MIPUCBOCHUE KaXA0My OJIOKY I POBOE 3HAUCHUE, HAIPUMED, B BUJIE:

Mi=0,1,2,...,N—1.

mudpyeM Kaxapli 010k nocienoBarensHocTy yrcen Mi o dopmyie:

€

Ci=M; (mod N),

COEMHUTH 3aIn(poBaHHbIE OJIOKU U OTNpaBUTh Kpunrorpammy Ci, Co, ..., Ci ... .

BrImonHATE onepariy 1mo pacum@poBKH IS TOTO:

pa36uth kpunrorpammy Ci, Co, ..., Cj ..., Ha OJI0KHK

HaxOJIUT 3HAYECHHE MEepBOTo O10Ka coobmenus «M» u3 mudpoBanHOTo 3HaueHUs C1 UCTIONB3YSA
cekpeTHblIii Kimod d o popmyse:

Mi = Ci’ (mod N)

MOCJIE0BATENBHO pacin(pOBbIBaEM Kax /bl OJ0K MH(pPOrpaMMBl.

COEMHAEM MOTy4YeHHbIE 3HaueHUs OJI0KOB cooOIeHus «M» BMecTe.

[Tpu peanu3zanuu anropuTMa Ha IPaKTUKE, MOXKHO HCIIOJIE30BaTh HE OOJIBIINE TPOCTHIC YHCA, IS
OBICTPOr0 HAXOXKJCHUS 3HAUEHUS KiItoueil U pacimdpoBKH COOOIICHUS.
IIpumep: mmdposanune coodmeHus

Meinicmeusn oovexma B:

. bepemp=3,q=11.
. Beruucnsem monyne n=p x q=3 x 11 =33.
. Brrauciisiem 3navenue GpyHkun Ditnepa st N = 33:
o(n) = (p-1) x (g-1) =2 x 10 =20.
o beper B kauecTBe 3aKphITOTO Kitoua 0 MpOCTOe YKMCIIO0 U3 BCETO JUAna30Ha MPOCThIX YUCET
no uncna 20 (1,3,5,7,11,13,17,19), ¢ yueTom ycinoBus 94To 0HO B3auMHO Tipoctoe ¢ ¢(N),
TO €CTh HE IMETh HH OJTHOTO OOIIETO ASTUTENS, KpOMe

e nomycTtuM d= 3.
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. BrplunciseM 3Ha4€HHE OTKPBITBIN KIIIOY €; UCIIONb3Ys aropuT™M EBKInaa
(e*3) mod 20=1.
Hanpumep, e=7,

. [Tepenaem o0bekTy A mapy uucen (n =33, e =7).
Meiicmeusn o6vekma A
. BosemeMm coobiierne M sto «CAB»
. [TpencTaBuM cOOOIIEHUE KAK [TOCIEA0BATEIBHOCTD LENIbIX YKcel B auamna3one 0...32.
. Honyctum OykBa A mpezactasisiercs Kak yncio 1, 6yksa B ato 2 u C = 3.
. 3amenuM B coobmeHnn 0ykBol «CABY mocienoBaTeIbHOCTHIO MX YHCIOBOTO 3HAUCHUS T.€.
nosyuum 321,
. Pa3zo0neM cooOmenus Ha 610KkH, TO ectb M1 =3, M2 =1, M3 = 2.
. [udpyer 6110k coodmenre M1 UCTIONIB3YsI 3HAYEHUST OTKPBITOTO Kito4a € = 7 u n = 33 mo

dopmyie: C1 = (Mie) mod n
. [Tonyuum:
o C1=(3"7) mod 33 = 2187 mod 33 = 9,
o C2=(1"7) mod 33 =1 mod 33 =1,
o C3=(2"7) mod 33 =128 mod 33 = 29;

. [Torygaem 3ammdpoBannoe coobmienne Cy; Cp; Cs; = 9; 1; 29;

. [Tepenaer 00bekTy «B» kpunrorpammy: 9; 1; 29. (BaxHo "eTko pa3aenuTs HuQpol B
KPHUIITOTPaMME)

[eiicmeusn o6vekma B

. PacimmdpoBbiBaeM npuHATYIO Kpunrorpammy 9;1;29.

. PaszbuBaem kpuntorpammy 9;1;29 na tpu 610ka C; C; C; COOTBETCTBEHHO.

o Mi1=(9"3) mod 33 =729 mod 33 = 3(C);
o M>=(1"3) mod 33 =1 mod 33 = 1(A);
o M3=(29"3) mod 33 = 24389 mod 33 =2(B);
OO6BexT «By» Moryunit HCX0AHOE COOOIICHHE, KOTOPOE MOCTATl O0BEKT «A».
CamocTrosiTesIbHOE 32 1aHHE
Hcnonb3ys anroput™ mudpoBanus RSA 3ammugpoBaTs ciaenyronme caoBa U3 BapuaHTa ¢
HOMEPOM TI10 CITUCKY

1. TAPA 13. POJIb 25. POT'A
2. MOCT 14. POTA 26. KOCA
3. TOPC 15. PEKA 27. KOPT
4. TOPT 16. 3AJIA 28. IAJIA
5. TEJIO 17. CEJIO 29. JTATIA
6. JIOTO 18. PYKA 30. COPT
7. JIETO 19. CAJIO 31. CMAK
8. 3UMA 20. TOPA 32. XO/JIbl
9. COPT 21. TEPB 33. [IOPT
10. POCT 22. THOM 34. MEPA
11. PEUC 23. HEBO 35. COJIb
12. JOCh 24. PEITA 36. OMVYT
37.

B kavecTBe Koma Kax 01 OyKBBI MCTIOJIB3YHUTE €e HOMEp B ayipaBuTe 0€3 yuera «&» u «it». B
OTYeTe yKa3aTh NOAPOOHBIN MOAPOOHBIM 00pa30M BEIYHCICHHS BCEX KOMIOHEHTOB, a TaKXke Mpolecca
mudposanus u pacmrdposku. [Tapa npocteix uncen3, 7
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Andasut as 10. K, 21. X,
KOJIUPOBKHU 11. J1, 22. 11,
1. A, 12. M, 23. 4,
2. b, 13. H, 24. 111,
3. B, 14. O, 25. 111,
4. T, 15. 11, 26. b,
5 1, 16. P, 27. Bbl,
6. E, 17.C, 28. b,
7. XK, 18. T, 29. D,
8. 3, 19.V,
9. U, 20. @,
30.
31. 10,

KoHTpoJibHBIE BONIPOCHI

1. Yro takoe ¢yHKIHIO Diinepa

2. Tlopsimok reHepanuu Kirodeit B anropurme RSA
3. UTo 3HAYUT MO/ YHCIIA



JladopaTopuasi pa6ora Nel(O «llIudpoBanue ¢ ucnoJib3oBanuem cetu Deiicrens
esas padoThl: H3ydeHHe MeTo1a OJI0YHOTO MK POBaHUS, pa3padOTaHHbIH

Bpewms 2 gaca

TeopeTuyeckas 4acThb

Cetp @eiicTenss — 310 MeToA OnoyHoro mudpoBanus, pazpadorannbiii Xopctom DeiicTenem B
naboparopun IBM B 1971 rony.

Cerogus cerb @eiicTenss JEKUT B OCHOBE OOJBIIOTO KOJMYECTBA KPHUMITOTPAPHUECKUX
npotokoioB. Cers DelicTens onepupyer 0J0KaMH OTKPHITOTO TeKcTa. PaccMoTpuMm MexaHu3M paboThl Ha
oHOM U3 6710Kk0B. C OCTaIbHBIMU OJOKaMU IEHCTBHS OYAYT aHATOTUYHBI.

IIpakTuyeckas 4acThb

AuaroputMm padotsl ceTn Pecresss npu MM (ppPoBaHUU 0OHOTO 0JI0KA

briok pazOuBaercs Ha 1Be paBHbIE yacTh — JieByro (L) u mpaByro (R).

2. Tlocne pa3z6uenus neBblil moa0I0K u3MeHseTcst pyHkuuei f ¢ ncrnonp3oBanueM kiroya K:
x =f(L, K).

B kauecTBe (QyHKIIMM MOXHO MpPEICTaBUTh ce0e Kakoe yroaHo mpeoOpa3oBaHUE — HaIpUMED,

CTapsbIii 10OpHIi mHU(p cABUra ¢ Ha BeNUUMHY Kitoda K.

3. Ilonmy4yeHHslii MoAOIOK CKJIaAbIBAETCS MO MOJYJIO 2 C NIpaBbIM MMOAONOKOM R, KoTOphlli He

Mensuics: X = XBR.

Jlanee nomyuyeHHbIC YaCTH MEHSIOTCS MECTaMH U CKIIEUBAIOTCA

Takas cxema Ha3biBaeTcs aueikou Deiicmens

Ha pucynke npencrasnena siueriku @eiictens 1 u 2 payHios

| MTROWYHKIA KOJT UICXOTHOTO TEKCTA |

—

| NEBbIA NOABNOK (L) ‘ MPABbIM MOABNOK (R) ‘

— 1 payng
Tamen b &
R | [ wwe]
| |
Ilepexos Ha 2 payHIa
' '
‘ NEBbLIA NOABNOK (L) ‘ MPABLIM NOABNOK (R) ‘ —

— 2 payHn

R x=x®R \
CkJienBaHue mocie 2 payHjaa Juis
MOJy4eHHs IU(PPOrpaMMBbI
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Kak BugHOo u3 pucyHka cama cerb dDelicTenss cOCTOMT U3 HECKOJIBKHMX siueek. IlomyueHHble Ha
BBIXOJIC MEPBOM SUEHKM MOIOJIOKM TIOCTYIAIOT Ha BXOJ[ BTOPOU SUEHKH, pe3yNbTUPYIOIINE TTOI0JIOKU U3
BTOPOM SYEHKH MOMAJAOT HA BXOJ TPEThEH SUCUKHU M TaK Jajiee B 3aBUCUMOCTH OT KOJIMYECTBA PAyHOO08
cetu Deiicrens.

B kaxaoM TakoMm payHae NPHUMEHSETCS 3apaHee ONpeAeNieHHBIH payHooswiil Kitod. Yale Bcero
payHI0BbIE KIIIOYH BBIpAOOTaHbl U3 OCHOBHOTO CeKpeTHOro kimoua K.

Korna Bce paynasl OyayT npoiiieHbl, TOA0I0KHA TEKCTa CKICUBAIOTCS, U MOJy4aeTCss HOpMaJIbHBIN
TaKOH MIM(PPOTEKCT.

[Tpumep mmdpoBanus cetn DeiicTens Ha npumepe.

Bozemem cioBo AVADAKEDAVRA u pa3o0Obem ero Ha jaBa 0J0Ka MO HIECTh CUMBOJIOB —
AVADAK | EDAVRA.

3a pyHkuM0 Bo3bMeM MUGP CABUTA HAa YUCIIO MO3ULIUHN, ONPEIEICHHBIX PAYHIOBBIM KIHOYOM.

[Tycts cexpernbiit kirou K =[1, 2].

B xauectBe payHaoBbeix Kiaroueii BossMem K[0] =1, K[1] = 2.

JInst CIIOKEHHsT MO MOAYJII0 2 TepeBeeM TEKCT B JBOWYHBIA KOJ| COIJIaCHO TejerpagHoMy
angaBuTy, KOTOPBIM BPSII JIU KTO-TO €I TOJIb3YEeTCs BOOOIIIE.

Bot 4T0 MOJIy4YnJI0Ch:

A V A D A K E D A \Y R A

00011 (11110 (00011 01001 (00011 01111 (OOOO1 01001 (00011 (11110 (01010 00011

Teneps mporonuM uepes ceTb DelicTens U3 IByX payHIOB MEPBbIi OJIOK:

AVA(000111111000011) DAK(010010001101111)

}

=il 001111110000110 010010001101111
010010001101111

@ 001111110000110 010010001101111
011101111101001

010010001101111 011101111101001

DAK(010010001101111) CVD(011101111101001)

K= 001000110111101 011101111101001
001000110111101L

@()11101111101001 011101111101001
010101001010100

011101111101001 010101001010100
CVD(011101111101001) RLH(010101001010100)
| CVDRLH ‘

Puc. 1 IIpocon nepgoeo bnoka
Bropoii 6110k 3ammdpoBaTh aHATOTHIHBIMU 00pa3om u mosryautcss MOSSTR.

Coenunum nBa 610ka noayunm CVDRLHMOSSTR
PacmmgpoBka
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https://en.wikipedia.org/wiki/Baudot_code
https://en.wikipedia.org/wiki/Baudot_code

PacmmmdpoBanue ocymecTBiIsieTcss TOYHO Tak kKe: MH(POTEKCT pa3duBaeTcss Ha OJIOKH U 3aTeM
NOJ0JIOKH, JIEBBIH MOAOIOK MOCTYMAeT B (PYHKIUIO, CKJIQABIBACTCS MO MOIYJIIO 2 C MpPaBbIM, U 3aTeM
NO00JTOKH MEHSIOTCS MECTaMHU.

OTnyune 3aKiII0YaeTCcsl B TOM, YTO PAayHIOBBIC KIIFOUU MOJAIOTCS B 0OpaTHOM MOPSIIKE, TO €CTh B
HaIlleM cllydae B IIepBOM payHJie MpuMeHuM Kitod K=2, a 3atem Bo BTopom payHnae K=1.

CamocTosiTeJILHOE 3alaHue
Hcnonw3ys cetn Deiictens 3amudpoBarh U pacumppoBaTh CICTYIOIINE CIOBA!

Anpbunoc
Apxeoior
ArpapHbIit
Anroputm
AMHHCTHS
bankomar
barapeen
besnmtonse
bepesnsik
bopotsca
bpuragup
bynounas
BepxoBbe
Brinosiots
[ToGopoTh
B3nomars
BoicoTHBII
I'eonesus
I'mazomep
l'ocynape
['ymanusm
JleTexrop
Juko6pa3
Huckobomn
JoBepurb
Howurpats
JpoGoBUK
Kpumunan
Jlactouka
JInHOoneym
Mynpocts
Hapkomar
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https://vfrsute.ru/%D0%B0%D0%BB%D1%8C%D0%B1%D0%B8%D0%BD%D0%BE%D1%81/
https://vfrsute.ru/%D0%B0%D1%80%D1%85%D0%B5%D0%BE%D0%BB%D0%BE%D0%B3/
https://vfrsute.ru/%D0%B0%D0%B3%D1%80%D0%B0%D1%80%D0%BD%D1%8B%D0%B9/
https://vfrsute.ru/%D0%B0%D0%BB%D0%B3%D0%BE%D1%80%D0%B8%D1%82%D0%BC/
https://vfrsute.ru/%D0%B0%D0%BC%D0%BD%D0%B8%D1%81%D1%82%D0%B8%D1%8F/
https://vfrsute.ru/%D0%B1%D0%B0%D0%BD%D0%BA%D0%BE%D0%BC%D0%B5%D1%82/
https://vfrsute.ru/%D0%B1%D0%B0%D1%82%D0%B0%D1%80%D0%B5%D0%B5%D1%86/
https://vfrsute.ru/%D0%B1%D0%B5%D0%B7%D0%BB%D1%8E%D0%B4%D1%8C%D0%B5/
https://vfrsute.ru/%D0%B1%D0%B5%D1%80%D0%B5%D0%B7%D0%BD%D1%8F%D0%BA/
https://vfrsute.ru/%D0%B1%D0%BE%D1%80%D0%BE%D1%82%D1%8C%D1%81%D1%8F/
https://vfrsute.ru/%D0%B1%D1%80%D0%B8%D0%B3%D0%B0%D0%B4%D0%B8%D1%80/
https://vfrsute.ru/%D0%B1%D1%83%D0%BB%D0%BE%D1%87%D0%BD%D0%B0%D1%8F/
https://vfrsute.ru/%D0%B2%D0%B5%D1%80%D1%85%D0%BE%D0%B2%D1%8C%D0%B5/
https://vfrsute.ru/%D0%B2%D1%8B%D0%BF%D0%BE%D0%BB%D0%BE%D1%82%D1%8C/
https://vfrsute.ru/%D0%B2%D1%8B%D1%80%D1%83%D0%B1%D0%B8%D1%82%D1%8C/
https://vfrsute.ru/%D0%B2%D0%B7%D0%BB%D0%BE%D0%BC%D0%B0%D1%82%D1%8C/
https://vfrsute.ru/%D0%B2%D1%8B%D1%81%D0%BE%D1%82%D0%BD%D1%8B%D0%B9/
https://vfrsute.ru/%D0%B3%D0%B5%D0%BE%D0%B4%D0%B5%D0%B7%D0%B8%D1%8F/
https://vfrsute.ru/%D0%B3%D0%BB%D0%B0%D0%B7%D0%BE%D0%BC%D0%B5%D1%80/
https://vfrsute.ru/%D0%B3%D0%BE%D1%81%D1%83%D0%B4%D0%B0%D1%80%D1%8C/
https://vfrsute.ru/%D0%B4%D0%B5%D1%82%D0%B5%D0%BA%D1%82%D0%BE%D1%80/
https://vfrsute.ru/%D0%B4%D0%B8%D0%BA%D0%BE%D0%B1%D1%80%D0%B0%D0%B7/
https://vfrsute.ru/%D0%B4%D0%B8%D1%81%D0%BA%D0%BE%D0%B1%D0%BE%D0%BB/
https://vfrsute.ru/%D0%B4%D0%BE%D0%B2%D0%B5%D1%80%D0%B8%D1%82%D1%8C/
https://vfrsute.ru/%D0%B4%D0%BE%D0%B8%D0%B3%D1%80%D0%B0%D1%82%D1%8C/
https://vfrsute.ru/%D0%B4%D1%80%D0%BE%D0%B1%D0%BE%D0%B2%D0%B8%D0%BA/
https://vfrsute.ru/%D0%BA%D1%80%D0%B8%D0%BC%D0%B8%D0%BD%D0%B0%D0%BB/
https://vfrsute.ru/%D0%BB%D0%B0%D1%81%D1%82%D0%BE%D1%87%D0%BA%D0%B0/
https://vfrsute.ru/%D0%BB%D0%B8%D0%BD%D0%BE%D0%BB%D0%B5%D1%83%D0%BC/
https://vfrsute.ru/%D0%BC%D1%83%D0%B4%D1%80%D0%BE%D1%81%D1%82%D1%8C/
https://vfrsute.ru/%D0%BD%D0%B0%D1%80%D0%BA%D0%BE%D0%BC%D0%B0%D1%82/

Ta6nuity komoB cumBosioB Windows-1251 (cp1251).

Dec
000
001
002
003
004
005
006
007
008
009
010
011
012
013
014
015
016
017
018
019
020
021
022
023
024
025
026
027
028
029
030
031
032
033
034
035
036
037
038
039
040
041
042
043
044
045
046
047
048

Otuer no nabopaTopHOii paboTe JOKEH BKIIOYATh MOAPOOHBIN X0/ MpeodpazoBaHus ciIoB. [
KOJIMPOBAHUS CJIOB B JBONYHBIN KOJ] HCIIOJIB30BATh

Hex
00
01
02
03
04
05
06
07
08
09
0A
0B
0C
0D
OE
OF
10
11
12
13
14
15
16
17
18
19
1A
1B
1C
1D
1E
1F
20
21
22
23
24
25
26
27
28
29
2A
2B
2C
2D
2E
2F
30

CumBoJa
NOP
SOH
STX
ETX
EOCT
ENQ
ACK
BEL
BS
TAB
LF
VT
FF
CR
SO
Sl
DLE
DC1
DC2
DC3
DC4
NAK
SYN
ETB
CAN
EM
SUB
ESC
FS
GS
RS
us

SP
!

#
$
%
&

+ k=

-~ -

Dec
064
065
066
067
068
069
070
071
072
073
074
075
076
077
078
079
080
081
082
083
084
085
086
087
088
089
090
091
092
093
094
095
096
097
098
099
100
101
102
103
104
105
106
107
108
109
110
111
112

Hex
40
41
42
43
44
45
46
47
48
49
4A
4B
4C
4D
4E
4F
50
51
52
53
54
55
56
57
58
59
5A
5B
5C
5D
5E
5F
60
61
62
63
64
65
66
67
68
69
6A
6B
6C
6D
6E
6F
70

CumMBoJ

> T NLKXsSs<CHODOTOZZIMrAC"IOTMMUOOT>I>E

dl

TOSg—X—T—SQ-HhD0D QO T

Dec
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176

Hex
80
81
82
83
84
85
86
87
88
89
8A
8B
8C
8D
8E
8F
90
91
92
93
94
95
96
97
98
99
9A
9B
9C
9D
9E
oF
A0
Al
A2
A3
A4
A5
Ab
A7
A8
A9
AA
AB
AC
AD
AE
AF
BO

CumBo.J1

TR TS I R N R D

-
=

EsRE > H

M @ mMheor ~~ = O 5 <«

~
~

J

H:@

[¢]

Dec
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240

Hex
Co
C1
C2
C3
C4
C5
C6
C7
C8
C9
CA
CB
CC
CD
CE
CF
DO
D1
D2
D3
D4
D5
D6
D7
D8
D9
DA
DB
DC
DD
DE
DF
EO
El
E2
E3
E4
E5
E6
E7
ES8
E9
EA
EB
EC
ED
EE
EF
FO

@
=
=
®
=
=

THOEZHAXMSECHRORTE O MnTUVFFrFrEEACEXBS<K<HOQTOOIT LI ARAKEWEDR 1T >
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049
050
051
052
053
054
055
056
057
058
059
060
061
062
063

31
32
33
34
35
36
37
38
39
3A
3B
3C
3D
3E
3F

O©CoOoO~NO UL WDN P

DV I A

113
114
115
116
117
118
119
120
121
122
123
124
125
126
127

71
72
73
74
75
76
77
78
79
7A
7B
7C
7D
7E
7F

| " —MMNK XS<c—~on =9

DEL

177
178
179
180
181
182
183
184
185
186
187
188
189
190
191

Bl
B2
B3
B4
B5
B6
B7
B8
B9
BA
BB
BC
BD
BE
BF

c M A =

241
242
243
244
245
246
247
248
249
250
251
252
253
254
255

F1
F2
F3
F4
F5
F6
F7
F8
F9
FA
FB
FC
FD
FE
FF

MEZOrEm e EERE~SE X< 30

62



JlaGopaTopnas padora Nell 3ammra nokymenroB MS Office

Heab: u3yunth MeTOAbI 3aUThl JoKyMeHToB MS Office, mpaBuia co3aanus CIOKHBIX Maposen
Bpewms 2 yaca
Teopernyeckas 4acTb
3ammra uapopmanuu (3U1) - Mepsl 17151 OrpaHUYSHHS JOCTYIA K HHPOPMAIIUH TSl KAKKX-JIMOO0 JINIY
(kaTeropuii M), a TaKKe A1 yJOCTOBEPEHUS OJUIMHHOCTH U HEM3MEHHOCTU MH(DOPMALIUH.

YcraHOBKa Maposist AJIsl OTKPBITHS 1 M3MEHEHUS IOKYMEHTa, KHUru winnpesentanun MS Office
2007
IIpeanoJsiaraemoe neiicreue:

IudpoBaHue JOKyMEHTA U 3aJJaHUE TAPOJIS U €70 OTKPBITHS
3amaHue naposisd A1 U3MEHEHUS TIOKyMEHTa

IudpoBaHre KHUTH U 3aJaHUE TAPOJIS IS €€ OTKPBITHS
3anaHue naposis A1 U3MEHEHUS! KHUTH

[IudpoBaHue npe3eHTaMU U 3a/laHUE TapoJIsl sl €€ OTKPBITHS
3aaHue napoJis A1 U3MEHEHUS IIPEe3CHTalun

H3menenue nmapons

DN NI N N N N NN

Y nanenue napoist
IIpakTH4yeckas 4acTb
udppoBanne TOKyMEHTa U 3aJaHHE TApOJIs Ut €ro OTKpbITHS YToOkI 3ammdpoBats Gaiin u 3a1aTh
IIapoJib IS €70 OTKPBITHUSA, BBIITOJIHUTEICHCTBHS:
="
. d
1. Haxmure xmonky MS Office , HABEUTE YyKa3aTellb MBIIIM Ha IIyHKT

IMoaroToBUTH 1 BEIOEpUTE MYHKT 3aMIM(PPOBATH AOKYMEHT.

2. B nuanorosom oxue IlllupoBanme JOKyMeHTa BBeIMTE Napolb B IOJNE

ITapoasb u Haxxmute kHONKY OK.
MoskHo BBecTH 10 255 3HakoB. [1o ymomuanuio B 3Tol GyHKIIUHA TIPUMEHSIETCS YCUIIEHHOE

128-pazpsnnoe mmdposanue. IludppoBanre — 3TO CTaHAAPTHBIN METOJ, WUCHOIB3YyEMBIH IS
3amuThl (HansIoB.

MNoAroTOEMTE AOKYMEHT K PaCCLTKE
J CO%3aTE A
% CBO@cTo

0 MpocwoTp 4 HIMENEHNE CBOMCTE ACKYMENTA, TAKHX KIK

b,

J OTERuTe HAE3BAHWE, AETOP W KAKDYEELIE CNOBA,

HHCNERTOR SOKYMEHTOR

H CoxpanuTL S Moncx cxpuTen METAgAMMEN 1 AMHEX CBEgeHIii B
(1 AOKYMEHTE,
(1] 3amwWdpoBaTs AOKYMERT
H Coxpatimekak P ||| BI0 Younerme SBUHTE AOKFMERTA MYTEM A0EIENEHHA
WH$POEIHHA.
i
W=l Nevars ; % O[DAHHNWTE PAIPEweH AR
(i & NpegocrasaeHre NOABIOBATENAM JOCTYNA ¢ OFpaHHHeHnen ¥
BOZRMOHHOCTH MIMEHEHILA, KONWPIEAHMA M NEYATH.
>
7| MoATOTOEMT ¥ 5 J0GABWTE LWGPOBYHD NOANKE

_R DBecneyeH S USAOCTHOLTH JOKYREHTA NyTEM A063ENEHHA
HEBHAMMOA LN POBOR NOJNNH.

.ﬂ- OTNPaBUTE b .
% & e TIDMETHT KEK CROHUATENDHBIA

MoMETKS AOKYMEHTA LAK OROHYATENRHOND W
Onyéaukosams HEpEAaRTHPYEMOrD.

-."EI % [IpoBepKa COBMECTHMOCTH
. vﬁ MNpoEepka JOKYMEHTA HA HAAMYHE BOIMOHOTER, He
| Jakpwute NoAdERMMBAEMEN BOALE PAHHUMA BepiuamK Waord,

) Dapamerps Word | | X Bgxog ws Word

Puc. 1. Menro xknomnku MS Office
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http://office.microsoft.com/ru-ru/word-help/HA010148333.aspx#BM1%23BM1
http://office.microsoft.com/ru-ru/word-help/HA010148333.aspx#BM1a%23BM1a
http://office.microsoft.com/ru-ru/word-help/HA010148333.aspx#BM2%23BM2
http://office.microsoft.com/ru-ru/word-help/HA010148333.aspx#BM2a%23BM2a
http://office.microsoft.com/ru-ru/word-help/HA010148333.aspx#BM3%23BM3
http://office.microsoft.com/ru-ru/word-help/HA010148333.aspx#BM3a%23BM3a
http://office.microsoft.com/ru-ru/word-help/HA010148333.aspx#BM4%23BM4
http://office.microsoft.com/ru-ru/word-help/HA010148333.aspx#BM5%23BM5

WM poBaHHE AOKYHEHTA 7]

~ LU poBaHKe coOAEPHMMOrD 3TOMD haina

Napone:

BHiMaHmre! 3aDeITeIi Napone BOCCTAHOBMTE
HEBOZMOMHHO, CNWCOK Naponei PEKOMEHA YETCA XPAHUTE
B HAAEKHOM MECTE,

CneayeT TaksKe NOMHWTE, 4TO NpW BE0AE Napona
YUMTEIESETCH perucTp Byke.

0K I OTtMeHa |

Puc. 2 Jluanorosoe okHo llludpoanue nokymeHTa

3. B nuanorosom okue IoaTBepskaenne napoJisi BBeIUTe Napoilb eIle pa3 B HoJle MOATBEpKICHUE
u Haxkmute KHONKY OK. UToObI COXpaHUTh Mapoib, COXPAaHUTE (aii.
3ajanue naposis A1 U3MEHEHUs JOKYMEHTa
Uto06B1 00eCneYnTh BO3MOXKHOCTh U3MEHEHUS COJIEPKUMOTO TOITHKOABTOPH30BAHHBIMU
peleH3eHTaMu, BBIMIOJTHUTE ICUCTBUS:

f 1'7'3 |
1. Haxwmure kuonky MS Office , a 3areM BblIOepuTe KoMaHay CoXpaHMTBKAK.
2. Ilenkuure mynkt CepBHue, a 3aTeM Boibepute OO1IHAE ApaMeTph.
CoxpaHe HHe JpKYise HTa @@
Tarca: | D I | ¥y @ @A XoCafE-
[ Heasere |
| = AokyMEHTI |
| =, Pabounil
| /5% Mom A darina:
EdﬂDKYMBHTbI | T dJaﬁﬂa:
CepBHC ; COXpaHHTE ] [ OTHEHS
- ._'.'-.'.":M6

MapaMeTpel COXPaHEHNA...

| OBwwe napameTpel... |

CHATE PHCYHEW. .,

Puc. 3. Oxno CoxpaHeHue JOKyMEeHTa
3. BsimoaHUTE 0HO WK 06a CIEAYIOLINX IEUCTBUA:

v EciM HyXHO, 4TOOBI PELEH3EHThl BBOAMIM Mapoib MEpes MPOCMOTPOM IOKYMEHTa,
Beeaute mapoip B mosie Ilapoas aasi orkpbiTusa. [lo yMonuanuio npu 3TOM
UCIIONIB3YETCs paclIupeHHoe mudpoBaHue, HO B OTIMYME OT KoMaHsl 3amu¢poBaTh
JAOKYMEHT, OTMCAaHHOH BBIIIIE, B 9TOM CITy4yae MOXKHO BBECTH TOJBKO 10 15 3HaKOB.

v’ Eciy HYXHO, 4TOGbI PElEH3EHThI BBOAMIH MApOib TEPel COXPAHEHHEM BHECCHHBIX B
JIOKYMEHT W3MEHEHUM, BBeAuTe mnapoiib B noie Ilapoab pa3pemenusi 3anucu. [Ipu
3ToM 1mudpoBaHWEe HE HUCHONB3yeTcs. OTa (QYHKIUS MpeJHa3HAYeHa s
COTPYIHUYECTBA C PEICH3EHTAaMH,KOTOPHIM BBI JOBEPSIETE, & HE JIJIS 3aIIUTHI (PAiisioB.

IlpuMeyanue: MOKHO HA3HAYUTH 00a MApOJISt — OAWH JJIs JOCTyNa K ¢aiiny, a Apyrom — s
paspenieHust ONpeAeICHHBIM PEIEeH3eHTaM H3MEHSTh €ro colepkumoe. YOemurech, 4TO ITH
MapoJH pa3IuydHbIL.
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(06uyve napameTps 2lx|
Ofume napaverpe |

MapaneTRs! WHdPOEaHA ANA ASHHOMD ACKYMEHTS

mapars AN oTpeITA dhaiina: |

TM3paNETPb! COBMBCTHOMD HEMDIb30BaHHA AN ASHHOTD ADKYMEHTa

rapogs paspewerna sancni |

I™ percomenaosaTe AOCTYN TaN6KD ANA 4TEHHA

YETEHOBHTS 3aWHTY. ..

3allHTa OT MBKPOCOE:

Vi3MEHEHHE yP0BHA GE30MACHOCT NP DTKpEITHH hafinos, Eppp—
KOTOpbIE MOTYT COARPHATE BAPYCHI B MBKPOCAX, H YKA3HHE =

H8AEMHED P3paBOTUHKOE MaKPOCOB:

Puc. 4. JlnanoroBoe OKHO 3aJjaHUs TapoIs
4. Yt06bl mpenOTBPAaTUTh CIydailHOE M3MEHEHME (aila PelleH3eHTaMH, YCTAHOBHTE (DIIaXKOK
PEeKOMEHA0BATH JAOCTYN TOJAbKO MJs uTeHus. [Ipu oTkpbiTuH (aiina pereHzeHTaMm Oyner
MPEJI0KEHO OTKPBITh €r0 B PEKUME
«TOJIBKO JJISI YTCHUS».

5. Haxwmute knonky OK.

6. HpI/I 3aIpoCe NOATBEPAUTEC MMAPOJIb BBEAUTE €0 CUIC pa3, 4 3aTEM HAXKMUTE KHOIIKY OK.

Mo TEEPHAEHWE NApONA ﬂﬂ

BEEAWTE Napoib eLE pas:

Ixxs

BHMMaHMe! Cnocoba yaHaTe sabeITeIR Napane He
CYWECTEYET. (TIOMHMTE, 4TO B NapONA Pa3NMYaHITCH
NPOAMCHEIE M CTPOYHBIE ByEERLL )

0K, I OTMEHA |

Puc. 5. OkHO mOATBEPAKAEHUS apOIIs
7. B muanorosom okxe COXpaHUTh KaK HAKMUTE KHONKY COXPAHHUTD.

8 . Ecmu MocCJICayCT [MpUrjalicHue, HaXMHUTC KHOIIKY I{a, YTOOBI 3aMCHUTBHCYL

[MpakTuyeckue 3axaHus
3ananme 1. Ycranoska maposs B jokymente MS Word 2007
= Ckomupyiite moooii daitn MS Word 2007 na Pabouwmii cro.
* VCcTaHOBHTE MapOJb HAa OTKPBITHE, IPOBEPHTE €T0 JACHCTBHE. 3aUIINTE TTAPOIIh B

TETPaJlb.
* VYcTaHOBUTE MapOJib Ha U3MEHEHHUE, MPOBEPHTE €T0 JAeHCTBUE. 3aUIIUT €Mapoib B
TETpalb.
e 1I3yunTe BO3MOXHOCTH KHOTIKH Y CTAHOBHUTH 3AIIMTY JUAI0roBOro okaa OO0Iue mapamMerpsl
3amanue 2. YcranoBka mapois B gokymente MS Excel 2007 u MSPowerPoint 2007
e (CamMOCTOSTENbHO HM3YYHTE BO3MOXHOCTH YCTAaHOBKH Mapoyied Ha JOKYMEHTHIMS
Excel 2007 u MS PowerPoint 2007.

e Ecau Ha I[IK  ycranoBmen MS  Office 2010, wu3zyumre BO3MOXXHOCTH
YCTaHOBKH MapoJIed Ha JOKYMEHTBI
3aganue 3 M3MeHeHue mapos
e BrmosHuTe 01HO WM 002 CAEAYIOMIHNX JEHCTBUS:
e OtkpoiiTe (hailsl ¢ UCTIONIB30BaHUEM MAPOJIS AJIsl OTKPBITUS B PEXKUMEUTEHHS U 3aITUCH.

e OrtkpoiiTe ¢aill ¢ UCIONIb30BAaHUEM HApOJIsl A U3MEHEHMsI B PEKUMEUTCHMS U 3alHCH.
e Haxwmure knonky MS Office, a 3arem BbiOepuTe komanay COXpaHHTH Kak.

e Illenxuure mynkt CepBuc, a 3ateM BbiOepute Oomme napameTpsl (puc. 3).

e BriOepute cymecTBYIOLINI MapoIib, a 3aTEM BBEIUTE HOBBIH MapoIb.

e Haxwmure kHonky OK.
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e [lpu 3ampoce moaTBEpAUTH MapoJib BBEOUTE €ro €lle pa3, a 3aTeM HaXMHUTEKHOIKY
OK.

e Haxwmute kHONKy COXpPaHHUTD.
e Ecnu nocnenyer npuriameHue, HAKMUTE KHONKY Jla, 4T0ObI 3aMEHUTH CYIIECTBYIOIIUI
(aii.

3ananue 4 VYnanenue naposis
e BpImosHUTE 0HO WM 00a CIEAYIONINE NeUCTBUS:
e OtkpoiiTe Qailsl ¢ UCIONIB30BAHUEM MAPOJIS AJIE OTKPHITHS B PEKUMEUTEHUS U 3aMUCH.

e OrtkpoiiTe (aii ¢ UCIONB30BaHUEM IApOJs AT U3MEHEHHS B PEKUMEUTEHHS W 3aITUCH.

e Haxwmure knonky MS Office, a 3arem BbiOepute komanay COXpaHHTH Kak.

e [llenkaure myskT CepBHuc, a 3aTeM BbiOepuTe O01Me napamMeTpsl.

e Bribepure naposp, a 3areM HaxxmuTe kiasunry Del.

e Haxwmute kHonky OK.

e Haxmute kHONKYy COXpaHMTh.

e Ecnu nocneayer npuriamiesue, HaXKMUTe KHONKY Jla, 4ToObl 3aMEHUTH CYLIECTBYIOIIMHI (aiin

3aganue 5. Mi3MeHeHue maposis B JOKyMEHTax
e l3MmeHuTe paHee yCTaHOBJICHHBIE MTAPOJIH B TIOKYMEHTaX.
e BhINOJHNATE KOHCIIEKT B TETPAIH.
e Viamure mapoiib B OAHOM U3 JIOKYMEHTOB.
3apanue 6 Co3ganue HaIEKHBIX MMApOJICH
[Taponu o0OBIYHO SBJSIOTCA caMbIM CJIa0bIM 3BEHOM B cucreMme Oe3omnacHoctu IIK.
HanexHocth maposield urpaeT BaXHYIO POJib, IIOTOMY YTO JIJIsi B3JIOMa IMapoJield MCIOJIb3YIOTCS
Bce 00JIee M30IIPEHHBIC MPOTPAMMEBI i MOIITHBIE KOMITBIOTEPHI.
Hanexusiil maposib 10JKEH OTBEYATh CIACAYIOIIMM TPEOOBAHUSM:
® TapoJb JIODKEH COCTOSTH HE MEHEE YeM U3 BOCbMH 3HAKOB
® JIOJDKEH COJEPIKaTh 3HAKU, OTHOCAIIMECS K KQKI0U U3 CIAEAYIOIUX TPeX rpyn:

I'pynna IIpumepsl

BykBBI (TIPOTHCHBIC M CTPOYHBIC) A B, C..(ab,c.)

[udps 0,1,23,45,6,7,8,9

CumMBoOITBI (BCE 3HAKH, HE ~T@HESUNNE*()_+-={}I[]1/:";
SBIIAIOIINECIOYKBaAMH WU IIUPpaMu) '<>7? ./

e JIOJKEH COZepKaTh HE MEHEE OJIHOTO CUMBOJIA

® JIOJKEH 3HAUMTEIbHO OTIMYATHCS OT MApoJiel, UCIOIb30BaBUINXCS paHee

e HE JIOJDKEH CcoJepKaTh (aMWInd WIM HUMEHH I[0Jb30BaTels, WU ObITh

pacrpocTpaHEHHBIM CIIOBOM
KoHTposbHbIE BONIPOCHI:
OmnummTe aIrOpUTM 33aHus apoJIsl Ha OTKpbITHE TokymMeHTa B MS Word
OmnuImTe AITOPUTM 33aHusI TApoJIsl Ha U3MEHeHue jokymenta B MS Word
OnuImTe aNropuT™ 3aaHus Maposis Ha OTKpbITHE KHUTH B MS EXcel
Kak 3anmrute siueiky, JMCT, CKPBITh JIUCT?
Kak ormenuTh naponu B nokymentax MS Word, MS Excel?
6. Kak ycraHoBuTh aposu (Ha OTKpBITHE, Ha U3MeHeHHe) B tokymenTax MSOffice

2007 u 2010?

abkrwbdE



JlaGopaTopHas padora Nel? Pe3epBHOe KONMPOBaHHe MPOTrPaMM, CHCTEMHBIX IAPAMeTPOB H
(daiision

Heab: n3y4nTh BO3MOXHOCTH pe3epBHOro konupoanus B OC Windows

Bpewms 2 yaca
Teopernyeckasi HacThb

KommbroTep iomMaeTcst Bceraa B caMblii HEMTOIXOMAIINI MOMEHT. [loTeps JaHHBIX MOXKET CTaTh HE
TOJIKO HENPUSATHBIM COOBITHEM, HO M yOBITOUHBIM. UTOOBI M30aBUTH ceOsi OT TaHIEB C OyOHaMu H
CIIOKHEHIINX ONepanuii 10 BOCCTAaHOBJICHHUIO JIaHHBIX, PEKOMEHIYEM PETYJISIPHO JenaTh OdKarbl BaKHOU
uHpOpMaIUH.

Bakan (backup) — pe3epBHas Konusi Kakux-1u00 qaHHbIX. [Ipeanonoxum, y Bac Ha KOMIIBIOTEpE
€CTh Marka ¢ T0uMbiMU (poTorpadusiMu. Bel B3sUM U CKOMTUPOBATN BCE CHUMKH Ha OTACIBHYIO (IICIIKY.
DTO M €CTh IPOCTEUIITNI OIKaIl.

OnHako Korja peyb 3aX0JUT O COTHIX MeradailT mH(pOpMaluy, a Takke HeOOXOJUMOCTH CIIENIaTh
00pa3bl ONEepaoOHHON CHCTEMBI HIIH BCETO KECTKOTO JIUCKA, TO B3ATh M «IEPETAHYTH)» HYKHBIC (auliibl
IpOCTO Tak He mosyunrtces. HamHoro ynoOHee u ObIcTpee 3TO Jies1aTh C HOMOIIBIO CIIEUATH3HPOBAHHbBIX
POTPaMM.

Kak gacto nemars 03Kamnbl — 3aBHCHT OT BaKHOCTH MH(OPMAIIUN U TIEPUOTUIHOCTH €€
OOHOBJICHUS.

JUig Kakux-TO JOMAalIHUX WM pabouux (ailioB pe3epBHYIO KOMHIO MOKHO CO3/1aTh BCETO OJUH
pas3, a 3aTeM OOHOBJIAThH €€ 0 Mepe TOro, Kak ManKky ¢ JOKyMEeHTaMH OyIyT MomnoiHAThesA. bakan ¢aitnos
HEeOOJIBIIOrO caiiTa CTOUT JeNiaTh NPUOIU3UTENBHO pa3 B MECSL, a JUIsl KPYIHBIX PECYpCOB 3TOT MEPUOJT
MOJKET OBITh COKpAILEH 10 HEEH.

Ecmu rosoputs 06 OC Windows, To Bce 3aBHCHUT OT 1mosib3oBaTelsi. OOBIYHO TIOCTATOYHO JIENIATh
PE3EpBHYIO KOIMIO IOCJIE YCHEIIHOW YCTaHOBKU Kakoro-au0o codra, 4roObl B CiIydae MOBPEXKIAECHUS
CUCTEMHBIX (aillloB WM MOTEpU JaHHBIX BOCCTAHOBUTH KOMMIO YXKE CO BCEMHU HEOOXOIWMBIMU
nporpaMMmamu. Jpyroit Bapuant — O2kan cexeyctaHoBieHHoW Windows. ITpu HectaOunbHOM pabote
OC BBl cMOXxeTe OBICTPO BOCCTAaHOBUTb CHCTEMY, HO BECh I0JIb30BATEIbCKUNA COPT MpHUAeTcs
MHCTAJJINPOBATh 3aHOBO.

Haunnas ¢ Windows 8, MOXHO co3zaTh 00pa3 cucTteMbl 0€3 MOMOUIM CTOPOHHUX MPUIIOKEHUH.
OO0pa3 — 3TO Bce JaHHBIE HA BallleM KOMIIBIOTEPE, CKOITUPOBAHHbIE B OINPEJICIEHHBIE MOMEHT BPEMEHH.
OHHM CcOXpaHSIOTCS B CIELUAIbHOW CTPYKTYpE, W3 KOTOPOM BIIOCIIEJCTBUM MOXHO BCE BOCCTAHOBUTH
00paTHO TOM K€ YTHUIIUTOM.

CoxpansTh 00pa3 peKOMEHyeTcsl Ha BHEUIHUM HocuTenb — cheMHbI HDD, ¢nemky (Hocurenu
JOJDKHBL 00s13aTenbHO ObITh oTopMmaTupoBanbl B NTFS) mnam koMmakT-muck. YTWIHTA TMO3BOJISET
cenaTh O’Kam CHCTEMHOTO JIOTMUECKOIo JMCKa Ha APYroil JUCK, HAallpUMep, COXPAaHUTh BCE JIaHHBIE C
«C» Ha «D», HO nenarb 3TO HE CTOMT, MOCKOJBKY <JIETAT» OOBIYHO HE JIOTMYECKHE IMCKH, a BECh
¢bu3nyecKuil, TOATOMY TaKOW O3Kam OKa)KeTcsi 0ECIOJIE3HbIM.

IIpakTHYeckast 4acTh

3aganue Nel. V3yuute TeopeTHyeCcKUil MaTepual TEMbI, BHITIOJTHUTEKOHCIIEKT B TETPA/IH.
C nomomb10 3j1IeMeHTa APpXUBalUs M BOCCTAaHOBJIeHHe HA [IaHen ynpaB/ieHHs MOKHO:
o BrmoaHATE ApXUBAIMIO 3aJIAHHBIX ITAIIOK IIO paClMCaHUI0 W BOCCTaHABJIWMBATh UX U3 pesepBHofI
KOIIUU
e  CO3JaTh MOJHBINA 00pa3 CUCTEMBI
®  CO37aTh 3arpy304HBIN AUCK [T BoccTaHoBIeHus: Windows
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Puc. 1. JIlnanoroBoe okHO ApXuBalusi 1 BOCCTAHOBJIEHUE

=@

@‘\/'% » Marens ynpaenenns » CuCTeMa W GE30NACHOCTE b APXMEBLMA 1 BOCCTAHOBNIEHHE

~ T4 [ Mouersna

Maviens ynpasnerns -
AoMauHAS CTpaHMLa

Apxu1Baums UM BOCCTaHOBAEHWE Baiinos

& Cosaanue opasa cucrems

& Cosgas anck soccranosnenna

cucTenst

Uentp noaaepcxn

Windows

@) Cpeacreo neperioca garibix

Windows no3BoisieT mojib30BaTeIo CO3/1aBaTh KaK Pe3ePBHBIC KOIUH IAINOK,TaK U TOJIHBINA

00pa3 pa3/enoB KECTKOTO JHCKa.

Tun TexHos10rust U BO3MOKHOCTH

apXuBaIlUU

[Tonp30BarenbCck ApxuBanysi IpoU3BOIUTCS Ha ypOBHE (hailyioB.

ue (aiisl CoxpaHenue pe3epBHBIX KONMUWK BO3MOXHO Ha pasnensl NTFS u
FAT32.
Jlo6aBneHusl K NepBOHAYAILHOMY apXHUBY MPOUCXOAST MHKPEMEHTHO
(T. e. HOOABISAIOTCS TOJILKO H3MEHUBIINECS (aiiiibI).
Jlnsa cxxatus ucnonsizyetcs popmar ZIP.
Nwmeercst BO3MOXHOCTh BOCCTAHOBIICHHS OT/ACIBHBIX NMAIOK HONOINOTEK.

O0pa3 paznena ApxuBauys HpPOU3BOAUTCS HA YpoBHE OJOKOB (B apXWB BKIIIOYAIOTCS

TOJIbKO MCTIOJIb3yeMbIE OJIOKH).

CoxpaHeHne pe3epBHBIX KOMHI BO3MOKHO TOJIBKO Ha pazaensl NTFS.
Ionuslit 06pa3 coxpansercs B popmare VHD, npu sToMm cxarus daiinos
He MpOoUCXOAUT. B nanbHeiimem oOpasbl cO31al0TCA HHKPEMEHTHO, T. €.
N00aBISAIOTCS TOJIBKO M3MEHHUBLIMECs Onoku. [[1st 3TOro mcmosb3yercs
¢byHkunoHan TeHeBbIx komui. [locnenyromiee coznaHue NOIHBIX 00pa30B
TaKke BO3MOXKHO.

OO0pa3sbl pa3fenoB JalT BO3MOXHOCTh ObicTporo BocctaHoBienus OC u
(aiiioB B cilydae BbIXOJA U3 CTPOS KECTKOTO JHCKA.

Ot (I)YHKI_II/II/I B COBOKYIIHOCTH C BO3MOXHOCTBIO 3arpy3ku B CpCAy BOCCTAHOBJICHHS 0e3
YCTAHOBOYHOI'O OHCKa CITOCOOHEBI YAOBJICTBOPUTH 3aIIPOCHI OOJIBIIIMHCTBA TOJIb30BATEIICH. Tenepb
BIIOJIHE MOXXHO O6XOI[I/IT]':>CH oe3 CTOPOHHUX IIPOrpaMM pE3CPBHOIO KOITMPOBAHUS.

HN3MeHeHus B 0JIb30BATEILCKOM HHTepdeiice
W3MeHeHHss B BO3MOXHOCTSX apxuBanuu WINAdOWS 3aTpoHyaM HE TOJBKOTEXHOJIOTHH, HO U

M0JIb30BaTeIbCKHUM HHTEpdeiic. B uacTHOCTH:

e TmepepaboTaH mHTEepdelc TIIABHOTO OKHA JJEMEHTAa TaHENIH VYIPaBICHHS
e ApxwuBaIus 1 BOCCTAHOBJICHUE

e (Co3/1aH HOBBIN MOJIB30BATENLCKUN UHTEP(ENC TS YIIPaBICHUAIIPOCTPAHCTBOM, 3aHATHIM OJT

pe3epBHBIE KON

e YIIPOULIEHO BOCCTAaHOBJIEHHUE (DAIIIOB, BBIIOIHSIONIEECS C TOMOIIBIO MacTepa

® pcfajin3oBaHa MHTCIpalusa C HEHTPOM MOAACPKKU JIsI CBOCBPEMCHHOI'OYBCIAOMIICHUA

MoJIb30BaTeleit o HCO6XO,Z[I/IMOCTI/I CO3JaHus pe3epBH017I KOIINH
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3ananue Ne2. HacTpoiika napaMeTpoB peryjsipHOro pe3epBHOro KOnNupoBaHUsA
Ilo ymomuaHuio pe3epBHOE KomnupoBaHue He HacTpoeHo. Illenknure cceuiky Hacrpours

pe3epBHOEe KONMMPOBaHUE B IJIaBHOM OKHE 3jeMeHTa IlaHenm ynpaBJ/ieHHsi, 4TOOBI 33aTh mapaMeTphl

apXUBaLH.

W) @ Hacrpoiixa apxueausmn

Coxpanums pesepenyo Konmo He

Mecro mesmauerma sprmesusmn

g Files (E) (Pexomenayerc]

[ O6ronum ]

Buibepure, rae creayer xpaHuTs CO3AaBaeMbie apxvsbl

PEXOMEHAYETCA COXPINATY IPIHE MO EHELIMEM XECTKOM ANCKE. Pexomenzaym 0o ¢

Ceoboarno Mo p.

15976 16076

Coxpanmm & cent...

Ranee Omena

Puc. 2. lnanoroBoe okHo HacTpoiika apxuBanuu
BapuaHThl pa3MelnieHus pe3epBHOM Konuu (aitjioB

Pasmemenune

KommenTapuu

BHyTpeHHuUl KeCTKUN JUCK

Bbl MokeTe pa3mMecTuTh apXUBHBIE (ailiibl Ha:

® HECHUCTEMHOM pa3fielie TOro ke (pU3MUecKoro aucka, Ha

KoTopoM yctaHoBieHa OC

e JII000M pazfelie Ipyroro GU3NUecKoro aucka
Pexomennyercs BTOpoli BapuaHT, MOO B cllydyae BbIXOJa M3
CTpOsI CUCTEMHOTO IMCKa BbI IOTEPSAETE KAK ONEPALUOHHYIO
CUCTEMY, TaK U pe3epBHbIEC KOIIUHU.

Buemnnii sxecTKHUN TUCK

Ecnu  HacTpoeHa apxuBammsi 10 PACIUCAHWIO, BHEIIHHIMA
KECTKUHN JIMCK JOJDKEH OBITh MOJKIIIOYEH HAa MOMEHT CO3JIaHMUS
PE3EPBHOM KOIUHU.

IMpumeuanue: Windows He mojepkuBaeT co3qaHue 00pa3oB
Ha USB auckax ¢ (puam-nmaMsThio.

JlokanbHadg ceThb

HOI[]Iep)KI/IBaeTCSI apxuBalnusg TOJIBKO Ha KOMIIBIOTCPHI CCTH,
pabotatome mox ympasienuem Windows. Tlomb3oBarento
HOTpe6YIOTC$I YUYCTHBIC JAHHBIC JIA JOCTyIla K KOMIIBIOTCPY,

Ha KOTOPOM pa3MCHIACTCA PE3CpBHAA KOIIH.

Bel Moxete pasmemarth apxuBbl (alJIoOB Ha pasnuenax, O0THOpPMATHPOBAHHBIXKAK B (alIoOBYIO

cucremy NTFS, Tak u B FAT32. IIpu apxuBanuu Ha KECTKHHA AUCK (DaliiIpl pa3MemarTcsi B KOPHEBOM
Karayiore pasjaena. J[is apxuBa Henb3s 337aTbBIOKEHHYIO MAIKy, HO MO’KHO pa3MeIaTh Ha 3TOM JIHCKe

apyrue (aiiabl ¥ Manku.

OHpCIleJ'II/IBH_II/ICL C pasMCIICHUEM apXHUBa, HCO6XO,Z[I/IMO 3a4aTh MMapaMCTpbl apXUBaAllUU. MoxHo

npeaoCTaBUTh 3TO PCIICHUC OHCpaHHOHHOﬁ CUCTEME, a MOXKHO BBIGpaTL nankKky CaMOCTOATEIBHO.
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@ 10 Hacrpoiixa apxeausn

Yro creayer apxusnposars?

© Mpeaccrasurs exsbop Windows (pexomengyerca)

Windows ssnonsut $aitnos, ¢ . a paBosem cTone u

cranaapmHsix nanxax Windows. Taxxe Windows Co3a3CY 06pa3 CHCTEMS), KOTOPSIF MOXHO
AR BocC pa & Cyvae Irw obwexrs GyayT

perynap ano. Kax suibupaiorca daine: ana apoisaunsd

Npeaccraeurs mme subop

MoXO E&iGPaTS GUENMOTEXM H NANKM, 3 TAICKE YKB3ATE, CAEAYET /1N EKIONATS & 3pIHE
06pas cucTenss. Bubpaniuie 3nenento: ByayT PEryAspHO JPIMEMPOLITECA NO
pacnucanmo.

Jance | [ Omena |

Puc. 3. lnanoroBoe okHo HacTpoiika apxuBanuu
[Ipu camMocTOsATETHHOM BEIOOPE MOYKHO CO3/aTh PE3EPBHBIC KOTIHH:

® TI0JIb30BATENBCKUX (halijIoB, BKIIOUYAsT OMOINOTEKH
® [aNoK JIOKAJILHOTO TUCKa
® [IOJHOTO 00pa3a CUCTEMBI

@ & Hacrpoiina apissauwn

Buibepure obvexru ans apxmsaunn

rammm ana , KoTOpbiE BRmOuNTS & xonmo. Karue
TN N0 YO NUINMIO UCEMOURIOTCE 13 ADKNEY
o 52 Oaine aanmnix
VIR, Apxoteanun AsHHo HOBBX NONBIOBATENER
4 |78, Admin - Bubavorexm

715 Aoxymene Bubamorers

V1@ Myseixa Bubanorera

V)i Mzobpaenia Bubnuorexa

78 Buaco Buéamorexa

715! Aonommirensmbie pacnonoxenma
4 8 Kounssorep

i&o Noxanseit gucx (C:)

7! Include a system image of drives: Bessmanmbii sucx, (C:)

06pa3 cuCTEns: - 3T KONHA AMCXOE, HEOBXOANMBN 318 PaboTsl Windows. Ero MOX»0 HCRONLsOEaTS
ana e cny ]

G Gonens)

Puc. 4. lnanorosoe okHo Hactpoiika apxuBanuu

B koniie Windows BBIBOAUT CBOJIKY ITAPAMETPOB PE3EPBHOTO KOMTUPOBAHHSI.

=l
@ W Hacrposixa apmnaumm
MNpoeepsTe ewe pas NapamMeTps! apXMBaLIMK
Pacnonoscesme apomea:  Files (E)
Ceoaxs apuagaupn:
neraenTel Biarounn & PEIEPEHYIO KOMMM
2 Bee nonszoeatens Manxit Windows né yMEAMEH...
1% Obpas cneTemm Bramueno
Pacrmcanme: Kamgouit ve 8 19:00 Minerme pacnucanug
1, /1nn BOCCTAHORNEHIA OBPAA CHCTENEN MOKET NOT n AMCK BOCC
cnctemnl, Mogpobnes
i Coup: P Pl 1 1AMy CTHTE AP ] Ommena ]

Puc. 5. JlnanoroBoe okHo Hactpoiika apxuBanuu
Hlenkaure ccbuiky U3MEeHMTH pacnucaHue, 4TOObl HACTPOUTH PE3epBHOE KOMHPOBAHUE 110

pacCliuCcaHuro B YI[O6HOC BaM BpCM:I.



1§ Hacrpoiixa sporeaumn

Kak 4acro crefyer sbinOAHATL apxusaumio?

Wsmenennoie $aitnsi u noeoie Gains:, COIAMHBIE NOLAE NOCAEAHER apxmeaumi, ByayT 20608A3ToCA &
APXME B COOTEETCTEMM C 'V(CMNNN!-! HIDKE PACNUCINMEM,

/| BuinonuaTe pesepexoe KONWPOEAHMNE NO PACNNCIHMO (pexomengyerca)

Kax wacro: Exeneaensro » |
Braxme g | BOCKpeceHse >
B xaxoe spens: |19:00 -

Puc. 6. /lnanorosoe okHo HacTpoiika apxuBaruu

3ajaHHbIe MMapaMeTpbl PACIIUCAHUS COXPAHSAIOTCS B MJIAHHUPOBUIMKE 3a[aHUI, KOTOPHIN
OTBEYAET 3a CBOEBPEMEHHBIN 3allyCK ApXMUBALUU.

1o 3aBepuIEeHUN HACTPOUKHU NApaMETPOB apXHUBALIMU 10JI30BATENb BO3BPAILAECTCS B [JIaBHOE OKHO
snemenTa Ilanenu ynpasiienus.

3aganue Ne3 Co3nanue pe3epBHOi konuu (aiiyio
Tenepsb B TJIABHOM OKHE OTOOPaKAIOTCS BCE MapaMmeTphl apxXuBamuud. HaXKMHTEKHOIIKY

ApXHUBHPOBATh, YTOOBI HAYATh MPOIECC PE3EPBHOTO KOMUPOBAHHUSI.
Xox apxuBaluu 0TOOpa)kaeTcsi ¢ MOMOILBIO MOJIOCHI IPOrpecca, HO Bbl MOXKETEIIOCMOTPETh
noapoOHoCTH, HaxkaB KHONKY IIpoecMoTp cBeneHmii.

ApxuBaums uam soccraHosnenue dainnos

Apnsaums
Pasmewenne: Files (E:) % Apoenposars
|
- 15916 cooboano n316.0 16
> Pasmep apxusa: Heaoctynwo
% Ynpasnenne npoctpancreom
Chegyrousan 24.05.2009 1900
APAHBIUNR:
Mocneannn Huxorgs
APXHBIYMR:
Copepmanie: Dainsi & GHBANOTEXSX 1 MMUNBIE RANKM BCEX NONBIOEATENEH
W 06pas cHCTembI
Pacnucanne: Kaxawiit eockpecense & 19:00

B Vsnsesire napasmerpe

Puc. 7. lnanoroBoe 0kHO ApXHBaIvs WU BOCCTAHOBIIEHUE (DailyioB

Apxusauma uau Boccranosnexue gpainos

M fo somomcpunise.

Mpocamorp caegernit
! % Npocmorp ceea

) =

4 Apxeaumn AaHHB.. 35% 3asepiLenc o @R

B HacTOALLMIA MOMEHT BLINOAHAETCA ApXvBaLna AaHHbIX

C:\Users\Public\Videos\Sample Videos\Wildife.wmv

Orxpoiite nanesy ynpazne

Puc. 8. JlnanoroBoe 0KHO BBIITOJHEHUS apXUBalUU (aiiion
3aBepuInB apXUBALIUI0, MOXKHO MOCMOTPETH CBEJAEHUS 00 UCII0JIb3yEMOM IUCKOBOM MPOCTPAHCTBE
U TIEPENTH K YIPaBJICHUIO apXUBAMH.
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3aganue Ned Co3nanue o0pasa cucTeMbl
B otnuume oT (haliioOBBIX apXWBOB, CHCTEMHBIH 00pa3 MOXHO COXPAaHUTH TOJIBKO Ha JIHCKE,

otgopmarupoBanHoM B (aitnoByto cucremy NTFS. D10 00ycnoBieHo Tem, 4To 00pasbl MPEACTABISIOT
coboit daiinsl B popmate VHD, pasmep koTopsix Moxet npeBbimaTh 4 I'6 (mpenensHbIid pazmep daiina
st FAT32).

[lepBbIii cucTeMHblii 00pa3 mpeacTaBiseT COOON MONHBI CHUMOK pas3ziena, a MOCIeIyIOIue
SBIISIIOTCS UHKPEMEHTHBIMH, T. €. BKJIIOYAIOT B CE0S JIMIIb U3MEHEHHS MO CPAaBHEHHIO C MPEIBIIYIINM
o0pa3oM. OTa BO3MOYKHOCTb, IO3BOJISAIOINAS CIKOHOMMUTH JUCKOBOE IPOCTPAHCTBO, PEATM30BAHA C
IIOMOILBIO TEHEBBIX KOIIHH.

Taxoli npuHIMI co3/1aHus 00pa30B NPUMEHSETCS IPU UX COXPAHEHUU Ha BHYTPEHHUX,BHEIIHUX U
ONTUYECKUX TUCKaX. J{7s1 BHYTPEHHMX M BHEUIHUX JMCKOB 3TOT NPUHLMI JAEHCTBYET 10 T€X IOp, MOKa Ha
IMCKEe MMeeTcsl JocTaToyHo MecTa. Korzma MecTo 3akaHuuBaeTcs, CO3/aeTcsl MOJHBIM o0pa3, a Bce
IpeabIAyIIue YAansoTces. YTo ke KacaeTcs CETEBBIX TUCKOB, TO HAa HUX BCETJa CO3JAaeTCs IMOJHBIN
o0pa3, a crapbliioOpa3 mpu ITOM MEPE3anrCchIBACTCS HOBBIM.

PaccmoTpuM cozmanme nepBoro o0pasa.

o B neBoif maHenm sneMeHTa ApXHBalUs M BOCCTAHOBJIEHMe HaXMuTe CChUulKy Co3nanHme
o0pa3a cucreMbl. OTKPOETCS OKHO ¢ BapuaHTaMM pa3MelleHus o0pasa.

. Ha cnenyromeM miare Bbl CMOKeTE BBIOPATh pa3zelibl sl apXUBaLUHU.

@ @ M Cozaamme obpasa cucrenst
() % Cosgawme obpasa cicTemst
N

MNoarsepxaeHue NapaMeTpos apxuBaunn
Fae chepyer coxpaHaTe apxue?
Pacnonomenie pesepsnoi xonmw

OBpa3 CHCTEMBI - 3TO KON ANCKOE, HEOEXOAMMBIX 1R PaBoTt Windows. B Hero Taike Moo

EXNIOHATS ZONOMNHTENSHEIE AHCKH. OBPAZ CHCTEMBE MOXNO HCOMBIOBATS AR BOCCTAHOBNENHA

KOMNLIOTEDA E C/IYME HEHCNPAEHOCTH HECTKOTD AMCKA WM KOMNBIOTEDS, HO NPt STOM HENIA P S i RGO RGO TE:
otaensHbie ana eoce KaK EOCCTANORITS KOMNSNTED € NOMOLIEX

o Files (E)

© Ha xecTrom aucke
4 Files (E) Ceoboaro 198 (6 -
ByALT ERINOAMENS JPXMBALUMA CACAYIOLIK ANCKOE:

Besbinamme AUCK (CuCTens
v ~

Ha DVD-amexax ‘ ¥, (C) (cucrema)

B cererom pasmewienun

[ Apmenpossrs | | Omwens

[Chsnee | [ omuens

Puc. 9. Co3nanue obpaza cucremsl — mmar 1 Puc. 10. Co3nanue obpasza cuctemsl — mar 2
J B o0pa3 aBromMaTMyecku BKIIOYAeTCS CJY:KeOHbIH pa3gen co cpeloil BOCCTAHOBJIEHHUS
(Windows RE) u cucremMHblii pa3men. VCKiI0unTh MX U3 Pe3epBHOI KOMHM Henb3s. Eciu B
CHCTEMe UMEIOTCS IPYTHe Pa3JeNbl, BBl CMOKETE BHIOpATh UX HA 3TOM MIare.
J OmnpenenuBIINCh C BBIOOPOM pPAa3JeNioB, HaXMUTE KHONKY APXHBHPOBATb, 4TOOBl HadaTh
IPOIIECC CO3/IaHMsI PE3EPBHOM KOIHUH.
Bce crnenytomue 00pas3sl co3aatoTcs TOYHO Tak ske. OHM comepkKaT TOJIBKOU3MEHUBIINECS OJIOKH.
Jlnist Toro 94TOOBl CHOBA CO37aTh MOJHBINH 00pa3 CHCTEMBI, BAM HEOOXOAWMO YIAIHUThH CYIIECTBYIOIINE
o0pa3pl WM TIEPEHECTH WX Ha JIPYro paszmen. Bbl Takke MOXKETe MEPEeMECTHTh WX W3 KOPHEBOTO
KaTayiora JIUCKa BO BJIOXKCHHBIC TIAIKH, OJJHAKO MPUMHTE K CBEJICHUIO, YTO B 3TOM CIIydae WX HE YBHIUT
porpamMMa BOCCTAHOBJICHHS CUCTEMBI U3 00pasa.

3aganue Ne5 YnpasiieHue NpOCTPaHCTBOM
B rimaBHOM OKHE »JeMEHTa IaHEIW YIPAaBICHUS ApXMBalUsi W BOCCTAHOBJICHHE IIEIKHUTE

CCBUIKY YmpaBiieHHe MNpocTpaHcTBOM. OTKpOeTcsi OKHO, B KOTOPOM BBIBOJUTCS HH(pOpManus o
PAacIoyoKEHNH apXHBa, CBOJKA 00 MCIOIb30BAHUH JUCKOBOTO IMPOCTPAHCTBA, & TAKXKE CCHUIKU U KHOIIKH
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JUIsl IPOCMOTPA apXUBOB U YIIPABICHUS UMH.

3
) b on) NpOCTpaHCTEOM AdHHBX

Butbop “CNoNL20BaHUA AUCKOBOTO NPOCTPAHCTEA NPOrPaMMON apxusaumun

AaHHbIX

Pacnonoxenne apores: Ceoaxs enonssosama Obmopurs

npocTpancTes:
& RS Apas Gaitnoe Asmsswec 646 ME
O6z0p Obpas cncremsi: 5506
Bpyrwe dainne 6034 MG
Ceobogo: 9976
Tonwsii pasmep: 16076

Aprne $aiinoe Asnmbo

[IACKOBOE MPOCTPANETED MOMHO GCEOBOMNTS, YASAHE 3ptee:

c Npocmorpem apmeot.. |
Gaitnoe qarvix
O6pas cncremet
[QnCrOBOE NPOCTPINCTED MOINO OCEOBOANTS, MIMENHE CNOCOE T T
XPaHeHHA CTapei 06palos cucTeMst.
DAMETDS A0KNEILAN BAMBIOY 4 OOREM JMCKOROTO NDOCTOINCTEA?
3sxpuite

Puc. 11. JluanoroBoe OkHO YTpaBiieHUE TUCKOBBIM ITPOCTPAHCTBOM apXHUBaI[UU
PacnoJioxenne pe3epBHBIX KON
[Tomumo mpocMoTpa MOAPOOHBIX CBEIEHUN 00 UCIOIB3YEeMOM MPOCTPAHCTBE, MOXKHO OTKPBHITh

MECTO XpaHEHUS PE3EepPBHON KOMUHU - HaXMHUTE ccbUIKy O030p, u daiinel oTkporotcst B [IpoBomHuKe.
Windows pacrio3Haer marky ¢ apXuBOM U MPEJOCTABISIET JOCTYII K apaMeTpaM BOCCTAHOBJICHHUSL.

-
U@'I‘—' » Komnsiotep b Files {E) b v [ |[ 5
Ynopmaowurs v . M Mapamerpst soccranoenenmn . Brmounrs 8 Gubauorexy v . 3
Vi 7 Lava waenenns | Tom Pasmep
8 ADMIN-PC
WindowslmageBackup
MedialD.bin
"I Mporpamma apiMeausm AaHHsx * 5

BbibepuTe OAMH M3 NPMBEAEHHBIX HIXKE NapaMeTPoB ANA YKa3aHHOR
PE3EPBHON KONMK
< BoccranosuTe MOM (afinel M3 3T pesepBHOR KONNK

% BoccranosmTo q)dl‘_‘lflbi ANA BCEX NONBL30BATENER HA AAHHOM
KOMNbIOTEPE

% YnpasneHue MECTOM Ha AMCKE, 33HMMAEMBIM 3TOI pe3epBHOR
KOnmMed

Puc. 12. Onpenenenue pacroiokeHus! pe3epBHbBIX KOMUN

U3 cniucka nankun: YoCOMPUTERNAME% (B nanaom ciiysae ADMIN-PC) - apxuB ¢aiinos
WindowsImageBackup - manka ¢ o6pa3om paszena

Conep:xumoe ¢paiisioBoro apxusa

OTKpBITh MANKy C apXMBOM MOXKHO C IOMOIIBIO KOHTEKCTHOro MeHto. Coaep)kuMoe apxuBa
IIPO3payvyHo JJs MOJIb30Baress - BHYTpH ZIP-apxuBbl, ¥ npu sxenaHuu (ailyisl MOXKHO OTTYAa M3BJIECUYb
HernocpeacTseHHo U3 IIpoBogHuka.

@ @ | J. ADMIN-PC\Backup Set 2009-05-17 234916\Backup Files 2009-05-17 234915 + | 45

Ynopaaouums ¥ 78 Ompore v Hoeaa nanxa

Wiz Aara namerenns Tun Pazmep
Catalogs

ol Backup files 1.zip

gl Backup files 2.zip

Puc. 13. Conepxumoe apxuBa
Opnaxo u3 IlaHesm ynpaBieHMs BOCCTaHABIMBaTh (ailiibl ynoOoHee,HanpumMep, Onaroaaps
BCTPOEHHOMY ITOUCKY.
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Copepxumoe o0pasza

ApxuBHbIIl 00pa3 cuctemsbl cosznaercsa B ¢popmate VHD u xpanutcs B mamke
WindowslmageBackup Hapsity co BciomorarenbHbIME (aitiaMH.

&)=/ E\WindowsimageBackup\Admin-PC\Backup 2009-05-17 194935

Ynopagounts v BxntounTs 8 GuGAKHOTEXY ¥ O6wmid gocTyn ang v
Wms Pasmep Tun

|| aa72783-4203-11de-220d-806€6f6e6963.vhd 5
|| 2a7£2782-4203-11de-220d-806€65¢6963.vhd

B
3
b
*'| 38be(7df-3edd-49b2-30%e-0edbd786€204_Compone... Kb

Puic. 14. Marka WmdowslmageBackup

yBI/I,I[eTB €ro COoACPKUMOE MOKHO, BOCIIOJIB30BABIINCH HOBOI Bo3MOxkHOCTBIO Windows

| 38bel7df-3edd-49b2-209e-0edbd786€204_WritereS1... 2440K6  Joxyment XML

Hosasn

MOJIKJIFOYCHHEM BHPTYAIbHBIX JKECTKUX AUCKOB B yruiute ympasieHus muckamu (Ilyck - IMowmck -

diskmgmt.msc - JleiicrBue - IIpucoeTMHUTH BUPTYAJbHBIH 5KeCTKHIl THCK).

Gf Vnpasnerme mcxsmm S| @ls
Kowcons  Jeiticrame  Bua  Cnpaexa
e mEDRPDSE
Tom [ Pacnono... | Tun | ®aitnosas c... | Cocromme | Enocns | Ceoboa... | Ceot
= Npocton  Ocwoemon NTFS Vicnpases... 200 MG 166M6 83 %
s (C) NpoctoR  Ocwommon  NTFS Vicnpasen... 315716 26716 7%
< () Npocroii  Ocwommoi NTFS Wcnpases.. 315776 uRNMmE M
s Files () MNpocroi Ocwosmwoit  NTFS Vicnpasen... 16,0016 98576 2%
2 = ——— e
f =% FoR =™
oy T
Ocroeron ) I | 4
315778 31,57 16 NTFS D -
Bcemn Vicnpasen (Ocwon 1 0o PHARIATS 2 i @
T2 Tw
L4CD-ROM O PedlLogs
VD (D) Program Files
Her nocuTens Programbats
Windows
Nomvsossrens
q m 8
W He pacnpeaenen ll Ocroeroi pasaen

Puc. 15. Ytunura YopasneHnue quckamu

Bo3MoxHO, Bac 3aMHTEpecyeT BOINPOC, MOXKHO JU J10OaBUTH (hailiabpl HAa BUPTYaJbHBIA >KECTKUH
aucK. TeXHUYeCKH 3TO BO3MOXKHO, OJIHAKO C TOYKU 3PEHHs BOCCTAHOBIIEHUs cpenctBamu Windows 3To
HU4Yero He gact. Jlyumie caenatbh HOBBIH 00pa3 - U3MEHMBILIHUECS OJOKU JA0OABISIOTCS MHKPEMEHTHO Ha

OCHOBC TCHCBBIX KOHHﬁ, 4TO MO3BOJIACT COKOHOMUTH JUCKOBOC IIPOCTPAHCTBO.

IIpocMoTp U ynajieHue pe3epBHbIX KOMUIi

N3 okHa YIIpaBJICHHUA MPOCTPAHCTBOM II0JIB30BATCIIb MOXKET YAAIATH (baﬁHOBLIe ApXUBBI U

pe3epBHbIE 00pa3bl.
Haxxmute kHomky IIpocMoTp apXMBOB B OKHE YNPAaBJIECHUS MPOCTPAHCTBOM, YTOOBI YBHUIETh

CITUCOK apXHUBOB.

(3|
(©F) et A
BuibepuTe BpeMeHHOM UHTEPBaN, apXVMBLI B KOTOPOM CreayeT YAanuTL
YAAnenie Craphix 3pXMEOS NO3BOAUT OCEOBOMNTS pOCTpANCTED & pCTOnGK A KpanE
apueoe. Bee paiine, 2 & Tewenme spenens, Gyayr
yaanensi.
Pesepassie Konmu $ailnos aHNbX 1R 3700 KomnsioTepa Ha Files (E)
Mepmog apxeaummm Pasmep Yasnure |
¢ 17.05.2009 a0 31.05.2009 1242 Mb
Total Space: 1242 M6
3axpeme_|

Puc. 16. [lepuon apxuBaruu
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Windows HaxouT Bce apXHBBI U OTOOPAKACT NEPHO apXUBALMH U 3aHUMAEMOE JIMCKOBOE
MIPOCTPAHCTBO. B 3TOM OKHE MOXHO yadUTh HEHY)KHbBIE apXHUBBI.

YroObl ynanuTh pe3epBHbIE 00pa3bl, HaXMHTE KHONKY MW3MeHUTh mnapaMeTpbl B OKHE
yIpaBieHUs IPOCTPaHCTBOM. OTKpOIOTCS MapamMeTphl XpaHEeHUs: 00pa3oB.

© 2 Ynpasnenie ANCKOBLIM NPOCTPAHCTEOM PXMEAUMM ADHHBIX

Buibop cnocoba xpareHua crapbix 06pas3os cucTemst

Hossie 06paset cucTemst we co3asroTCR asTomarnyecku, O4naKo Ha 3TOM gUCKe Coxpanenst
npeasigywme obpasel cucremer, Yrobe ocsoboauTs npocTpancreo, yaanute st obpasst,

© [Coxpanars TONBLKO NOCAERHMIE OBPAs CucTembs, co3sarmbit 17.05.2009 23:49

YaanuTe ece o6pazel CHCTEMBI 3TOTO KOMNBIOTEPA
(310 nosgonuT oceoboauTs 40 5.5 M6 npocTpancrea)

[ O—{( [ Otmena

Puc. 17. IlapameTpsl ynaneHus
Cucrema npeanaraeT Mojb30BaTENI0 yIaIUTh aOCOIIOTHO Bce 00pasbl, JMO0 Bce 00pas3bl Kpome

IIOCJIICOHET 0.

PexomeHnganum no pe3epBHOMY KOIIUPOBAHUIO
Bce 3HaI0T, 4TO HYKHO PETyJIIPHO BBINOJHATH PE3EPBHOE KOMMPOBAHUE, HO MPUITOM JAJIEKO HE

BCC €ro JEJalT. YUUTHIBas IIMPOKUE BO3MOKHOCTH pe3epBHOro komnupoBanus B Windows , o morepe
BaXHBIX JIaHHBIX Bbl Oy/leTe COXaJeTh TOJIBKO B TOM CJIydae, €CIIM HE HACTPOUTE PEryJIsipHYIO
apXHBalHUIO.

Jns xpaHeHusl pe3epBHBIX KOIMHUKM MOJOMIET OTAEIbHBIA KECTKUH AUCK - BHYTPEHHHUH WU
BHEITHUH, moakiroyaeMblit mo USB munm FireWire. Ecnu B BalieM pacropsbkeHUHM €CTh CETEBOH JIMCK, €T
TaK)K€ MOXKHO 3aJIeiiCTBOBaTh. XpaHEHHE PE3EPBHBIX KOMUN Ha APYroM pasjeiie Toro K€ IUCKa, IIe
ycranoBieHa OC, He siBisieTcsl Xopoluell uaeeil. B ciayuyae BbIXoJa M3 CTpOsl AUCKA Bbl MOTEPSAETE Kak
CUCTEMY, TaK U pPE3epPBHbIEC KOIIUU.

OO611e pekoMeH1alu, KOTOPbIE HY’)KHO KOPPEKTUPOBATh B 3aBUCUMOCTH OT UMEIOLIETocs
cBOOOIHOTO AMCKOBOIO IpocTpaHcTBa: O0pa3bl CHCTEMHOI0 pa3aesia

o IlepBbiii 00pa3. YcranoBute Windows , 3atem Bce OOHOBJICHHS W JpailBephl.
Y6enuBuiuce B HOpMmanbHOM pabore OC M YCTpOMNCTB, CO3/aiiTe MEPBBIM pe3epBHBIM
obpas.

e Bropoii 00pa3. YcTaHoBUTE BCe IPUIIOKEHUS U HACTPOUTE CUCTEMY 10 CBOEMY JKEJIaHUIO.
[Tockonbky Ooniee ToHKass HacTpoiika OC, kKak NpaBWiIO, MPOU3BOAMUTCA IO XOAY €€
UCIIOJIb30BaHus, nopaboraiite B Windows mnapy Heznenb. YOeIuBLIMCh B HOPMAaJbHON
pabote OC, co3naiite BTOpoi pe3epBHBIN 00pa3. Eciu mepen 3TuM Bl yJanuTe MepBbId
o0pa3, y Bac OyneT mojaHblii 00pa3 MOJTHOCTbIO OOHOBJIEHHOM M HACTPOEHHOM CHCTEMBI C
JTF0OUMBIM HAaOOPOM MPUIIOKEHUH.

e Ilocaenyomue o6pa3bl. B 3aBUCHMOCTH OT UMEIOIIETrOCs y Bac CBOOOJHOTO IUCKOBOTO
IPOCTPAHCTBA, CO3JaBalTE MOCIEAYIOIME 00pa3bl eXeMecsSuHO/exkeKBapTanbHo. Ecimu
BO3HHUKHET Ipobiema, TpeOyromasi BOCCTAHOBJIEHUS U3 00pa3a, Bbl CMOXKETE BEPHYTHCS K
OTHOCHUTEIIBHO HEJJABHEMY COCTOSIHUIO CUCTEMBI.

ApXUBBI IOJIB30BATENBCKUX (ailioB

e Uacrora apxuBauuu Bamux (QailioB onpenensercs TeM, HaCKOJIbKO OHM LIEHHBI IS Bac U
KaK 4acTo BBI JI00ABIsIETe WM CO3/aeTe HOBBIE (haiiibl. B olmieM cirydae pekoMeHIyeTcst
BBIMOJHATh ApXUBALMIO €XKEHEJAEeNbHO WIM JBa paza B Mecsil. B coueranun c
€KEMECSIUHBIM CO37[aHHeM 00Pa30B CUCTEMbI BPYUHYIO y Bac OyJIeT OTJIMYHBIN pe3epBHBIN
Ha0op, MO3BOJISAIOIIMIA HE TOJIBKO BEPHYTh C CUCTEMY K HEJJaBHEMY paboueMy COCTOSHHIO,
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SRORESERIEN

HO M BOCCTAaHOBHUTH BCE BalllM JaHHble W (aiinbl. Bbl Bcerma cmoskere 0CBOOOAUTH
JIMICKOBOE MTPOCTPAHCTBO, yJAJIMB CTapble apXUBBI, €CIIM MECTO Ha JAUCKENOTpeOyeTcs 1is

JPYTUX HYK]I.

e B rpaduueckom uHTepdeiice HEBO3MOXKHO 3a1aTh pasHble PACIUCAHHS JUIS CO3JaHUsI
o0pa3oB W apxXuBallMK JaHHBIX. [l09TOMy, eciM BBl XOTHTE B pasHOE BpeMs
AaBTOMATHYECKM CO3[aBaTh 00pa3 W BBIIOJIHATH ApXUBALUIO (aiiIoB, BOCIOIB3YHTECH
YTHJIMTON KOMaHIHOM cTpoku Whadmin u njiaHupoBIIMKOM 3aIaHHIA.

KoHTpo/bHbIE BONPOCHI:

[lepeuncnure TUIBI apXUBAIMH U UX BO3MOXKHOCTH, KOTOPHIE MOXHO BBIIIOJIHUTH C MOMOIIBIO
anemenTa [lanenu ynpaBneHuss ApxuBausi 1 BOCCTAaHOBIICHUE

[lepeuncnure BapuaHThl pa3MelIeHHs pe3epBHON KONUH (aiiioB

OnuimTe arOpuT™ CO3JIaHUs PE3EPBHOM KOTIMH (haiiioB

Onummre aIropuTM CO3JaHus pe3epBHOM KOMUU 00pa3a CUCTEMBI

OnuiuTe BO3MOXKHOCTH UCIIOJIB30BAaHUS JUAJIOTOBOr0 OKHA Y IPaBIC€HUENPOCTPAHCTBOM

[Iepeuncnure peKOMEHAIH 110 PE3EPBHOMY KOITUPOBAHUIO

76



JlabopaTopHas padora Nel3 Metoabl c:katusi. Aaroputm Xadpmena

IIe.m;: O3HAaKOMMUTHCSA C O6H_[I/IMI/I MNpUHOUITIaMU CIKATUA I/IH(l)OpMaI_II/II/I CHUCIIOJIB30BAHUEM MECTOAA
Xadppmena
Bpewms 2 yBca

HCCJ’IGILOB&HI/IC OKOHOMHYHBIX CXEM IIOHMCKa IIPUBCIO K IIOABJICHHIO METOJA CXKATHA

uHbOpMaIKU, KOTOPbIi OblI HazBaH MeTogoM Xaddmena. Dakruuecku Irsun Xadpdmen (1925-

1999) mpocTo Hamien MeTOJ pPEUICHUs 3aJadd JUIs COKPAILICHUS 00bEMOB IEepelaBacMoOil H

XpaHuMoil MH(OpPMAIMK, M TOCTPOCHHBIE HA €r0 OCHOBE IMPOrpaMMbl OKa3aJMCh HACTOJBKO

3¢ GEKTUBHBI, YTO BBI3BAJIU IIEIIBIA TOTOK KOHKYPEHTHBIX UCCIIEIOBAaHMIA B 3TOI 00acTu.

[lepBoHaYaIbHO peyb 1A O CKATUU TEKCTOBOW MH(OPMAIMH, HO 3aT€M BHUMAaHHE CTaJIO

oOpamaTeCsi K SKOHOMHOMY XpaHEHUIO JPYrMX THIIOB JaHHBIX: H300paMKeHHM, MY3bIKHU,

KHHO(HUIHMOB.
AaroputMm Xagdpmena
Cytb anroputma Xaddmena cBOAUTCSA K CIETYIOMIEMY:

OykBbI andaBuTa COOOIICHHI BBIMUCHIBAIOTCS B OCHOBHOW CTOJIOCI] TaOIUIIBI B MOPSIIKE
yOBIBaHUSI BEPOSATHOCTEI;

JBE TIOCIenHUe OYKBBI OOBEAMHSIOTCS B OJHY BCIOMOTATEIbHYH OYKBY, KOTOPOW
MIPUITUCHIBAETCS] CyMMapHasi BEpOSITHOCTb;

BEPOSATHOCTH OYKB, HEC yYaCTBOBABIIMX B OOBCIWHEHUHM, W TOJyYCHHAS CyMMapHas
BEPOSATHOCTh CHOBA pACIIOJIATAIOTCS B TIOPSAKE YyOBIBAaHUS BEPOSTHOCTEH, a JIBE
nocieHe OOBEAUHSIOTCS [0 TEeX TIOop, I[OKa He TMOIYy4alT eIUHCTBEHHYIO
BCIIOMOTaTeNbHYIO OYKBY C BEPOSITHOCTHIO €TUHUIIA,

Janee s TOCTPOCHUS KOJa HCIOJb3yeTcs OWHApHOE [epeBO, B KOPHE KOTOPOTO
pacnionaraercsi OykBa C BEpPOATHOCTBIO €IMHHUIIA, NMPU BETBICHUHM BETBU C OOJbIIEH
BEPOATHOCTHIO MPHCBAMBACTCA KOJ €IUHUIA, & C MEHbIIEH — KOJ HOIb (BO3MOXKHO
JIeBOM — €IMHMUIIA, a TIPABON — HOJIb).

IIpumep 1. PaccmoTpum yclioBHBIN anaBUT HU3 BOCBMHM OYKB, Ka)XJIOM M3 KOTOPBIX

NpUINKCAaHa COOTBETCTBYIOIIAs BEPOSTHOCTh €€ TMOSBICHUS B cooOuieHun (tabm. 1).

Fﬁ-yxaa BeposT- | BenomorarensHbie ctonbiibl BeposiT- Kon
HOCTh HOCTEeH Xadhmena
Z 0,22 0,22 0,22 0,26 0,32 0,42 0.58] | |01 ‘
z2 (020 0,20 0,20 0,22 0,26 0,32]0,42] |00
Z3 0,16 0,16 0,16 0,20 0,22]0,26/ (110
Z4 0.16 0.16 0,16 0,16]0,20] 111
z5 0,0 [0,10 0,16]0,16] 100
z6 0,10 0,1010,10/ 1011
z1  |004] [o0,06] 10101
z8  |0,02] 10100 j
L=022x2+020x2+016x34+016x3+0,10x3+010=x4+ 0,04
5+ 0,02 % 5=2.8;
H = 2.76;

L—H=0,04.
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Tabmuma 1

KoznoBoe nepeBo npencraBieHo Ha pUcyHke 1.

Puc. 1. KonoBoe (Ounapuoe) nepeBo s mpumepa 1.

IIpakTuyeckue 3a1aHusi:

3agaua 1. Jlanel cuMBob a, b, ¢, d ¢ gacroramu fa = 0,5; f, = 0,25; fc = 0,125; fq= 0,125.
[TocTpouth 3 dexTrBHBINA KO MeTO0M XaddmeHa.

3agaua 2. [Toctpouts kox Xaddmena s andaButa, COCTOSIIETO U3 TSATH CHMBOJIOB a, b, ¢, d, €
¢ yacToTaMu (BepOSTHOCTAMU mosiBjieHus B Tekcre) a — 0,37;b — 0,22; ¢ —0,16; d —0,14; e - 0,11

1.
2.
3.

9.

Ha JBOpE TpaBa Ha TpaBe JApOBa HE PyOH JpoBa Ha TpaBe JBOPA;
MOpO3_H_COJIHIIE JICHb YYAECHBII elle Thl Apemyellb Apyr mpeiecTHbii (A. [lymkun);
€CIIM_JKHU3Hb_TeOs OoOMaHEeT He MeyalibCsi HE CEepAKCh B JIEHb YHBIHUA C
MHUpPHCHh_JI€Hb_Becenbsi Bepb HacTaHeT (A. [lymkun);
HMEEeM_He XpaHHM IIOTEepsIeM ILIaYeM;
B_TOpPHHUIIE MOEH CBETJIO 3TO OT HOYHOM 3BE€3/lbl MATyIIKa BO3BMET BEJ
po_momua_mpuneceT Bojbl (H. PyGioB);
BBIIIIE TOP_MOTYT OBITh TOJBKO TOpPHI_Ha KOTOpBIX emie He ObiBan (B.Bricomkwii);
OeneeT _mapyc_OJWHOKUH B _TyMaHe MOpsl_TOJTyOOM YTO WIIET OH B_CTp
aHe JaJieKod 4YTo KUHYJ OH_B_Kpato_ poaHoM (M. JIepMOHTOB);
B_rmyOokoii_TecHuHe Jlapbsana rae poercs Tepek Bo Mriie cTapuHHasOAalllHS CTOsIa_ uYepHes Ha
yepHoi ckasie (M. JlepMmoHTOB);

He Mpe3upail_coBeTra HHUYbEro HO mpexae paccmorpu_ero (M.A.Kpeiios);

10.06pazoBanne 3To_TO YTO OCTaeTCA KOTJa BCE BBHIYYEHHOE 3a0bITO;

11.maremaruky yxke 3a TO JTIOOMTBH CJeAyeT 4TO OHAa yM B _Hopspok npusoaut (M.B. Jlomo-

HOCOB);

12.maremaTnka 5TO SI3bIK_Ha_KOTOpPOM Hamucana kuura_npuponsl (Famuieo amweid)

13.nenbru_noporu skusHb_desoBedecKas emé Jopoxke a BpeMs_nopoxke Bce ro (A.B. CyBopos);
15.71eTK0 B yYEHUH _TSDKEJIO B TMOXOJC TsKeJI0 B yueHuu Jierko B_moxoje(A.B. CyBopos)
[TomcunTaTh 9acCTOTHI CHMBOJIOB BO ()paze M IO ITHM YaCTOTaM MOCTPOUTH Koa XadhmeHa:

KoHTposbHbIe BONIPOCHI:

1. TlosicHuTe anrOpUTM MOCTPOEHHS KOJAA JUIS COOOIUEHHS C 3aJaHHBIMH
BEPOATHOCTSIMU OYKB 10 adroputMmy Xaddmena

2. TlosicHUTE aaropuTM IOCTPOEHHS KOIA IS IMPOM3BOJIBHOTO COOOIIEHHMS TI0
anroputMy XagppmeHa
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JlaGopaTtopnas padoraNel4 ObecnieueHune 60€30MaCHOCTH JOKAJIbHOM ceTu. HacTpoiika mapameTrpos

O0e3omacHocTH Opay3epa
Heab: u3yuynTh BO3MOKHOCTH HACTPOWKH O€30MacHOCTH JIOKAJbHOM ceTu ubpaysepa

Bpewms 2 yaca
Teopernueckasi 4acThb

[TonuTrky 0€30MacCHOCTH MOXXHO CPaBHHUTH C IOTPAHUYHHKOM, OXPAHSIOIIUM TPAHUILY
crpanbl. PaccMoTpuM JBa crioco0a ymydnieHus 0e30MacHOCTH PaboThl BUPTYaIbHOM CETH 3a JBa
Iprema.

Ilar 1. Mensem yueTHyto 3anuch aamuuHuctpatopa (Ilonb3oBaresns AnMUHUCTPATOpP C
IIyCTHIM [1ApOJIEM — 3TO yA3BUMOCTbD)

Yacto npu ycraHoBke Windows mapoib aJMUHHCTpAToOpa IMYCTOM M 3THM MOMKET
BOCIIOJIb30BaThCs 3110yMbINUIEHHUK. MHaue roBops, npu yctaHoBke Windows B aBTOMaTH4YECKOM
pEeXHMME ¢ HACTPOMKaMHU 10 YMOJIYAHUIO Mbl UMEEM I10JIb30BaTENsl AAMMHHCTPATOP C IIyCTHIM
naposieM u o0oit User moxxer BoiTHB Takoit 11K ¢ mpaBamu anmMuamucTparopa. YToOB! pemmTh

npobiemy BBIIIOJIHUM KOMaHy Moii komnbroTep-Ilanens ylnpaBJIeHH S -
AIMHHHCTPHpPOBaHHe-  YmpaBjieHHe  KoMmnbioTepoMm-JlokaiabHble  MOJIb30BaTEH-
IMoas3oBaTesn (puc. 1).
(=) ¥paEnstie KOMNBHITEPOM (NOKaN | Lius ManHoe HHa
=)y Crywefinele NpOrpaHHsl
£ CBLLME NarkH Qrocrb 3aAaTe Naponk. ..
= NokaneHele NONE0EaTENM B »
a MonebzosaTenH & 384541
[ rpynne: YAAMHTE
AHCNETHED YCTPOHCTE Qe —
=5 SanoMHaHWHE YCTPORETES
g ¥MpagneHHe AHCK K CeBOACTBA
+ @ CnyaBel 1M NprnoxeHs Crpaska

Puc. 1. JluanoroBoe okHO YIpaBiieHHE KOMIIBIOTEPOM
3nece MO IIENYKY [paBOW KHONKOW MBIIIM Ha AJMHHHCTPATOPbI  3a1aduM

aIMMHUCTpATOpy Naposb, Hampumep, 12345. 1o nmiuoxoil mapoib, HO Jydyllle, YEM HUYETO.
Tenepb B 0kHE AIMHUHMCTPUPOBaHMe 3aiijieM B JIokainbHYI0 MoMTHKY Oe3omacHocTH. [Jlanee
uaeM 1o BeTkam jepeBa: JlokaabHble moautuku- Ilapamerpbl Ge3omacHOCTH-Y4YeTHbIE

3anmucu: IlepenmenoBanue y4eTHOH  3amucH AJIMHHHCTPATOP (puc..2).
@ NapareTpel D850NacHOCTH MonHTHES NapameTp Hezona

- (8 Mot yeTHs!x sanke [2¥]cetesai aocTyn: He paspEwaTE ... BrnHueH

=8 MNokanerisie nonTiih [R¥] CeTernii A0CTYM: He paspeWwaTE ... OTEMHYEH

+ @ MonHTHES 3y AHTa - -
¥ CETEBDH AOCTYN: HE PASPEWaTE ... DTEAKHEH

: % ...'r_'e r CETEBDT ACCTYM: NYTH B PEECTR...  SystemiCurrentCol
= D T —————— CETEBDM AOCTYN: paspelate aH.,.  COMMAR, COMNOC
(2] MaNHTHKH OrpaHHUEHHOTC CeTeBDﬁ AOCTYM: PASPEWATE aH,..  COMCFG,DFS$
e @ MOnHTHIH BESONACHaETH | CETEBDH AQCTYN: PASPeWaTe Np...  OTEAHYEH

CHCTE-'MH-EIH KpHNTOrpadka; Mocno,,,  OTKAKYEH

CHETEMHbIE offbekTel: BRageney ... CosaaTens ofbek
CHETEMHbIE oBBEK TR YCMAMTE p... BlnioYeH
CHETEMHbIE oBBEK TR yuMTRIBAT, .,  BlnrYeH
‘.‘r"tTpDF‘itTBa: SaANPETHTE NONMB30E, .. OTKAKYEH
‘.‘r"tTpDF‘itTBa: NOBEAEHHE MPH YET..,  WCNEWHAA Yo TaHoE
‘.‘v"CTDCIﬁETBa: paspewaTe OTCTRI, . BrAKYEH
‘.‘v"CTDCIﬁETBa: paspeweHo OPMaT...  ALMHHACTRATOPE!
‘.‘r"tTpDF‘itTBa: pPazpeWMTE A0CTYA .. OTKAKHEH
‘.‘r"tTpDF‘itTBa: pPazpeWMTE A0CTYA .. OTKAKHEH
‘.‘ﬁ"‘-IETHbIB ZAMMCH: OFPAHHHKTE ML, BiKikoqeH
‘.‘ﬁ"‘-IETHbIB sanick: MepeMMEHOESH, .. AAMHHHCTPATOR
=

Puc. 2. Haxogum B cucTeMHOM peectpe 3anuch llepenmenoBanne ydeTHOM3anucu
AJIMUHUCTpPATOP
3neck nosib3oBaresss AqMuHucTpaTop 3amMeHuM Ha Admin (puc. 3).
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CeoHMCTEa: YUeTHEIE 3anvcH: [eperMeHDBAHWE YYETHOH 3anvcH... I

[apareTp NokansHoH BE30NacHOCTH

HyeTHble 3anuck: MepermMEH0BaHME YHETHOM SanWcu
AQPMHHUCTRATOPA

I.ﬁ.dmin

Ok, I Orrena | I'IpwmeHMTbl

Puc. 3. Tlonmbp3oBarento AZMUHHUCTPATOP IPHCBAMBACM HOBOE UM
[Mepesarpyxaem OC. Ilociie Hammx AEHCTBUE y HAaC MoOJydriach ydetHas 3amucbAdmin

¢ maposieM 12345 u nmpaBamu agMuHKECTpaTopa (puc. 4).
e

Twin Mpeers Bun BM pyra Oow  Cromes
Hare||n 0Eg 0En

& Ve Windows XP Prefessional

Wenknyme tms nonssoseamens
N 0ns8x00a 6 cucmemy

Microsoft

Windows*P

® ' BoikniounTs KoMNbiOTED

STagiet TN

Puc. 4. Oxno Bxoma 8 OC Windows XP
Tenepb MBI UMEEM MOJIb30BATENSI AIMUHUCTPATOP C MapoJieM, OJHA U3YS3BUMOCTEH CUCTEMBI

yCTpaHeHa.

IIpumeyanue
Omnepartyio 1Mo U3MEHEHUIO UMEHH T10JIb30BaTelIs ¥ 3aIaHUIO 1TapoJIsi Mbl TAKXKe MOTJIM Obl
BBITIOJTHUTH 0€3 UCII0JIb30BAHUS CUCTEMHOTO PEECTPA, UCIOIb30BaB OKHO YUYeTHbIe 3alIUCH

noJib30BaTeeil, 4To ropaszo mpouie (puc. 5).
F

O e ) 88 Ao

e w_g YHETHBIE 3aNMCH NOAIb:

2] ¥ueThee sanmcn

[ T e

nonesoEaTensi BblﬁepHTe 3aAaHue...

) Mepsrnorzme
2l nonezoearensi
* MsmetEHHe YUETHOA 3amHon

*  Cosaanie yueTrof sammcH

*  Mamerienie DX04a MONEI0RATENSH B CHETENY

UAU BblBepUTE W3MEHAEMYIO YUETHYHO
3anucb

e @ (e
Puc. 5. OxHo YyeTHBIE 3alIHCH MTOJIL30BaTEIEH
IIpumeyanue
VYyernas 3anuch ['ocTs mo3Bosser BxoauTh B [IK u paborats Ha Hem (Hanpumep, B IHTepHET) O6e3
WCTIOJTH30BaHUS CTICIIMAIBHO CO3JITaHHOM ydeTHOM 3anmucu. 3anuchk ['ocTh HE TpeOyeT BBOA MapoIIsl U IO
yMOJYaHHUI0 OIOKHpoBaHa. ['0CTh HE MOKET YCTaHABIMBAThH WIH YAAISATH MPOTPaAMMbL. ITY YUETHYIO
3alMCh MOKHO OTKJIFOYUTh, HO HEJb3S YIAJIUTD.
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Hlar 2. JlenaeM OKHO PHUBETCTBHS ITyCTHIM (yOUpaeM ysS3BHMOCTbH 2)
YV Hac OKHO BXOJ1a B CHCTEMY COJICPKHUT MoJickazky Admin, naBaiite ee yoepem, cliejiaB OKHO
nycThIM. J{71s1 Hayana B OKHE Y4eTHbIe 3allMCcH M0JIb30BaTeeil skMeM Ha KHONIKY MI3MeHeHue BXoaa

noJib30BaTesieil B cucTeMy U yoepem (duiaxox Mcnosib3oBaTh crpanuiy npuBercrBus (puc.6 u puc.
7).

£ YuerHbie sankcu nonb3osarened

0 Hasan o m/:uvuv'ﬂ

06 <§ vuennie anuck nons3osaTenei

(2) Vi sanod
J) TNl yHeTHoIxX 3anHcen
nonssosarenesi

= e Bbi6epute 3aaaHue...

NONo30BaTENER
®  MsMeHeHnS yHETHON 3anMcH

®  Cospanne yueTHOH 3ammMck

[ ®  Msmererie BXOAS NONE30BATENEH B CHCTEMY j

UAKU BblGEpUTE UBMEHAEMYHO YUETHYIO
3anuck

Admin focrs.
AAMIMNCTDATOP KOMIbIOTEPA YUeTHaR 380Mes FOCTA
3awnTa naponem oTEMOMEHS

Puc. 6. Oxno YueTHBIE 3aMCH IOJIB30BaTENEH

2 YuetHbie 3anvck nonbloparTenei 3 Ag]ﬁl
Qreen O 88 sowi

POACTBEHHBIE SaAa44

D e Bbl60p napameTpos BX0Aa U BbiXoAa U3

heddccad CUCTEMBI

06yuerme

I™ Acnoms3osats, crpamayy npusetcroms|
Orno NPHBSTCTEHMA NOIBONAST BLINONHMTE BXOA B CHCTENMY NPOCTLIM WenkoM Ha BGI&IO“
Y‘QTMO!‘ 3anmcH. A"ﬁ NoBLILeHR &BOHMQDCTH MOWHO OTKMKOMHTE TAKYH0 BOIMONMOCTE M

MCNONL30B3T KNSCCHYECKHA BXOA B CHCTEMY, KOTOpL# TpeGyeT 0T nons3osaTenel 88043
MMESH YHETHOM 330MCH H NBPONA,

2 TMapareTpbl EX0A3 8
cHeTeny

0E NEPEKIONEHUE NOAL3IOBATENe
NONE30BATENS NOIBONAST BLMOAMMT

Puc. 7. Y6upaem ¢naxxok Mcnonb3oBaTh CTpaHHILy TPUBETCTBHS

Teneps MOBBICHM GE30MACHOCTH CETH €IIIe Ha OJHY YCIOBHYIO CTYICHb,C/ENaB 00a MMoJIsi OKHA
HPUBETCTBUS MyCThIMU (puc. 8).

Bxoa 8 Windows

@ 1985-2001
Kopnopatyn Mabspocodt

Monb30BaTENb! I Userl ’

MNaponb: I ’

Puc. 8. O06e cTpokH TaHHOTO OKHA C/IeJIaeM ITyCThIMU

BreimonuuMm komanay Ilanens ynpabjieHusi-AIMUHUCTPUpPoOBaHue — JIoKkaJIbHbIE MOJUTHKH
0e3onacHocTH- JlokaabHbie moauTuku-Ilapamerpsl 6e3onacnocTi—HHTepaKTHBHBII BXOI: He
0TOOpaKaTh MOCJEHEr0 MMEHH MO0JIb30BaTeIsl. DTy 3aKuch HEOOXOIUMO BKIIOUUTE (puc. 9).
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Korcone  AeficTewe  Baa  Cnpasxa

CBORCTDA: VINTEPAKTHBIBEA BXOZ B CHCTEMY: HE GTOR 21x|
s BXEB @ |
;_\ﬁ NapameTpel GesonacHocTh Momsmiaca -~ o
# e | T ur 5
2 3 o s e Bl oo | 2] e

@ & Nomvrirca ayanta
+ @ Hasnauerse npas nor
22 Napanepe! GesonacH
# () Mommen oTrpeitoro K
+- (L Momrikn or parse4enHore
41 8 Normiwn SesonacHocT

[Rg]AyanT: ayant aoctyr

(=) ayanr: ayant npae n.

28] ayanT: Herneanssroe @ Braowms
[2) Aocryn k coth: Paspe
[3%]3amepwere patoTe:
[2¥)3anepuerse patore:
[RE]reparTvessi exon
[BE)mrepartimmnsi exon
[Rg)vrepakTvesn exon
[BE)vrrepaxTrenss exoa
{8E]repakmrsse exon
BE]erepartim o exon
[RE)virepakTveson exon
[B¥)vrrepaxTrennr exon
Eﬂ ViTepaKTHEHLH BX0A
[B¥)vrireparTieor exon

Puc. 9. AxtuBupyeM nepekitouaTesb BKIHOUnTh

Teneps mociie 3aBeplICHHs] CeaHCa MOJIb30BaTENb IOJDKEH yrajaTh HETOIBKO MapOiib, HO M UMS
nosb3oBatenst (puc. 10).

C Orkmowre

Bxoa 8 Windows

Monb3oBaTens: ‘ |

Napons: ’ \

MapameTpbl >>

Puc. 10. OGe cTpoku OKHA IPUBETCTBHS MTyCTHI

BrrsiBiienue ceteBbIX ys3BUMOCTEH ckaHupoBaHueM noptos [TK

3NM0yMBIIIJICHHUKH UCTIONB3YIOT cKanupoBanue moptoB [1K s Toro, 4ToOBIBOCTIONB30BATHCS
pecypcamu uyxkoro IIK B Ceru. Ilpu stom nHeoOxoaumo ykazath |P agpec IIK u oTkpsIThIif pOIt, x
npumepy, 195.34.34.30:23. Tlocrie aToro npoucxoaut coeaunHenue ¢ ynaneHusm 1K ¢ HexoTopoii
BEPOSATHOCTHIO BXoja B 3T0T I1K.

TCP/IP port — 310 aapec onpeaAeacHHOro cepBrca (IIporpamMMsbl), 3ayIIICHHOTO Ha JaHHOM
kommnbtoTepe B Internet. Kasxaplit OTKpBITHIN MOPT — MOTEHLIMANbHAS JIa3eHKa AJIs B3JIOMIIUKOB CeTel 1
[1K. Hampumep, SMTP(otnpaBka noursr) — 25 mopt, WWW — 80 nopt, FTP —21 mopr.

Xakepbl CKAaHUPYIOT MOPTHI ISl TOTO, YTOOBI HAalTH ABIPKY (0ar) B onepalnroHHOMN cucTeme.
[Ipumep ommbKu, eciu aAMMHUCTPATOP WU MoJab30BaTeb [IK OTKphII MOMHBIN AOCTYI K CETEBBIM
pecypcam JUlst BceX MM OCTaBUJI IyCTOM MapoJib Ha BXOJ K KOMITBIOTED.

OpnHa u3 GyHKUIUN aIMUHUCTPATOpa CETH (CUCaIMUHA) — BBIABUTH HEJJOCTATKH B
(YHKIIMOHUPOBAHUY CETH M YCTPAHUTH UX. [|JIs1 3TOTO HY>)KHO MTPOCKAHUPOBATH CETh U 3aKPHITh
(6moxupoBaTh) Bce HeoOsI3aTeNbHbIE (OTKPBIThIE O€3 HE0OX0JMMOCTH) ceTeBble MopThl. Hike, s
npumMepa, npeacTaBieHsl cryx0bl TCP/IP, koTopble MOKHO OTKITFOYHTS:

finger — nony4enue nHGOPMALIUH O TTOJIL30BATENSAX

talk— BO3MOXHOCTH OOMEHa JaHHBIMH IO CETH MEXKY MMOJIb30BATEIIAIMH

bootp — npexocranenue KiMeHTaM HHOPMALIIH O CETH

systat — nonyuyeHue nH(popMaLUK O cUcTEME

netstat — monmy4yenue MHPOPMAITUH O CETH, TAKOW KaK TEKYIIHe COSAMHEHUS

rusersd — nojiyueHue  uHboOpMaluu o IOJIb30BATECIIAX,3APCTUCTPUPOBAHHLIX B
TAHHBIM MOMEHT

[TpocMoTp akTUBHBIX OAKIIOYeHUH yTrunuToi Netstat

Komanna netstat o6sagaer HabopoMm KiTtode 1711 0TOOpaskeHHsI TOPTOB, HAXOSAIIMXCS B
AKTUBHOM H/HJTH TTACCHBHOM COCTOSTHUH. C €€ ITOMOIIBI0 MOKHO ITOJTYYUTh CITUCOK CEPBEPHBIX
MNPUIIOKEHUH, paboOTaIOIMX HA JaHHOM KOMIIbIOTepe. BOoNBIIMHCTBO cepBepOB HAXOAUTCS B PEXKHUME
LISTEN— oxwunanue 3anpoca Ha coequaenne. Cocrossane CLOSE_WAIT o3nauaer, uro coennHeHne
pazopBano. TIME_WAIT — coeaunenue oxunaer paspsiBa. Eciiu coemuHeHrne HaXoUuTCs B COCTOSIHUN
SYN_SENT, To 3T0 03HaYaeT HAJIM4KE MPOIecca, KOTOPBIH  TBITACTCS,  YCTAHOBUTH

82


http://www.kfed.ru/srednee-professionalnoe-obuchenie/programmirovanie-v-kompyuternyx-sistemax/iksis/laboratornye-i-prakticheskie-raboty/laboratornaya-rabota-obespechenie-bezopasnosti-lokalnoj-seti/#ID.19.image.19.10

coequnenue  ccepepoM. ESTABLISHED — coeaunenus ycraHOBIIEHBI, T.€. CETEBBIE CITY>KObI
paboTarOT (MCIOIB3YIOTCS).

Hrak, xomanga netstat mokaseiBacT COAEPKUMOE PA3JIMUHBIX CTPYKTYPAAHHBIX, CBSI3aHHBIX C
CEeTbhI0, B Pa3NIMYHbIX OopMaTax B 3aBUCHUMOCTH OT YKa3aHHBIX oniuil. J[1s cokeToB (IIporpaMMHBIX
unTepdeiico) TCP nomycTumsl clieayronme 3Ha4eHus! COCTOSHUS:

CLOSED — 3akppiT. CokeT HE UCTIOJIB3YETCs.

LISTEN — Oskunaet BXOASIIUX COSAMHECHU.

SYN_SENT — AKTHBHO MBITAETCSI YCTAHOBUTH COCTMHCHHUE.

SYN_RECEIVED — Hpaer HayanbHasi CHHXpOHHU3AIHS COCTUMHEHHUS.

ESTABLISHED — Coenunenne ycTaHOBJICHO.

CLOSE_WAIT — VY naneHHas cTopoHa OTKIIFOUWIIACKH; 0XKHIaHNE 3aKPBITHICOKETA.

FIN_WAIT_1 — CokeT 3aKkphIT; OTKIFOYCHHE COSTUHEHUS.

CLOSING — Coxer 3akphIT, 3aTeM yAalleHHAasi CTOPOHA OTKIIOYMIACH;0KHIaHUE

MTOATBEPKICHUS.
LAST_ACK — VYnaneHHas CTOpOHA OTKIIIOUMIIACH, 3aTE€M COKET 3aKPBIT;0XKHJIaHUC
MTOATBEPKICHHUS.
FIN_WAIT 2 — COKeT 3aKpbIT; 0KUJAHUE OTKJIFOUEHUS YAAICHHOMCTOPOHBI.
TIME_WAIT — Coket 3akpbIT, HO 0KHJIA€T MMaKEThI, eIE HAXOAMINECS BCETH JJIsi 00padOTKH
IIpumeyanue

Yro Takoe «coker» nosicuser puc. 11. [Ipumep cokera — 194.86.6..54:21

I

i

i

TpaHcNOpPTHLIA YPOBEHL,
= Socket

CeTeBOA YPOBEHb

KaHanbHbiA ypoBeHb
DUINYECKUHA YPOBEHb
Cozaan ) (raves ) (nepea )

Puc. 11. Coxer 3to Ne mopta + IP aapec xocta

BbinosiHuTE IpaKTHYECKOE 3aJaHue:

3aganue 1. O0napyxenue oTkpbIThIX Ha IIK nmopros yrusmroii Netstat

JU1s BBITTOJTHEHUSI TPAKTUYECKOT 0 33aHNsl HA KOMIIbIOTEpe HEOOXOJMMOBBINOJIHUTH KOMaHIy

IMyck-Boimoanntb. OTKpoeTcs 0KHO 3amyck mporpaMmsl, B HeM BBeuTe Komanay cmd (puc. 12).

3anycK NporpaMmbl d A

= BEEAWTE MMA NPOrPatiEl, NankH, A0KYMEHTE HIH
B pecypra MHTEpHETa, H Windows aTEpoeT Hx,

OTKPEITE! I crnd| j

K I CTHEHA | QAz0p... |

Puc. 12. Okno 3amyck nmporpaMMel

YtoObl BBIBECTH BCe aKTUBHBIE MOAKII0YeHHs T CP 1 mpocnynmBaeMbie KOMITBIOTEPOM MOPTHI
TCP/ UDP BBenute komany netstat (puc. 13). Mer Buaum Jlokansaoro aapeca (3o Barr [1K)
MPOCITYIIUBAIOTCS 6 TOpTOB. OHU HYKHBI [Tl TIOJICPKKHU ceTH. Ha IBYX MOpTax MbI BUIIUM PEKUM
ESTABLISHED — coeauHeHHs YCTaHOBJICHBI, T.€. CETEBBIC CITYKOBI pad0Taro0T (MCIIOIB3YIOTCH ).
Yetnipe mopta ucnoib3yroTcs B pexume TIME_WAIT — coenunenue oxxuaaer pa3pbia.
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AKTHEHWE nNoAKANYEHHA

Hma MokaAeHWH agpec BHewnudw appec CocrToaHue

TICP D:3086 localhost:-3087 ESTABLISHED
TICP D:3087 localhost - 3086 ESTABLISHED
TICP D:3414 localhost:-1110 TIME_UAIT

TICP D:34i6 localhost:-1110 TIME_WAIT

TGP D:3415 OCEP . AMS1 _VERISIGHN.COM:http TIME_WAIT
ICP D:3417 OCEP.AMS1 _VERISIGHN.COM:http TIME_UWAIT

D:~Documents and Settings-1103

Puc. 13. Cnmcok akTHBHBIX TOJKITIOUEHHUH Ha TecTupyeMoM 1K

3amycrute Ha BameM 1K MHTepHeT u 3aiiaure, HanpuMep Ha WWW.yandex.ru. CHOBa BBIITOJIHUTE
komany hetstat (puc. 14). Kak BuauM, 100aBUIIOCH HECKOJIBKO HOBBIX aKTUBHBIX IMIOPTOB C MX
Pa3IMYHBIMU COCTOSTHUSIMH.

D:\Documents and Settings\110>netstat
AKTUBHNE noaxKAvNEeHMna

Hra flokasbHuK anpec Brheunus anpec Cocrosanue
ICP D:1110 localhost:3433 TIME_WAIT
ICP 1110 > 8 TIME_WAIT

:1110 T TIME_WAIT

1110 > 2 TIME_WAIT

1110 DCa : TIME_WAIT

11110 T 3 ‘ ESTABLISHED

:1110 oF 3 52 TIME_WAIT

1110 oC st ESTABLISHED

1110 > a TIME _WAIT

13430 > 8 : ESTABLISHED

13431 o 3 E ESTABLISHED

13432 > TIME_WAIT

:3438 0 TIME_WAIT

:3440 > 3 TIME_WAIT

:3448 X ESTABLISHED

23450 > = TIME_WAIT

13454 T H ESTABLISHED

23458 > : TIME_WAIT

13460 T : TIME_VAIT

13461 T TIME_WAIT

23462 o TIME_WAIT

13434 addor .zlbh.phx.mozilla.net:https TIME_WAIT

13445 static.yandex.net:http TIME_WAIT
13449 mc.yandex.ruzhttp ESTABLISHED
3455 suggest.yandex.net:http ESTABLISHED
3463 suggest.yandex.net:http TIME_WAIT
13464 wuww.vandex.ruzhttp TIME_WAIT
13465 yabhs .vyandex.ruzhttp TIME_WAIT

D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D
D

Puc. 14. AxtuBHbie noaxmtouenus npu padore 1K B Uurepner
Komanpga netstat umeer cnenytromiue oniuu — tabm. 1.

-i [Toka3pIBATH COCTOSTHUE aBTOMATHUYECKH CKOH()UTYPUPOBAaHHBIX (auto-
configured)  unTepdeiicoB. HTepdeiichl, cTaTHYSCKH
CKOH(HT'YPHPOBAHHBIE B CHCTEME, HO HE HallICHHBIC BO BpPEMs 3arPy3KH,
HE TIOKa3bIBAIOTCSL.

-n [Toka3siBaTh CETEBBIC a/ipeca Kak yncia. netstat 0OBIYHO MOKAa3bIBAET
azipeca Kak CUMBOJIBI. DTy OMIMIO0 MOKHO HCIIOIB30BATh C JIOOBIM
dbopmaroM 1mokasa.

-r [Tokazate Tabnuibl MapuipyTH3anuu. [lpu ncnons30BaHuu ¢ OMIHMEH -S,
MOKa3bIBACT CTATUCTUKY MAPIIPYTU3AIIIH.

-S [TokxazaThk cTaTHCTUYECKYIO HH(POPMALHIO IO ITpoTokoiaM .Jlpu
MCIIOJIb30BAaHUU C OIIMEN -I, TOKA3bIBAET CTATUCTUKY MapIIPyTU3ALIUH.

-f OrpaHu4uTh 1MOKa3 CTATUCTUKU WIH aJJPEeCOB YIPABISIFOIINX OJIOKOB
CEMEWCTBO aJapecoB | TOJIBKO yKa3aHHBIM CEMENHCTBOM aJpECcOB, B KAUECTBE KOTOPOTO MOXKHO
ykasbiBathb:inet s cemeiicta aapeco AF_INET,wmum unix s
cemeiictBa agpecos AF_UNIX.

Tao6nuna 1. Kimroun tst komanasl netstat

IIporpamma NetStat Agent
[IpencraBbre curyanuto: Bame HTepHET-COeAMHEHUE CTAIO pab0oTaTh MEIJICHHO, KOMIIBIOTEP
MOCTOSTHHO 4TO-TO KadaeT u3 Ceru. Bam momosxket mporpamma NetStat Agent. C ee moMoIIbIO BbI
CMOJKETe HAWTH TMPUIHHY MPpoOIeMBbl U 3a0I0kupoBath ee. MHade roBopsi, NetStat Agent — mose3HbIiI
HaO0Op MHCTPYMEHTOB NIl MOHUTOpUHTa IHTEpHET COeTMHEHUI 1 TUArHOCTHKU CETH.
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[Iporpamma nmo3Bossier otcnexuBath 1 CP u UDP coequnenust na [1K, 3akpbIBaTh HexkenaTenbHbIC
COCIMHEHHSI, 3aBepIIaTh MPOIECChl, O0HOBIATH U 0cBoOOkaaTh DHCP HacTpoiiku anmamnrepa,
NPOCMATPHBATh CETEBYIO CTATHCTHKY st anantepoB U T CP/IP mpoTokoioB, a Takke CTPOUTH rpaduKH
s komana Ping uTraceRoute (puc. 15).

# Netstat Agent 3.0 - Pycckan Beposs =10l x|
O Yruemel Bua  Dosows
=\ ) ) d B )
\J.;ﬁ Oryer g = OfHoemTs wouite 4 Aobasnto ) Cnpatars Jcneme i) Onuhh Momow
> < =2
E NetStat Coepgunenma | Mowntop  Ancnetwep J(ypnanosA
nl Nok, Aapec I MoK, ... l yaan, Aapec I Yaan.,. ] Craryc | Mpouecc ] CrpaHa I -
D Statistics TCP 0.0.0.0 135 N/A NjA LISTEN _Jsvchost.exe
' TCP 0.0.0.0 445 N/A NfA LISTEN —_|System
(a;; 1P Config TCP 0.0.0.0 912 N/A NfA LISTEN  —_ vmware-auth...
TCP 0.0.0.0 1110 NfA NfA LISTEN — lavp.exe
\BQ ARP TCP 127.0.0.1 1037 NJA NjA LISTEN — lalg.exe
" TCP 127.0.0.1 3559 locakhost 3560 ESTABLISHED (@firefox.exe
ﬁ DNS Query TCP 127.0.0.1 3560 localhost 3559 ESTABLISHED (@firefox.exe
TCP 192,168.1.3 139 N/A NIA LISTEN | System
m IP Routes LOP 0.0,0.0 445 N/A N/A LISTEN —_iSystem
E LOP 0.0,0.0 500 NjA NJA LISTEN  lsass.exe o
Q/ Ping LDP 0.0.0.0 4500  NJA NJA LISTEN —lsass.exe
UDP 127.0.0.1 123 N/A NfA LISTEN  —svchost.exe
ﬁ Tracer UDP 127.0.0.1 1900 NJA NjA LISTEN —svchost.exe
UDR 192 16813123 Y73 A LISTEM___leuchnst axe
"\ > : "
Q‘M’m ]? ﬁng@?race QWM
é—lg HTTP Checksr  1POTOKON Craryc il
Mok, aapec Yaan. aapec
Tlok. noot Yaan. noot L]
Coepunenve | lMpousce Moaymt
Tce: 8 LDP; & | Npasnna; 0 {ABTO OfiHoBN=HNe: Bkn, | [3amwice: Brikn, ObHosneH: 11:42

Puc. 15. T'maBroe okHO mporpammsel NetStat Agent

B cocrtas mporpammbr NetStat Agent Bomuiu ciieyromue yTuaInuThl:

NetStat — orcnexusaer TCP u UDP coenunenus I1K (mpu aTom oToOpaxaercst reorpadudyeckoe
MECTOMNOJI0KEHNE YAAJICHHOIO CepBepa U UM XOCTa).

IPConfig — oTobpakaeT CBOWCTBA CETEBBIX aaNTEPOB U KOH(PUTYPAIHIO CETH.

Ping — mo3BouisieT MPOBEPHUTH JOCTYITHOCTh XOCTA B CETH.

TraceRoute — omnpenenser MapIIpyT MEXAY BalllUM KOMIBIOTEPOM U KOHEYHBIM XOCTOM,
cooOmas Bce |P-anpeca mapiipyTu3aTopos.

DNS Query — moaxrouaercst kK DNS cepBepy u HaxoauT Bcro nHpopmanuto o gomene (IP ampec
cepBepa, MX-3anucu (Mail Exchange) u ap.).

Route — oto6paxaet 1 no3Bossier u3MeHATh |IP mapmpytsr Ha [1K.

ARP — orcnexxuBaer ARP n3menenus B 10kaibHOM Tabmulle.

Whois — 1mo3BoJIseT MoIyduTh BCIO JOCTYMHYI0 HHpopMaruio 06 IP- agpece niau qomene.

HTTP Checker — nomoraer npoBepuTh, IOCTYITHBI Ji1 Bariu BeO-caiThI.

Statistics — mnoka3biBaeT cTaTUCTHKY ceTeBbIX HHTepdeiicoB u TCP/IP mpoTokoios.

Ckanep nmoptoB Nmap (Zenmap)

Nmap — momyJIsipHbIi CKaHep MOPTOB, KOTOPHIN 00CIENYET CETh U IPOBOIUT ayTUT 3aITUTHI.
Hcnonb3oBancs B punbme «Matpuna: [lepesarpyska» npu B3nome komnbioTepa. Haia 3agaya He
B3JIOMaTh, a 3aUTUTH [IK, TOCKOIBKY OJTHO M TO K€ OpPYKHE MOYKHO MCIOIh30BaTh KakK IS 3aIlIUThI, TaK
U 17151 HamaieHusi. MiHadye roBopsi, CKaHepOM MOPTOB NMAP MOKHO OMPEAETUTh OTKPBIThIE MOPTHI
KOMITBIOTEPA, a ISl 0€30TTACHOCTH CETH TI0JIh30BATEIIIMPEKOMEH/TYETCSI 3aKPBITh JIOCTYIT K THM MTOPTaM C
noMmouipio opanamayapa (puc. 16).

OOBIYHO TS TOTO, YTOOBI TPOCKAHUPOBATH BCE MOPTHI KAKOTO-JIN00 KOMITBIOTEPA B CETH BBOJIUTCS
KomaHja nmap —p1-65535 IP-agpec_xommnbioTepa uiu Nmap —SV IP-agpec komnbloTepa, a 1is
CKaHWPOBaHMUS caiita — koMmaHga Nmap —sS —sV —O -P0 aapec caiira.

Mownwurop nmoptoB TCPView

TCPView — moka3blBaeT BCe MPOIECCH, UCTIONb3Yomue HTepHeT- coeinHeHns. 3amyCTUB
TCPView, MOXHO y3HaTh, KaKO MOPT OTKPHIT ¥ KaKoe MPHIOKEHUE €ro HMCIONB3YeT, a MpH
HEO0OXOJIMMOCTH U HEMEIJIEHHO pa30pBaTbCOEAMHEHHE — puc. 17.
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4 TCPYiew - Sysinternals: www.sysinternals.com -|O] x|

File ©Options Process Wiew Help

A =
Froce.. ¢ | FID | Frotocol | Local Address | Local Port | Rer «
M avpexe 292 TCP d 1272 Ib-ir
M avpexe 832 TCP d 1257 Ib-in-
ML avp.ese 232 TCP d 1306 Ib-in-
M avpexe 832 TCP D 1110 D
& firefox.exe 3740 TCP D 1255 local
U firefosexe 3740 TCP D 1271 local
il firefon exe 3740 TCP D 1305 lozal
U firefom.exe 3740 TCP D 1241 local
e b
il firefox exe TCP D
U firefos.exe 3740 TCP D 1277 local
il firefox exe 3740 TCP D 1209 lozal
I firefom.exe 3740 TCP D 1266 local
[ ass.exe 1048 DP B] isakmp *
1 ass.exe 1048 uoP D 4500 *
[ svchost exe 1328 TCP D Epmap D
[ swchostexe 1480 DF d htp i
1 svohost exe 1912 uoP d 1900 *
[ svchostexe 1480 DP B] ntp *
[ svchost exe 1912 uoP D 1900 *
] Spstem 4 TCF D rnicrozoft-ds D
] Spstem 4 TCF d nethios-ssn B]
1 System 4 DP d riethiog-hs #
] Spstem 4 DP d riethiog-dgm ¥
] Spstem 4 DF B] microzoft-dz i
1 vmware-authd... 1432 TCP D 912 (I
1| | 3|
Endpoints: 139 |[Established: 23 [Listening: & [Time weait: 101 |Close Wait: 0 y

Puc. 17. I'naBHoe okHO nporpammel TCPView

[TpocMoTpuUTE aKTUBHBIE CETEBBIE NMOAKIIOUEHU JoKaiabHOro [1K ¢ moMoIso MOHUTOpa TOPTOB
tpiview. OmpezienuTe MOTEHIIMAIBHO BO3MOKHBICYTPO3bl (KAKHE MOPTHI OTKPBITHI, U KAKHE TPUIIOKCHUS
UX UCHOJb3YIOT). [IprHE00X0JMMOCTH MOKHO 3aKpBITh YCTaHOBJIEHHOE npuioxenueM TCP-coenunenue
WJIY MIPOLECC MPABOM KHOMKOM MBIIIIH.

KonTposbHbIe BONIPOCHI:

Kaxwue ys3sumoctu OC Windows OblTH yCTpaHEHBI B IaHHOM MPaKTUYECKOM

paboTe ¥ KaKUMHU MyTsAMH?

Jns gero ucnons3yercs yrunuta Netstat?

[Tepeuncnure, Kakue YTHJIMTHI BOIIUTH B cocTaB mporpammel NetStat Agent?ls yero
UCIOJIb3YETCS KaXkaasl U3 yTUIIUT?

Jnst gero ucnosb3yetcs mporpamma Nmap? TCPView?
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