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1 IMacmopT (pOoHIA OLIEHOYHBIX CPEICTB

1.1 OO6aacTb npuMeHeHUsI

@DOH/JT OIIECHOYHBIX CPEJCTB MPEeIHAa3HAueH Ul MPOBEPKH PE3yJIbTATOB OCBOCHUS yueOHOM AUCHIU-
wHbl «HpOpManmonHas 0€30MacHOCTE» MPOrPaMMbl TIOJTOTOBKU CIICIUATMCTOB CPEAHETO 3BEHA
(ITTCC3) mo cneumanbHoctu  09.02.07 MHGOpMAaIMOHHBIE CHCTEMBI M NMPOTPAMMHPOBAHUE B YaCTH

OBJIAJICHUS IPOPECCHOHATBHBIX M OOIIUX KOMITCTEHITHIA.

Pe3yabTatsl ocBOe- Kon OcHOBHBIE ITOKAa3aTe- Tun 3ana- ®opma atTe-
HHA (obmme u mpodec- | JiM OLlEeHKH pe3yabTaTa HHS; cTauuu
(OOBEKTHI OLICHMBAHUA) | CHOHAJIBHBIE KOM- U UX KPUTEPHH Ne 3apanust (B cooTBeT-

METEHIINH ) CTBUU C y4eO0-
HBIM TUIAHOM )

YMeTh: Huddepen-
npUMeEHATh npaBoBble, | OK 01, 3alMTa OT YIrpo3 Lie- | pOHT. OIpoc LUPO-
OpraHU3alMOHHBIE, OK 02, JIOCTHOCTH (HECaHKIIMO- BaHHBII 3a4YeT
TEXHUYECKUE U PO- OK 05, HUPOBAHHOTO  U3MEHE-
IrPaMMHBIE CPEICTBA OK 09, HUs1) UHpOpMaLKy;
3ammTthl nHGopmaruu; | OK 10, 3al[MTa OT yIpo3 KOH-
Y1) [IK11.6 ¢buneHmmansHOCTH  (He-

CO3/1aBaTh NPOrpaMMm-
HBIE CPE/ICTBA 3aAIIUTHI
uHpopmanuy; (Y2)

OpraHu30BaTh 3aIIUTY
OT yTe4KH UH(pOopMa-

CaHKLIMOHUPOBAHHOTO
noiy4eHnus) wuHpopma-
IIMM TI0 BCEM BO3MOX-
HBIM KaHaJIaM YTCUKH;
3ammMTa OT Yrpo3 Jo-
crynHocTH  mH(popMa-
IIUH, B CMBICIIC HECaHK-
[IMOHUPOBAHHOTO  WIIU
CllydyaifHOro orpaHuye-
HUSL JIOCTyma K pecyp-
caM M MHpOpMaLUU CHU-
CTEMBHl,

Kpurepun onenku 3a-
UIUIIEHHOCTH KOMIIBIO-
TEPHBIX CHCTEM, KOTO-
pple  U3BECTHBI  Kak
«OpaHnxeBast KHUTa».
EBponeiickue kpurepuun
OLIEHKH  0e30MacHOCTH
MH(OPMALIMOHHBIX TeX-
Hosorui. JlaHHbIE KpHU-
TEpUH pa3pabOTaHbl C
Y4E€TOM  BBISIBJIIEHHBIX
HEJI0CTaTKOB U OrpaHU-
YEHUI 10 NPUMEHEHHIO
«OpaHXkeBOl KHUTH» U
SIBJIAIOTCSL  TapMOHU3H-
POBaHHBIMU IO OTHO-
LICHHIO K TIEPBBIM.

IIpaxTuue-
CKue padoThl,
TECTbI, (PPOHT.
OIpoc

3alUTa OT YIrpo3 ayJuTy
CUCTEMBI (JEeKIapupyeT-

[IpakTHue-
CKHE pPabOTHI,

2




OUHA 110 TEXHUYCCKUM
ka"aiaMm; (Y3)

¢ 12 moTeHHHAILHBIX
yIpo3).

GpoHT. ompoc

3HATb:

MCTOYHHUKH BO3HUKHO-
BEHUs HH(OPMAITHOH-
HBIX yTPO3;

(3ul)

KOHTPOJIb BBIIIOJHEHUS
NPaKTUYECKUX 3a/1a-
HUH,

YCTHBIH OIIPOC, KOH-
TPOJIb CAMOCTOSITEIb-
HOU pabOTHI, TECTHPO-
Banue; (3u2)

MOJICNIA Y TIPUHIUTIBI
3aIMThl HHDOpPMAITUU
OT HECAHKIIUOHUPO-
BAHHOTO JIOCTYTIA;
(3u3)

KOHTPOJIb BBIIIOJIHEHUS
NPaKTUYECKUX 3a/1a-
HUH,

YCTHBIH OIIPOC, KOH-
TPOJIb CAMOCTOSITENb-
HOU pabOTHI, TECTHPO-
Banue; (3u4)

METO/Ibl aHTUBHPYCHOU
3alUThl UH(OpMAIU
KOHTPOJIb BBIITOJIHEHUS
IIPaKTUYECKUX 3a/1a-
HUH,

YCTHBIH OIIPOC, KOH-
TPOJIb CAMOCTOSATEb-
HOU pabOThI TECTUPO-
BaHue; ( 315)

HEepCIEeKTUBHBIE METO-
JIbl aHTUBUPYCHOM 3a-
muThl; (3H6)

OpraHu3aIMOHHO-
IpaBoOBOE o0ecreyeHne
UH(POPMALIMOHHOM Oe3-
omnacHocTH (3H7)

OK 01,
OK 02,
OK 05,
OK 09,
OK 10,
[IK11.6

npoayKT  uHpopmau-
OHHBIX TEXHOJIOTHM;
MoJIMTHKa  0e30macHo-
CTH;

(GbpoHT. ompoc

HOTEHIMAIBHBIC YTPO3bI
0e30IMacHOCTH;
TUIIOBBIE 3aJa4M 3allly-
TBI;

(GbpoHT. ompoc

pOo(UITH 3aIIHTHI;
IPOEKT 3aIHUTEHI;
(GyHKIMOHATIBHBIE Tpe-
OoBaHUS K CpeACTBaM
3alIHTHI,

IIpakTrue-
CKHe pPadoTHI,
GpoHT. orpoc

Tpe6OBaHI/I${ aCKBATHO-
CTH CPpCACTB 3alllUThI;
CTaHAAPTHBIC YPOBHU
AICKBATHOCTHU  CPCIACTB
3allUThI.

[IpakTnue-
CKHE DPabOTHI,
TECThI, (PPOHT.
orpoc

TUIIOBBIE 3aJa4M 3alllu-
TBI;

pouIIh 3aITUTHI;
IPOEKT 3allUThI;
(yHKIIMOHATBHBIE Tpe-
OOBaHMS K CpelCcTBaM
3allUTHI;

[IpakTrue-
CKHE pPabOTHI,
TECThI, (PPOHT.
OIIpocC

TpeOOBaHUS aJIeKBaTHO-
CTH CPE/ICTB 3alllUThI;
CTaHJApTHBIE  YPOBHH
aJIecKBaTHOCTU  CpEZCTB
3aLUTHI.

IIpaxTuue-
CKue padoThl,
TECTbI, (PPOHT.
OIpoc

MexnyHapoaHbIi CTaH-
napt ISO/IEC 15408 —

«Kpurepun OILICHKH
0e3omacHOCTH  MH(OP-
MaIMOHHBIX  TEXHOJO-
TUI.

IIpaxTuue-
CKue padoThl,
GpoHT. ompoc




(DOpMI)I N MCTOAbBI KOHTPOJIA

DJIeMEeHT y4eOHOM Tekyumuii KOHTPOJIb PyGexHbBIi KOHTPOJIH [IpomexyTOUHast aTTecTanus
JAUCHHUIIINHBI ®opma KOHTPOJIA OOBEKTHI OLIEHH- ®opma KOHTPOJIA OOBEKTHI OITCHU- dopma KOH- OOBEKTHI Ol1e-
BaHUA BaHHUA TPOJIA HUBaHUA
Tema 1.1 AKTyallbHOCTH OpoHTAIBHEI OIIPOC Vi
nH(popMaImoHHoM Oe3ormac-
HOCTHU
Tewma 1.2 JIunienzupoBanue | @poHTATIBHBIH OIPOC Vi
u ceptudukanus B oonactu | Ipakrudeckas pabora Nel 3ul
3a1uThl HHGOpMaLIUU
Tewma 1.3 OcHOBHBIE HOpMa- | DpOHTATBHBIA OMpPOC V1,V¥2
TUBHBIE PYKOBOSIIUE J10- 3ul, 3#2, 34,
KYMEHTBI 315
Tema 2.1 CymnocTs 1 oc- ®poHTANTBHBIH OIPOC V1,V2
HOBHbIE NIOHsATHE UHPOpMa- | [paktudeckas pabora Ne2 3u3, 314, 315
IIMOHHOM 0€3011acCHOCTH
Tema 2.2 OCHOBHBIE ITOIX0- | OPOHTAIBLHBIN OIPOC Vi Y1,¥2,¥3
IBI K Kitaccuukanuu yrpos | Ipakruueckas pa6ora Ne3 3u3, 3u4 Hudpdepenum- | 3ul, 3u2, 3u3,
MH(POPMAMOHHOM Oe30mac- poBaHHblii 3a- | 3u4, 3H5, 3HO,
HOCTH 4yeT 3u7
Tewma 3.1 OcHOBHBIE IPUH- | DpOHTATIBHBII OIPOC Vi
[UTBI 321U Tl HHGopManuu | [Npakrudeckas paGora Ned 3u3, 384, 305
OT HECAHKIIHOHUPOBAHHOTO
JIOCTyTIa
Tewma 3.2 [IpoGieMb! uieH- | OpoHTAIBHBIN OIPOC VI1,VY2,V3
TUDUKAIMY U ayTeHTUU- I[TpakTrueckas pabora Ne5-6 3u3, 314, 3H6
KallMM MOJIb30BaTeen
Tema 3.3 IIporpamMmMHoO- ®poHTATBHBIH OIPOC V1,V2
arnmaparHas 3almTa uH- ITpakTrueckas padora No7-8 3ul, 382, 3H3,
dbopmaru oOT JOKaIBLHOTO 3u4, 3HS, 3HO,
HECAHKIIMOHUPOBAHHOTO 3u7
JocTyna
Tema 4.1 OcHOBHBIE KJacChl | DpOHTATIBHBIH OIPOC V1,V¥2
AHTUBUPYCHBIX IPOrpaMM IMpakTrdeckas pabota Ne9-11 3u4, 3HS, 3HO,
Tectuposanne (TO1) 3u7

Tema 4.2 MeTtonbl oOHapy- | @poHTATIBHBIH OIPOC V1,¥2, V3




JKeHUS U yaaneHus BUpycoB | Ipaktudeckas pabora Nel2-14 | 3ul, 3H2, 3H4,
Tectuposanne (T02) 3u5, 306

Tema 5.1 Ilpsambie u KOC- | @poHTATBHBINA OIMPOC vV2,V¥3

BEHHbIE KaHalbl yTeuku | [Ipakrudeckas padora Nel5 3u4, 315, 306

nHdopmanuu.

Tema 5.2 Kananbl 1 MeToAbI | PpoHTATIBHBIH OIIPOC V1,V¥3

HECAHKIIMOHUPOBAHHOTO IpakTuueckas padora Nel6 3u4, 3u5, 307

noctyna K KoH(puaeHu-

IbHOM MH(OpPMAIIHH.

Tema 5.3 OGHapykeHHE Ka- | DPOHTANBHBIH OMPOC V1,V3

HaJIOB yTeuku uHpopmanuu | [lpakruueckas pabora Nel7-19 | 3u4, 3uS5, 3HO,

307

Tema 5.4 Metoasl u cpef- | DpoHTATBHBIIH OIPOC VI1,VY2,V3

cTBa OJIOKMpOBaHMS KaHa- | [Ipaktuueckas pabora Ne20-22 | 3u4, 35S, 3HO,

JIOB YT€UKH MH(pOpMAIIH 3u7

Tema 6.1 Cnyx0a 6e3omnac- | DpoHTaTBbHBIIH OIPOC V1,V3

HOoCTH oObekta. IIpaBa wu | Ilpaktuyeckas paGora Ne23-24 | 3u4, 3uS, 3u7

00sI3aHHOCTH COTPYIHUKOB

cyx0bI 0€30MacCHOCTH

Tema 6.2 3ammura KomMMep- | DpoHTaTIbHBII OIPOC ¥2,V3

YEeCKOW TaWHbI U WHTEIUIEK- | [IpakTHueckas pabora Ne25 3u3, 3u4, 3H5,

TyaJbHOH COOCTBEHHOCTH, 3u6, 3H7

OCHOBHBIE BHJIbI KOMIIBIO-
TEPHBIX PECTYIIICHUN




2 KoMIUIEKT KOHTPOJIbHO-0LIEHOYHbIX MaTepHAJIOB
2.1 3aganus AJs1 TeKyero KOHTPOJISA ¢ KpUTEPUSIMH OLlEHUBAHUSA

2.1.1 llpakTyeckue padoTsl

Y4eOHBIM IJIAHOM MPEIYCMOTPEHO BHIMOJHEHHE 5 MPAKTUUYECKUX PadOT M0 AUCHHUIUIMHE
OI1.13 HUudopmanmonnas 6e3omacHocts. CopepikaHue BCeX MPAKTHUYECKUX PadOT MPHUBEIEHO B
METOJMYECKON pa3pabOTKe IO BHIMOJHEHHIO TTpakTUUecKkuXx padot mo aucrumimae OI1.13 Ua-
dbopMmarmonHasi 6€30MacHOCTb.

2.1.2 TectupoBaHue

[IpuBoauTCs conepaHue OCHOBHBIX TECTOBBIX 3a7aHuil. COOTBETCTBUE TECTOBBIX 3a/a-
HUH 10 TeMaM MPUBEICHO BhIIIE B TaOIHIIE.

TecrupoBanue (T01) mo Teme: OCHOBHBIE KJIACCHI AHTUBUPYCHBIX MPOrpamMm

TECT:
1. BHuMmaTenbHO NPOYNUTANTE TEKCT.
2. BoibepuTte 0J1MH UM HECKOJIBKO BAPUAHTOB OTBETA.
3. BBIMONHATE TECT JIyUIlIe CAMOCTOSTENILHO 03 MPUMEHEHHUS] KOHCIIEKTOB, Y4EOHUKOB U
IIPOYEH BCIIOMOraTEIILHOM JINTEPATYPhI

3amanne Ne 1

Bonpoc:

CorocTaBbTe Ha3BaHUS MMPOTPaAMM U U300pKCHHIMA
Ykaostrcume coomeemcmeue ons 6cex 6 sapuanmos omeema:

3)

__Antivir

__ DrWeb

_ Nod 32

___Antivirus Kaspersky
__Avast

___Antivirus Panda

3aganue Ne 3
Bonpoc:
Bripasute cBoe cornacue uiau Hecoriacue



Vkasicume ucmunnocms unu 10#CHOCMb 8APUAHINOE OMBEMA:

__Tlo4ToBBIii 4epBb aKTHBUPYETCSl B TOT MOMEHT, KOTJIa K BaM MOCTYHAET 3JCKTPOHHAsS IT04Ta
_ Ecnu xoMmbroTep He MOJIKITIOUEH K CETH VIHTEpHET, B HETO HE IPOHUKHYT BHPYCHI

__ @aiinoBble BUPYCHI 3apaxkaroT (haitisl ¢ pacumpenusimu *.doc, *.ppt, *.xls

__ YroOBI 3aIIUTUTH KOMIBIOTEP HEIOCTATOYHO TOJIFKO YCTAHOBUTH aHTUBHPYCHYIO IIPOTPaMMy
__Ha Web-cTtpanuiiax MoryT HaxoIuTCsl CETEBBIC YSPBU

3amanue Ne 4
Bonpoc:
OTMEThTE COCTaBHBIC YaCTH COBPEMEHHOTO aHTUBUPYCa

Bvibepume neckonvko uz 5 éapuanmog omeema:
1) Monem

2) IIpuntep

3) Cxanep

4) Me:xceTeBoi 3KpaH

5) MonwuTop

3aganue Ne 5

Bonpoc:

BpenoHocHble IporpaMMel - 3T0
(BBIOEpUTE OJIMH U3 BAPUAHTOB OTBETA)

Buvibepume ooun uz 5 eapuanmoe omeema:

1) mmMoHcKue nporpaMmsl

2) mporpaMMbl, HaHOCSILIKE BPel JaHHBIM U POrpaMMaM, HaXOSIIUMCS Ha KOMIIbIOTEPE

3) aHTUBUPYCHBIE IPOTPAMMBI

4) mporpaMMbl, HaHOCSIIIIME BPEJl MTOJIb30BATENI0, padOTaIOIEMY Ha 3apakeHHOM KOMITbIOTEpE
5) TpOsSIHCKHE YTHIIUTHI U CETEBbIE YEPBH

3ananue Ne 6

Bonpoc:

K BpenoHOCHBIM IIporpaMMaM OTHOCSITCSL:
(BBIOEpUTE HECKOJIBKO BApHAHTOB OTBETA)

Buvibepume neckonvro uz 5 eapuanmoe omeema:

1) IToTeHMAaIBHO OMACHbIE TPOrPaMMBbI

2) Bupycsl, uepBH, TpOSHbI

3) llIn1oHCKMe U peKkJIaMMHBIE TPOrPaMMBbI

4) Bupycsl, nporpaMMbl-IIyTKH, aHTUBUPYCHOE IPOrpaMMHOE 00ecIiedeHre
5) MexcereBoii sKpaH, OpaHamMaysp

3aganue Ne 7
Bonpoc:
CereBble uepBH 3TO

Bvibepume ooun us 5 éapuanmos omeema:

1) BpenonocHble mporpamMmbl, yCTaHaBIMBAIOIINE CKPBITHO OT MOJIb30BATENS IPYTHe BPEIOHOCHBIE TIPO-
IpaMMBbl U YTHIUTHI

2) Bupycsl, KOTOpble MPOHUKHYB Ha KOMITBIOTEP, OJOKHPYIOT paboTy ceTn

3) Bupycsl, KOTOpbI€ BHEIPSIOTCSA B JOKYMEHTHI [IO]] BUIOM MaKpOCOB

4) Xakepckre yTUIUTHI YIIPaBISIONINE YAAIEHHBIM JOCTYIIOM KOMIIBIOTEPA

5) BpenoHnocHble mporpamMMbl, KOTOPbIE MPOHUKAIOT HA KOMIIBIOTEP, UCIOIB3YsI CEPBUCHI KOMIIBIOTEPHBIX



ceTe

3aganue Ne 8

Bonpoc:

K 6uomerpuueckoil cucteMe 3aIuThl OTHOCSATCS:
(BBIOECpPHUTE HECKOJBKO BAPUAHTOB OTBETA)

Buibepume neckonvko uz 5 sapuanmos omseema:
1) 3amuTa naposem

2) dusznveckas 3alnuTa JaHHbIX

3) AHTUBUpYCHAas 3alIUTa

4) Unentudukanus 1mo paayKHoi 000JI0UKe TJia3
5) Unentudukamms mo orrneyarkam majblieB

3amanue Ne 9

Bonpoc:

Bpenonocnas nporpamma, KoTopasi HOJAMEHSIET CO00M 3arpy3Ky HEKOTOPBIX TPOrpaMM MpH 3arpy3Ke Cu-
CTEMbI Ha3bIBACTCH...

Bvibepume ooun uz 5 eapuanmos omeema:
1) 3arpy3o04Hblii BUpYycC

2) Maxkposupyc

3) Tposin

4) CeTeBol 4epBb

5) daiinoBslii BUpycC

3ananue Ne 10

Bonpoc:

[IporpamMMma, ocyiecTBisAOIAs HECAHKIIMOHUPOBAHHBIE IEHCTBUS 10 cOOpPY, U nepeaaye HHPopMaIun
3JI0YMBIIIJICHHUKY, a TAK)KE €€ pa3pylleHUe WK 3I0HAMEPEHHYIO0 MOJUPHUKALIHIO.

Sanuwume omeem:

3aganue Ne 11
Bonpoc:
Pytkur - s70...

Buvibepume ooun uz 5 eapuanmoe omeema.

1) BpenoHOCHas porpaMMa, BBIMOIHSIONIAs] HECAHKIIMOHUPOBAHHBIE JICHCTBUS 10 Tiepeade ynpaBIeHUs
KOMIIBIOTEPOM yIaJIEHHOMY I10JIb30BaTEIIO

2) pa3HOBHIHOCTbH MEKCETEBOT0 dKpaHa

3) mporpaMma HcIonb3ytoIas s pacnpocrpanenus Pyner (Poccuiickyro yacts MHTEpHETA)

4) BpeTOHOCHAs TIPOTpaMMa, MaCKHUPYIOIIAsICS TT0JT MAKPOKOMAH Ty

5) mporpamma JyIst CKpBITOTO B3SITHS TI0J] KOHTPOJIb B3IOMaHHON CUCTEMBI

3aganue Ne 12
Bonpoc:
KommnbrorepHbie BUPYChI 3TO

Bvibepume neckonvko u3z 5 eapuanmos omeema:

1) BpenonocHble mporpammbl, HAHOCAIINE BPE TaHHBIM.

2) IlporpaMMsbl, YHHYTOXKAIOLIHE JAHHbBIE HA )KECTKOM JIUCKE

3) IIporpaMMbl, KOTOpbIE MOTYT Pa3MHOXKAThCSI U CKPBITO BHEAPSATH CBOU KOIUU B (ailsibl, 3arpy30uHbIe
CEKTOpa JIUCKOB, TOKYMEHTHI.



4) TIporpaMmpbl, 3apakaroliue 3arpy304HbIi CEKTOP JTUCKOB M MPETSICTBYIONINE 3arpy3Ke KOMIIbIOTEpa
5) OTO CKpHUIITHI, TOMELIEHHBIE HA 3apaKEHHBIX HHTEPHET-CTPAaHUUKaX

3amganue Ne 13
Bonpoc:
Bupyc BHEnpsieTcs B UCTIOIHAEMBIE (Daiiibl ¥ IPH UX 3aITyCKE aKTHBHPYETCS. JTO...

Bvibepume ooun uz 5 eapuanmos omeema:
1) 3arpy304Hblii BUpYC

2) Maxkposupyc

3) ®aiinoBkIi BUPYC

4) CereBoil uepBb

5) Tposi

3amanue Ne 14
Bonpoc:
VYkaxure nopsaioK I1eUCTBUM MPU HAIMYUK PU3HAKOB 3apakeHUs KOMITbIOTEpa

Vkaorcume nopsaook cnedoeanus ecex 3 eapuanmos omeema.:
_ CoxpaHuUTb pe3yabTaThl padOThl HA BHELTHEM HOCUTEIIE
__3amycTuTh aHTUBUPYCHYIO IIPOIpPaMMy

_ OtkirouuThCs OT TI100aTBHON MM JIOKAJIBHOM ceTH

3apanue Ne 15
Bonpoc:
Bupyc nopakarommii TOKyMEHTbI HA3bIBAETCS

Buvibepume ooun uz 5 eapuanmoe omeema:
1) Tposu

2) ®aiinoBkIil BUPYC

3) Makposupyc

4) 3arpy304Hblii BUpYC

5) CeteBoil uepBb

OtBeTnI:
1) BepHble oTBETHI:

2) Bepuslii oTBer: 1;
3) BepHble OTBETHI:

Her;

Her;

Her;

Ha;

Ha;
4) Bepusie otBeThI: 3; 4; 5;
5) BepHublii oTBET: 2;
6) Bepnbie otBeTshI: 1; 2; 3;
7) BepHblii oTBET: 5;



8) BepHrbie oTBeTHI: 4; 5;

9) Bepnaiii oTBeT: 1;

10) Bepnbrit otBeT: "TposiH".
11) Bepnsliii otBeT: 5;

12) BepHbie oTBeTHI: 3;

13) Bepnslii otBet: 3;

14) BepHble OTBETHI:

15) Bepnsriii oTBeT: 3;

Kputepunu oneHuBanus recra:
5 (0TIMYHO) — TPaBUIILHO BBIMOJIHEHBI 14-15 3ananuid.

4 (xopomi0) — MpaBWIbHO BBINOJIHEHBI 12-13 3amanus.

3 (Y10BJ1€TBOPUTEIBHO) — PABHIBHO BHITIOJIHEHBI 9-11 3amanuii.

2 (Hey10BJIETBOPUTEIBHO) — IIPABUIIHLHO BBIIIOJIHEHBI MEHEE § 3aJaHUM.

TectupoBanue (T02) no reme: MeToabl 00HApPY:KEeHUS U yIaJeHUSI BHPYCOB

Bapuant Nel

Buabl KOMIbIOTEPHBIX BUPYCOB

1. no cpede ux ooumanus

Bupye

/

\

Kanaccnduxanuii Bpe1oHOCHBIX NPOrpaMM (KOMIIBIOTEPHBIX BUPYCOB):

3arpy3o4nsbie

CereBble
BUPYCHI

3T0 6JI0KM IPOrpaMm-
HOTO KOJ1a, BHEJIPEHHBIE
BHYTPB JAPYTUX MPHU-
KJIQAHBIX TPOrpamM.

Bupycuviii ko0 3anyc-
Kaemcsi npu
3anycke npozpammul.

[MTopaxaroT TOKyMEHTHI,
BBINTOJTHEHHBIE B HEKO-
TOPBIX MPUKIIATHBIX
nporpammMax (HarpH-
Mmep, Word).

3apasicenue npoucxo-
oum npu 3azpy3xe 0amu-
HBIX C 3aPAANCEHHO20
HOCumers.

3apasicenue npoucxo-
oum npu OmKpbLImuU
gaiina Ooxymenma
OKHe NPo2PaMMbl

Bupycsl, oburatomiue B
ONepaTUBHOM MaMsTU
KOMIIBIOTEPA U HE MO-
TyT pacnojiaratbCs Ha
JIUCKETKAaX.

2. no cnocoby sapasjicenus

1.Pe3nnenTHEIC -

2.HepesuneHTHBbIE -
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3. no cmenenu 8030€UCmMEuUs:

Bupyc
be3Bpennbie OnacHele

He Mewaiom pabome 8030e€licmeue SMux 6Upycos
Komnviomepa, HO MOdKCem npuecmu K nome-
YyMeHbuarm obvem pe npocpamm, YHUUmooice-
€c80000HOU Onepamue- HUIO OQHHBIX, CIMUPAHUIO
HOU nAMAMY U NAMAMU uHghopmayuu 8 CUCMEMHbIX
Ha ouckax, oelncmeust obacmsax oucka
MAKUX 8UPYCO8 NPOAB-
TAIOMCS 8 KAKUX-TUOO
epaguueckux uau 36y-
K08bIX 3hhexmax

4. no ocobennocmam ancopumma pabomol:

1. [Ipocreiimme —

2. Bupycsi-pernnkaTopsl (4epBu) —

3. Bupycbl-HEBUAUMKHY (CTEJIC-BUPYCHI) —

4. Bupycel-myTaHTbI —

5. KBa3uBupycHble («TpOSTHCKHE)» TPOTPAMMBI) -

Bapuant Ne2

AHTHBHPYCHBIE TPOTPAMMBI -

AHTHBHPYCHBIE IPOIPAMMBbI

B 3aBucHuMOCTH OT Ha3HAYEHHS U I[MpUHIKIIA JeNCTBUSA pas3jindaroT CJICAYIOMNEC aHTUBUPYCHBIC ITPOTrpaM-

MBI

1. cropoka njiM 1eTeKTOpPbI —

2.

— MpeAHa3HAYCHBI JUIs OOHAPYKEHUSI ¥ yCTPAHEHUS U3BECTHBIX UM BU-
PYCOB, yaansis UX M3 Tela IporpaMMbl M BO3Bpallas ee B UCXOAHOe cocTosHue. Hanbomnee us-

BECTHBIMHU TpeicTaBuTeNsIMU sBIsiFoTcst Dr.Web, Aids Test, Norton Anti Virus.

oOHapyXeHHs] U3MEHEHH COOOIIAI0T MOJIb30BATEIIIO.

4. pe3sHIeHTHbIC MOHMTOPHI MM GUIBTPBI — IIOCTOSHHO HaXOAATCA B NaMATH KOMIIBIOTEpA JUIS
OoOHapy»XeHHs MOMBITOK BHIIOJHUTh HECAHKIIMOHUPOBAaHHbIE JIeHCTBUSA. B ciydae oOHapyskeHus

— OHU KOHTPOJIUPYIOT YSI3BUMBIE M MO3TOMY HamOoJiee aTaKyembIe
KOMITOHEHTHI KOMITBIOTEPA, 3alIOMUHAIOT COCTOSTHUE CITY)KEOHBIX objacteii u (aiiioB, a B ciiydae

MMOAO3PUTCIIBHOT'O JIEHCTBUS BHIBOAST 3arpocC MOJIb30BATCIIIO Ha ITOATBCPIKIACHUC onepaunﬁ.

5. BaKIMHBI —

CpCIlI/I AHTUBUPYCHBIX IIPOTrPaAMMHBIX ITPOAYKTOB MOKHO OTMCTUTD, ITPEKAC BCCTO, MAKCTHI:
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e Norton Antivirus (Symantec),

e Vims Scan (McAfee),

e Dr.Solomon AV Toolkit (S&S IntL),
e AntiVirus (IBM),

e InocuLAN (Computer Associates)

e Jlaboparopus Kacnepckoro.
Kak 3amuTuThCcst OT BUPYCOB

BapuanT Ne3
IIpu3Haku NosiBJIeHNsI U MyTH NPOHMKHOBEHHUS BUPYCOB B KOMIILIOTEP

KocBennble NMPU3HAKHU 3apPAKEHUA KOMIIBIOTEPA:
[ ]

NPOU3BOAbHbII 3ANYCK HA KOMNbIOmepe KaKux-iubo npozpamm,

OpPY3b5l U 3HAKOMbLE 2060PAM O NOJVYCHHbIX OM_8AC COOOWEHUAX, KOMODbLE 6bl He OMNPAGIAIU;
6 sauiemM NOYMOBOM SUUKE HAX00UmMcsa DOIbUI0E KOJUYECme0 coobuenull bez obpamno2o adpeca
U 3020106Kd.
IIyTu npoHMKHOBEeHHS] BUPYCOB HA KOMIIbIOTEP:
[ ]

Cvemnvle Hakonumeiu, Ha Komopbuvlx HAX00smcs 3apaiCcEeHHbLE BUPYCOM (ﬁaﬁflbl.

® Bupyc, ocmaswutics 8 onepamueHol NAmMAmu nocie NPeoulecmeayiou|e2o noib306ames.
JleificTBUSI IPH HAJMYMH PU3HAKOB 3apasKeHHUs1 KOMIIbIOTEpa.
®  OMKNIOUUMb KOMNbIOMEDP OM JOKANbHOU cemu u Mumepnema, eciu O K HUM Oblll HOOKIIOYEH,
®  eCiu CUMNIMOM 3APANCEHUS COCIOUM 8 MOM, YO HEGOIMOICHO 3a2PY3UMbCA C HCECMKO20 OUCKA
Komnvlomepa (Komnvlomep 8vldaen owubKy, Ko20a 6bl e20 @Kkiouaeme), nonpobosams 3acpy-
3UMbCA 8 pedcume 3auumpl om cO0es unu ¢ oucka agapuiinou zazpysku Windows;

[ ]
Kpurtepun onenkmn:
«5 (OTJIIMYHO)»: OTBET MOJIHBIN U MPABWIbHBIN HA OCHOBAHUYU M3YUYEHHBIX TEOPHUIA; MaTepHas U3JI0KEH B
ONPEACIIEHHOMN JIOTUYECKOUN MOCIIEN0BATENBHOCTH, TUTEPATYPHBIM S3BIKOM: OTBET CAMOCTOSTEIbHBIN.
«4 (xopom10)»: OTBET MOJIHBIA U MPABUJILHBIA Ha OCHOBAHUYU WU3YUYECHHBIX TEOPHUH; MaTepHall U3JI0KEH B
ONPEACICHHON JIOTMYECKOM IOCIIEI0BATENbHOCTH, MPU 3TOM JOMYIIEHBI JBE-TPU HECYIIECTBEHHbBIE
OIMOKH, UCTIPABIICHHBIE TIO TPEOOBAHUIO TIPEMOIaBaATEIIA.
«3 (Y10BJIETBOPUTEIBHO)»: OTBET MOJHBIA, HO MPHU ITOM JIOMYIIEHA CYIIECTBEHHAs OLINOKa, WIH He-
MMOJIHBIHM, HECBS3HBIN.
«2 (Hey/10BJIETBOPHUTEIBHO)»: IIPU OTBETE OOHAPYKEHO HETTOHUMAHHE CTYJEHTOM OCHOBHOTO COJEpIKa-
HUS Y9eOHOTO MaTepurasa I JOMYIIEeHbI CYIECTBEHHBIC OMMMOKHM, KOTOPBIE CTYJACHT HE CMOT UCIIPaBUTh
[IPY HABOJSALIMX BOIIPOCAX MPENo1aBaTesl.
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2.1.3 ®poHTaANBHBII 0NPOC (YCTHBbI, MACHMEHHDII)

Tema 1 AKTyajqbHOCTh HHPOPMALMOHHOM 0€30MACHOCTH
1. Yro Ttakoe nnpopMaroHHas 6€30MacHOCTH?
Ilepeuncnure BaxkHelIINe aceKThl HHPOPMALIMOHHOM O€3011acCHOCTH.
[lepeuncanre ypoBHHU pemieHus mpo0iaeMbl HHPOPMAIIMOHHON 0€30MacHOCTH.
[lepeuncnure ypoBHU 3aIIUTHl HHPOPMALIUH.
Oxapakrepu3yiTe yrpo3sl HHPOPMAITMOHHONW O€30MaCHOCTH: PACKPBITUS IIEJIOCTHOCTH, OTKA3 B
06CJ‘Iy>KI/IBaHI/II/I
6. IlepeuncnuTe cocTaBISIONIME HH(OOPMAIMOHHON OE30MTACHOCTH.
7. IlpuBenute onpeneneHue 10CTyIIHOCTH HHPOPMALIUY.
8. IlpuBenute onpeneneHue HEIOCTHOCTH HHPOPMALIUH.
9. IlpuBenute onpeneneHne KOHGUICHINATBHOCTH HHPOPMALIUY.
10. Kakum 06pa3oM B3anMOCBSI3aHBI MEX/1y CO00# coCTaBIsIoMNe HHPOPMALMOHHOM Oe30macHoCTH?
IIpuBenuTe COOCTBEHHBIE IPUMEPBI.
Tema 2 JIunieH3upoBanue U cepTUUKALMA B 00/1aCTH 3a1IUTHI HHpOpMaUK
Kakwue Buapl TpeboBannii Bkatouaet cranaapt ISO/IEC 154087
YeMm omnyaroTcs QyHKIMOHAIBHBIE TpeOOBaHMs OT TpeOOBaHUM 10Bepus?
B uewm 3akitouaercs nepapXuuecKuil MPUHLMII "KIacc — CEMEMCTBO — KOMIIOHEHT — 3JIeMEHT"?
KakoBa nenb TpeOoBaHUi O OTKAa30yCTOWYMBOCTH HH(POPMALIMOHHBIX CUCTEM?
CKOJIBKO KJ1accoB (PyHKIIMOHAIBHBIX TPEOOBaHMIT?
OOBsicHUTE IPUYHUHBI KOMIIBIOTEPHBIX IPECTYIICHUH.
Onwumure, Kak 00HAPYKUTh KOMIIBIOTEPHOE MPECTYIUICHUE WIH YSI3BHUMBIE MECTa B CUCTEME HH-
(1)OpMaI_[I/IOHHOI/I 0€30MacHOCTH.
8.  OnumuTe OCHOBHBIE TEXHOJIOTUH KOMITBIOTEPHBIX MPECTYIUICHUH.
9. Ilepeuncnure Mepbl 3aLUTH HHPOPMALIMOHHONW 6€30I1aCHOCTH.
10. IlepeurcnuTe MEpHI MPEIOCTOPOKHOCTH MPH pabOTE C IEIBIO 3aIUTH HHPOPMALIUH.
Tema 3 OcHOBHbIE HOPMATHBHbIE PYKOBOASIINE JOKYMEHTbI
[lepeuncnure ocHOBOMONAraOIME JOKYMEHTHI IO HH()OPMALIMOHHON O€30MMaCHOCTH.
ITonsATHE rOCY1apCTBEHHOM TaHBI.
Uto nmoHuMaeTcs 1o CpeCTBAMHU 3alUThl TOCYAapPCTBEHHOM TaliHbI?
OcHoBHbIE 3a/1a41 MH()OPMAITMOHHOW 0€30MacHOCTH B cOOTBETCTBUM ¢ KoHIenuuei HaloHalb-
HOM1 OezonacHoCTH POD.
5. Kakue kareropuu rocynapcTBEHHbIX MH(OPMAIIMOHHBIX pecypcoB ompezaeneHbl B 3akoHe "OO0
nHpopmManuy, HPopMaTH3aLUH U 3aIiuTe nHpopmauu'"?
6. Kakas oTBeTCTBEHHOCTh B YTOJIOBHOM Kojekce P® npegycMoTpeHa 3a co3/1aHue, UCIOIb30BaHNe
U paclpoCTpaHEHHUE BPEIOHOCHBIX MTporpaMM At OBM?
Tema 4 CymHoCTb ¥ OCHOBHBIC IOHATHE HHPOPMALMOHHON 0€30I1ACHOCTH
1. OcHoOBHbIE TOHATHUS UHPOPMAIIMOHHOM Oe3omacHocTu. Llenu u 3agaun 3amuTsel THPOpPMAIUHU B
MH(POPMALMOHHO-BBIYUCIUTENIBHBIX CETAX.
[lepeuncnure BaxHeie acekThl HHHOPMALIMOHHONW OE301TaCHOCTH.
[lepeuncanure ypoBHU perieHus npo0iaeMbl HH(POPMAIIMOHHON 0€30MacHOCTH.
[lepeuncnure ypoBHU 3aIATHI HHPOPMALIUH.
OCHOBHBIE TEXHOJOTHH, UCTIOJIB3YIOIINECS TIPU COBEPIICHUN KOMITbIOTEPHBIX MPECTYIUICHUH.
Mepb! 3a1UTHI HHPOPMAIIMOHHOM 0€30I1aCHOCTH.
B gem 3akmouaercs npoGiema nH(popMamonHon 6e3onacHocTu?
JlaﬁTe orpeziesieHue MOHATHIO "HHPOpMAIOHHAs O€30MacHOCTh .
Kakue onpenenenus nHpopmannoHHON Oe3onacHocTy mpuBoasrcs B "KoHueniuu nHpopmau-
OHHOI 0e30IacHOCTH ceTeH CBsI3M o011ero nonbs3oBanus Poccuiickoit @enepannn'?
10. Yto moHMMaeTcs o1 "KOMITbIOTEPHOM 0€30macHOCThI0"?
Tema S OcHOBHBIE MOAXO0bI K KJIACCH(PHUKALMH YIPO3 HH(POPMALMOHHOH 0e3011aCHOCTH
1. Bunsl yrpo3 uHGOpMaLMOHHOM 6€30MaCHOCTH.
2. IlepeuncnuTe Kiacchl yAAIEHHBIX YTPO3.

PIENVRN

NV A LN
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Kaxk kmaccuduiupyrorcs yaaneHHbIe yrpo3bl "o XapakTepy Bo3aencTBus"?
OxapakrepusyiTe ynajaeHHbIE YTpo3bl "1I0 LI€IU BO3AeHCTBUA" .
Kak kmaccuduiupyrorcs yaaneHHbIe yIpo3bl "0 pacioioKeHHIo CyObeKTa 1 00beKTa yrpo3bl"?
Jaiite onpeneneHrne MapupyTrus3aTopa.
UTo Takoe MoACeTh U CErMEHT ceTu? Yem OHM OTIMYaroTCs?
MoeT 1 acCUBHAsl yrpo3a MPUBECTU K HAPYIICHHUIO LEIOCTHOCTH HHPOPMALIUU?
TeMa 6 OCHOBHBIE IPUHIIUIIBI 321U THI HHPOPMALMU OT HECAHKIMOHMPOBAHHOIO 10CTYyIIA
[epeuncnure 3agaun nHGOPMAITMIOHHON 0€30I1aCHOCTH OOIIECTBA.
[lepeuncnure ypoBHU (OPMHUPOBAHUS PEXMMA HHPOPMALMOHHON O€30M1aCHOCTH.
JlaiiTe KpaTKyl0 XapaKTepUCTUKY 3aKOHOAATEIbHO-IIPABOBOIO YPOBHSI.
Kaxue nogypoBHM BKJIFOYAET IPOrPaMMHO-TEXHUYECKUN YPOBEHB?
Uro BKIIIOYAET aIMUHUCTPATUBHBII YPOBEHb?
B yeM 0co0eHHOCTh MOPAIBHO-3THYECKOT0 MMOAYPOBHS?
TeMa 7 IIpoGJieMbl HACHTH(PUKALUYA U aYTEHTH(PHUKALHUH M0Jb30BaTeei
Yro noHMMaeTcs o uaAeHTHU(pUKaLKeH monb30BaTesns?
Uro moHUMaeTcs MoJl ayTeHTU(UKALUEH MoIb30BaTeseii?
[TpuMeHuM 11 MeXaHU3M UAeHTUPUKaMU K nporeccam? [louemy?
[lepeuncnure BO3MOXKHbIE UIEHTU(UKATOPHI IPU peaTu3aluy MEXaHU3Ma UACHTU(DUKAIIH.
[lepeuncanre BO3MOXKHbBIE HACHTU(DUKATOPBI IPU peaIn3alui MEXaHU3Ma ayTeHTH(PUKALIUK.
Kakoii n3 Mexanu3mMoB (ayTeHTUpUKAIMS UK UaeHTUuKanus) 6onee HanexHbii? [Touemy?
B yem ocoOeHHOCTH TMHAMHUYECKOH ayTeHTU(UKAUU?
Onumure MEXaHNU3M ayTEHTU(PUKALMH 110JIb30BaTEIS.
Uto Takoe "INeKTpOHHBIN KiIH0Y"?
0. Ilepeuncnute BUIBI Ay TEHTH(HUKAINN TI0 YPOBHIO HH(POPMAIIMOHHON O€30MacHOCTH.
1. Kakoii u3 BuioB ayreHTH(UKanuu (yCTOHUYMBAs ayTEHTU(UKALMS UM MOCTOSHHAS ayTeHTU(]U-
Karusi) 0osee HaleKHbIN?
Tema 8 IIporpammHo-annapaTHas 3amuTa UHGOPMALNH OT JIOKAJIBLHOT0 HECAHKIIMOHUPOBAHHOIO
AoCTyNa
1. Cxonbko kiaccoB 3anumeHHocTd CBT ot HCJ] k undopmanun ycranasnusaer P/ "CBT. 3amu-
ta oT HC/] x undopmanuu. [lokazarenu 3amumennoctu ot HC/I x undopmaruu"?
2. Jlaiite xapaktepuctuky ypoBHsM 3amutel CBT ot HC/I k nuadopmarun no P/ "CBT. 3amura ot
HCJI x uadopmarnmu. [lokazarenu 3amumennocta ot HCJI k uadopmarnmm"?
3. Kuaccs! 3amumennoctu AC or HC/ mo P/I "AC. 3amura ot HCJI x undopmanuu. Kinaccuduxa-
uust AC u tpeboBaHus 1o 3amurte nHpopmauu'.
4. Kaxue knaccel 3anmimeHHbIx AC ot HCJl nomkHbl oOecrieunBaTh UASHTU()UKALIUIO, TPOBEPKY
MOJJIMHHOCTU ¥ KOHTPOJIb 1I0CTYIa CYyOBEKTOB B CUCTEMY?
5. Tloka3arenu 3alIMIEHHOCTH MEXKCETEBBIX IKPAHOB.
6. Kiacchl 3aMIIIEHHOCTH MEKCETEBBIX IKPAHOB.
Tema 9 OcHOBHBIC KJIACCHI AHTHBHPYCHBIX IPOrPaAMM
1. OcHOBHBIE KJ1aCChl aHTUBUPYCHBIX MPOTrpamMm
2. [TosicauTe MOHATHS "CKAaHUPOBAHUE HAJIETY" U "CKAaHUPOBAHME IO 3aMPOCy’.
3.Ilepeuncnute BUbl aHTUBUPYCHBIX IPOIPAMM.
4.0xapakTepru3yiTe aHTUBUPYCHBIE CKaHEPHI.
5. IpuHiuns! GyHKIMOHUPOBAHUS OJIOKMPOBIIMKOB 1 UIMMYHH3aTOPOB.
6.0cobennoctu CRC-ckaHepos.
7.B 4em cocToAT 0cOOEHHOCTH 3BPUCTUUECKUX CKaHEPOB?
8.Kakue (axTopsl onpeaensoT KaueCTBO aHTUBUPYCHOM MporpamMmbl?
9.Ilepeuncnure HanboJIEE PACIPOCTPAHEHHBIE TyTH 3apPaXKEHUS KOMITBIOTEPOB BUPYCAMHU.
10. Kakuie 0cOO€HHOCTH 3apa’KeHUsI BAPYCAMHU MPH UCTIOJIB30BAHUH AJIEKTPOHHON TTOYTHI?
11. Ocobennoctu 3apaxeHns KOMIbIOTEPOB JIOKAIbHBIX CETEH.
12. [lepeuncnure OCHOBHbBIE MpPaBUJIa 3aLIUTHl OT KOMIIBIOTEPHBIX BUPYCOB, MOJIYyYaeMbIX HE U3 BbI-
YHUCIIUTENBHBIX CETEN.
13. Kak orpannuuTh 3apaxeHrue MaKpOBUPYCOM IpHU paboTe ¢ 0OPUCHBIMU MPUITOKEHUSIMU?
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Tema 10 MeTroabl 00HAPYKEHUS U YAAJTEHUSA BUPYCOB
1.Yrto Takoe komnbIoTepHBbIN BUpyc? KakuMu cBoiCcTBaMu 00J1a1al0T KOMIIBIOTEPHBIE BUPYCHI?
2.ITo kakuM MpU3HaKaM Kiaccu(GUIUpPyIOT KOMIbIOTEpHBIE BUPYChI? [lepedrcnuTe THIIBI BUPYCOB.
3.Kakue BupyCHl Ha3bIBAIOTCS PE3UACHTHBIMU M B Y€M 0COOEHHOCTh TAKUX BHPYCOB?
4.KakoBbl OTJINYMS BUPYCOB-PEININKATOPOB, CTEJIC-BUPYCOB, MyTaHTOB U «TPOSIHCKUX» MpOrpamm?
5.0numuTte cxeMy (QyHKIIMOHUPOBAHMS 3arpy304HOTO BHpYcCa.
6.0mnummre cxemy GyHKIMOHUPOBAHUS (ailioBOro BUpyca.
7.0nummre cxemy GyHKIIMOHUPOBAHUS 3arpy304HO-(HaiIOBbIX BUPYCOB.
8.Urto Takoe nmosmmMopHbIi Bupyc? [louemMy 3TOT THII BUPYCOB CUMUTAETCSl HanboJiee OacHbIM?
9.KakoBbI IPUYMHBI OSIBJICHUS KOMIIBIOTEPHBIX BUPYCOB. [IpuBeauTe npumepsl HIMPOKO U3BECTHBIX
BHUPYCOB.
10. CymectByet 11 B Mupe 1 B PO yroyioBHast OTBETCTBEHHOCTh 33 CO3JaHHUE M PaCIPOCTPAHEHUE
KOMITBIOTEPHBIX BUPYCOB?
11. Kakoii BuJ BUpYCOB HauboJiee pacrpoCTpaHseMblii B paclpe/ieIeHHbIX BBIYUCIUTEIbHBIX CETAX?
[Touemy?
12. Tlepeuncnure knaccu(puKanOHHbBIE IPU3HAKA KOMITBIOTEPHBIX BUPYCOB.
13. OxapakTepusyiTe (ailioBblii U 3arpy304HbII BUPYCHI.
14. B 1veM 0COOCHHOCTHU PE3UICHTHBIX BUPYCOB?
15. Chopmynupyiite mpU3HAKU CTEIC-BUPYCOB.
16. IlepeunicnuTe 1eCTPyKTUBHBIE BO3MOKHOCTH KOMITBIOTEPHBIX BUPYCOB.
17. TlosicauTe camomu@poBaHUE U MOTUMOPPUIHOCTh KaK CBOMCTBA KOMITBIOTEPHBIX BUPYCOB.
Tema 11 IIpsimble 1 KOCBeHHBIE KAHAJIBI YTeYKH HHGOPMALMH.
OcoGenHoctu obecnieueHrs HHHOPMALMOHHON OE30MaCHOCTH KOMITBIOTEPHBIX CETEH.
JaiiTe onpenenenue nouaTus "yaajieHHas yrposa'.
OcHoBHbIe 1€ THHOPMAITMOHHOM 0€30MaCHOCTH KOMIIBIOTEPHBIX CETSX.
B uem 3akmouaercst cienn@rka METOI0B U CPEACTB 3alUThI KOMIIBIOTEPHBIX CETEH?
[Tosicuute nonsiTHe "rno0anbHas ceTeBasi aTaka', IPUBEAUTE TPUMEPBHI.
Urto noHnMaeTcs o MPOTOKOJIOM Nepeaul JaHHBIX?
OxapakTepu3yiTe ceTd ¢ KOMMyTaluen cCooOIIeHUi 1 KOMMYyTaluel MaKkeToB.
UYem oTiinyaeTcs COeIMHEHNE IO BUPTYaJIbHOMY KaHaly OT Iepe/lauu JaTarpamm?
. Kaxue mpotokonsr o6pa3zyrot monens TCP/IP?
0. Kakue ypoBHH BXOIAT B ceTeBYI0 Mojenb TCP/IP?
1. Taiite xapakrepuctuky Bcex ypoHer Monenu TCP/IP u ykaxkute COOTBETCTBYIOIIME 3TUM YPOB-
HSIM IIPOTOKOJIBI.
12. Cootnecute no yposHsam moaenu TCP/IP nonstus "maket" u "kaap". UeM oHu oTinyaroTcs?
13. Kakoii npoTokoia obecrnieunBaeT npeoOpa3zoBaHUe JJOTHYECKUX CETEBBIX a/IpECOB B arllapaTHble?

Tema 12 Cayx0a 0e3onacHocTH 00bekTa. [IpaBa u 00s13aHHOCTH COTPYAHMKOB CJIYKObI 0€3011aCHO-
CTH

e A S o e

Lenu u 3a1aun aAIMUHUCTPATUBHOTO YPOBHS obecrieueHus: HH()OpMaImoHHON 06€30MacHOCTH.
CopepxaHue aMUHUCTPATUBHOTO YPOBHSI.

JlaiiTe onpezeneHre NOJUTUKHA Oe30MaCHOCTH.

Hanpasnenus pa3paboTku MOJUTUKU 0€30M1aCHOCTH.

Ilepeuncnure cocTaBHBIE 3JIEMEHTH aBTOMAaTU3UPOBAHHBIX CHCTEM.

Cy06bexTbl HHGOPMAIIMOHHBIX OTHOLIEHUH U UX POJIU IpU obecriedeHnH MH(OpMAIMOHHOM 0e3-
OIIACHOCTH.

7. [aiite onpeneneHre TUHIIOBOM yIAJICHHOM aTakH.

8. MexaHu3M peanu3aluy y1aleHHON aTaky "aHaJIu3 ceTeBoro Tpagpuka'.

9. Yro sBAsSETCS 1IETBIO 3JI0YMBINIJIEHHUKOB MpH "aHAJIM3e CETEeBOTO Tpaduka'?

10. HazoBuTe mpUuMHbI ycriexa yAaJeHHOH aTaku "JT0XKHbIH 00beKT".

11. OxapakTepusyiiTe y1aJeHHYIO aTaKy "moJMeHa J0BEpeHHOro o0beKkTa" 1o KiaccaM yrpos.

12. TlosicHuTe BO3MOXKHBIE MEXaHU3MBI pealn3aliy yAaJeHHON aTaku "0TKa3 B 00CIyKUBaHUN" .

13. Kakue cocrapisitonue "HHPOPMAIMOHHON 6€30MacHOCTH" MOTYT OBITh HapyIICHBI TIPH peau3a-
LMY KaX10M U3 TUIIOBBIX yAAJEHHBIX aTak?
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Tema 13 3ammTa KOMMepPUYeCKO TAWHBI M HHTEJVIEKTYAJIbHON COOCTBEHHOCTH, OCHOBHbIE BH/IbI
KOMIIBIOTEPHBIX NMpecTyIIeHU
OCHOBHBIE TEXHOJIOTUH, UCTIONB3YIOIIUECS ITPH COBEPIICHUN KOMITbIOTEPHBIX MPECTYIICHUH.
[lepeuncnure U3BECTHBIE METOABI pa3rPaHUYEHUS JOCTYTIA.
B uem 3akitouaercs parpaHudeHHe JOCTYTa M0 CucKam?
Kak ucnons3yercs MaTpuiia pa3rpaHudeHust Joctyna?
OnummMre MEXaHW3M pa3rpaHUUYEHUs 1OCTYIIA TI0 YPOBHSAM CEKPETHOCTH U KaTETOPHSIM.
Kakue Meroapl ynpaBiieHHs] JOCTyNHa MPEeayCMOTPEHbI B PYKOBOISIIMX JTOKyMeHTax [ocTexko-
muccuu?
[TosicHuTe MeXaHU3M IUCKPETHOTO YIIPaBJICHUS JOCTYIIOM?
CpaBHUTE IUCKPETHOE U MaH/IaTHOE YIPABIECHUE TOCTYIIOM.
UTO BXOAUT B COCTaB KPUITOCUCTEMBI?
. Kakue cocrasnsromue nahopMainoHHON 6€30MacHOCTH MOTYT 00€CIIeYUTh KPUIITOCUCTEMBbI?
. Uto Takoe anexkTpoHHas HuppoBasi MOAMUCH?

S S

— = \O 0

Kpurepun onenuBanus

OneHka 3a 0TBeT Ha BOIPOC BbICTABJISAETCH:

«OMAUYHO» - €CIIU CTYJICHT IPAaBUIIBHO, YETKO, APTYMEHTUPOBAHO U B ITOJHOM O0BEME U3II0KHI
coJiepKaHue TeOPEeTHUECKOro BOMPOca, a TaKkke yOeaAUTeIbHO OTBETHII Ha JOIOJIHUTEIbHbIE BOIIPOCHI;

«XOpouio» - eciv CTYJCHT IIPaBUIIbHO, HO HE IOCTATOYHO IOJIHO U3JIOKHII COAEPKAHUE TEOPETH-
YEeCKOI'0 BOIIPOCa, a TAK)KE HE TOYHO OTBETHJI Ha JIOMOJHUTEIbHBIE BOIIPOCHI;

«y00671€MEOPUMENbHO» - €CIIU CTYACHT U3JI0KHUII TOJIbKO OCHOBHBIE MOMEHTBI U3 TEOPETHUECKO-
ro BOIIPOCa;

«HEy0061emeopumenbHo» - OTBET HE COOTBETCTBYET U3JI0KEHHBIM BBIIIE KPUTEPHSM.

2.1.4 3apanus 1JIA OLCHKH OCBOCHHMS YU4eOHOM JUCHMIIUHbBI

Pasnen 1. Konuenuusi uHpopMannoHHoi 0e3onacHocTH
YcTHBI onipoc HA TeMy:
«AKTYaJIbHOCTb NP00JieMbl o0ecniedeHns 0e30nmacHoCTH HHGOpMALMN»
Bonpocsr:
1. OcHOBHBIE MOHATHS 0€30MaCHOCTH: KOH(UACHIUAIBHOCTD, LIEJIOCTHOCTb, JOCTYITHOCTb.
2. OOBEKTHI, IEJIN U 337jau 3alUThl UHPOpMaIUH.
3. Bo3MoxHbIE YyIpo3bl HHPOPMALMOHHON 0e30MacHOCTH: KiIacCu(UKaIsA, UCTOYHUKH BO3SHUKHOBEHUS
U IIyTU peau3alnu.
4. Buns! yrpos.
5. Omnpenenenne TpebOBaHUM K YPOBHIO oOecrieueHrs HHPOPMaIMOHHOM 6€30MacHOCTH.
Kpurtepun onieHKH yCTHOTO OTBeTA:
«5 (OTJIIMYHO)»: OTBET MOJIHBIN U MPABWIbHBII HA OCHOBAHUY M3YUYEHHBIX TEOPHUIl; MaTepHall U3J10KEH B
OIIPEAEIEHHON JIOTHYECKOM MOCIIEN0BATENBHOCTH, TUTEPATYPHBIM A3BIKOM: OTBET CAMOCTOSATEIbHBIN.
«4 (xopom10)»: OTBET MOJIHBIA U MPABUIILHBIA Ha OCHOBAHWYU WU3YUYECHHBIX TEOPHUH; MaTepHall U3JI0KEH B
OIIPEACIEHHON JIOTMYECKOW IIOCIE0BATENBbHOCTH, NMPHU 3TOM JONYILIEHBI JBE-TPU HECYIIECTBEHHBIC
OLIMOKY, UCTIPABJICHHBIE 110 TPEOOBAHUIO MPENO/1aBaTENs.
«3 (YAOBJIETBOPUTEJIBHO)»: OTBET IMOJIHBIM, HO IIPU 3TOM JOMNYIlEHa CYIIECTBEHHAs OMIMOKa, WIN He-
MMOJIHBIM, HECBS3HBIN.
«2 (Heya0BJIETBOPUTEIBHO)»: TIPH OTBETE OOHAPYKEHO HEITOHMMaHUE CTYJACHTOM OCHOBHOTO COJiepiKa-
HUS y4eOHOIro MaTepuasa Uilu JONYIEeHbl CYyIIeCTBEHHbIE OMINOKH, KOTOPbIE CTYJEHT HE CMOT UCIIPABUTH
IIPY HABOJSIIMX BOIPOCAX MPENOAABATES.
YcrHBI onipoc HA TeMy:
«Buabl mep odecnieyeHnst HHPOPMALMOHHOM 0€30IIACHOCTH»
Bonpocsr:
1. Bunsl mep obGecrieyenns HHGOPMALMOHHOM 6€30MaCHOCTH: MTPaBOBbIE, OPraHU3AI[MOHHbBIE, TEXHUYE-
CKHe, IPOrpaMMHO-MaTeMaTHUECKUE.
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2. Crenuduyeckue NprueMbl yIpaBleHUsI TEXHUYECKUMU CPEICTBAMH.
3. AIMUHUCTPATHUBHBIN YPOBEHB 3alIUThI MH(OPMALIMU: TIporpaMmma 6e30MacHOCTH, TOTUTHKA Oe301ac-

HOCTH.
Kpurtepun onieHKH yCTHOT0 OTBeTA:
«5 (OTJIIMYHO)»: OTBET MOJIHBIN U MPABWIbHBII HA OCHOBAHUU M3YYEHHBIX TEOPU; MaTepHUall U3JI0KEH B
OMpeJICTICHHOM JIOTMUECKOU MOCIEeI0BATEIbHOCTH, JINTEPATYPHBIM SI3bIKOM: OTBET CAMOCTOSITEIIbHBIMN.
«4 (xopom10)»: OTBET MOJIHBIA U MPABUJILHBIA Ha OCHOBAHMHU WU3YUYCHHBIX TEOPHUH; MaTepHasl U3JI0KEH B
OMPEICICHHON JIOTUYECKON MOCIIeI0OBATEILHOCTH, TMPU STOM JOIMYIIEHBI JBE-TPU HECYIECTBEHHbIC
OLIMOKH, UCTIPABJICHHBIE 110 TPEOOBAHUIO MPENO1aBaATENS.
«3 (YnoBJIeTBOPUTEIBLHO)»: OTBET MOJIHBIN, HO MPU 3TOM JIONYIIEHA CYIIECTBEHHAs OMIMOKa, UK He-
MOJTHBIM, HECBI3HBIM.
«2 (Hey/0BJIETBOPUTEIBHO)»: IIPU OTBETE OOHAPYKCHO HEITOHUMAHHUE CTYJEHTOM OCHOBHOTO COJIEpIKa-
HUS y4eOHOro MaTepuasa Ui JONYIIEHbI CyIlIeCTBEHHbIE OINOKH, KOTOPbIE CTYJIEHT HE CMOT UCIIPABUTh
MIPU HABOSIIMX BOIIPOCAX MPENOIaBaTelIs.

«AHAJIHU3 PUCKOB HHGOPMALMOHHOM 0€30MaCHOCTH»
1. Heab padoThl — 0O3HAKOMIICHUE C aJITOPUTMAMH OIICHKH pUCKa HHPOPMAITMOHHON 0€30ITaCHOCTH.

2. Kparkue TeopeTnyecKue CBe1eHUs! LaMNOCTS AKTIHBA

BanaHKMe Ha BMaHec

Puck Ub — noreHunaibHasi BO3MOXHOCTb HC- 10J1b30-
BAaHUS ONPENIEIICHHON y2po30it ya3eumocmeil aKkmu- 6a W
rpyNnbl aKTUBOB I NPUYMHEHHS BpeAa OpraHu3a- LUN.

Ya3BUMOCTD - CJIa00CTh B CHUCTEME 3alllUTHI, YposeHb Jenaro-
11asi BO3MOYKHOM peau3anuio yrpo3bl. yA3BumMocTed

¥Yrpo3za UB - coBokymnHOCTh ycnoBuil u (ax- TOpOB,
KOTOPBIE MOTYT CTaTh IPUYMHON HAPYLIECHUN LEJIOCT- HOCTH,
JOCTYHOCTH, KOH(PHUIEHIIUATBHOCTH HH(POPMAIIHIH. Yposeub
NHpopManMOHHBIA AKTHB — 3TO MaTepHAIBHBIN yegam Ul He-

MaTepHalbHbI 00BEKT, KOTOPBIH:

- sIBJIsIETCSt MH(MOpPMAIMEn UIIH COJEPKUT HHPOPMAIIHIO,

- CITY’KMT 7151 00OpabOTKH, XpaHEHHUs WM Meperayd HHPOopMaluy,

- IM€eT IIEHHOCTh JJIsl OpraHU3alHH.

3. 3aganmne

1. 3arpysutre 'OCT P UCO/MOK TO 13335-3-2007 «METOJbI U CPEJICTBA OBECIIEYEHUA
BE30ITACHOCTH. Yacts 3 «MeTobl MEHEIKMEHTa 6€30MacCHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHID)

2. Osnakombrecsk ¢ Ilpuaoxkenussmu C, D u E 'OCTa.

3. Beibepure Tpu pazauuHbIX HH(OPMAIIMOHHBIX AaKTUBA OpraHU3alyu (CM. BApUAHT).

4. U3 lpunoxenuss D 'OCTa nonbepure Tpy KOHKPETHBIX YA3BUMOCTH CUCTEMBI 3aIUThl YKa3aHHBIX
MH(OPMAIMOHHBIX aKTHBOB.

5. Tlonw3ysce puaoxkennem C ['OCTa HanumuTe TpU yrposbl, peaau3alus KOTOPbIX BO3MOXKHA MOKa
B CUCTEME HE yCTPAHEHBI HA3BAHHBIE B IIYHKTE 4 yS3BUMOCTH.

6. Ilonp3ysch ofHUM U3 METOJIOB (CM. BapuaHT) npeanokeHHbIX B [lpuaoxenun E 'OCTa npoussenu-
T€ OLICHKY PUCKOB MH(OPMAIIMOHHON 6€301aCHOCTH.

7. OleHKy LeHHOCTH MH(GOPMAIMOHHOTO aKTMBa MPOU3BOJUTh HA OCHOBAHWU BO3MOKHBIX MOTEPDH IS
OpraHM3alMM B CIy4yae pealu3ali yrpo3sbl.

4. Conep:kaHue oT4era

1. TurynbHbIl JHCT

Conepxanue

3ananue

O6ocHoBaHMe BbIOOpPa MHPOPMAIIMOHHBIX aKTUBOB OPTaHU3allU

OreHka EHHOCTH WH(POPMALIMOHHBIX aKTHBOB

VY SA3BUMOCTH CUCTEMBI 3alIUTHI HHPOPMAIUN

Yrposst Ub

NounhkwDd
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8. OleHKa pUCKOB
9. BrniBognl

Paznen 2. Yrpo3sl 6e3onacHocT HHGOPMAIIMOHHBIX CHCTEM
YcTHbIM OIPpOC HA TeMYy:
«Oco0eHHOCTH 321U THI HHGOPMALIMY B IEPCOHATIBHOM KOMIIbIOTEPEe»
Bonpocsbr:
1. Obecnevyenne HhU3MIECKON IIEIOCTHOCTH.
2. llpenynpexeHne HECAaHKIIMOHUPOBAHHON MOIU(UKALIUY, KOMUPOBAHUS U MOJIyYeHUS HHPOPMAIIH
B IIK.
3. Ob6ecneuenue nenoctHocTH nHGopmaruu B [1K.
4. ®usnyeckas 3aumra [1K u Hocureneit napopmarum.
Kpurepun oueHKH yCTHOrO 0TBeTA:
«5 (OTJIMYHO)»: OTBET MOJIHBIN U MPaBUJILHBIN HA OCHOBAHUM M3YUYEHHBIX TEOPUI; MaTepHall U3JI0KEH B
ONPEIEICHHON JIOTHUECKOU MOCIIEI0BATEIbHOCTH, JINTEPATYPHBIM SI3bIKOM: OTBET CAMOCTOSITEIIbHBIN.
«4 (Xopomu1o)»: OTBET MOJHBIN U MPABWIbHBIA HA OCHOBAHMM M3YyUYEHHBIX TEOPHil; MaTepHall U3JI0KEH B
ONPEJEICHHON JIOTUYECKON MOCIIEI0BATEIbHOCTH, MPU 3TOM JOMYILIEHBbI JBE-TPU HECYILIECTBEHHbIE
OLIMOKH, UCTIPABJIEHHBIE 110 TPEOOBAHUIO MPENO1aBaATENS.
«3 (y10BJIETBOPHUTE/IBHO)»: OTBET MOJHBIA, HO MPHU ITOM JIOMYIIEHA CYIIECTBEHHAs OLINOKa, WM He-
IIOJIHBIN, HECBSI3HBIM.
«2 (Hey/10BJIETBOPUTEIBHO)»: IIPU OTBETE OOHAPYKEHO HETIOHUMAaHHE CTYJEHTOM OCHOBHOTO COJEpIKa-
HUS y9eOHOr0 MaTepuasa Wi JOMYIIECHbI CYIIeCTBEHHBIC OMMOKH, KOTOPBIC CTYICHT HE CMOT UCITPABHUTH
[IPU HABOSIIMX BOIIPOCAX MPENOIABATEIS.
YcTHBI onipoc HA TeMy:
«ITporpaMmmHBI€e CpeACTBA 3aAIIUTHI HH(OPMALHAID)

Bonpocsr:
1. OCHOBHBIC 3alIUTHBIC MEXAHU3MbI: WICHTHU(PHUKAIMS U Ay TCHTU(UKAIS, TPOTOKOJIUPOBAHUE U
ayJIuT.
2. PasrpanuueHue nocryma.
3. KoHTpOJIb 11€JT0OCTHOCTH.
4. OOHapy>keHUue U POTUBOACHCTBHE aTaKaM.

5. 3amura oT KONUpPOBaHUs UHPOPMAIUH.
Kpurtepun onieHKH yCTHOTO OTBeTA:
«5 (OTJIIMYHO)»: OTBET MOJIHBIN U MPABWIbHBII HA OCHOBAHUY M3YUYEHHBIX TEOPHUId; MaTepHall U3J10KEH B
OIIPEAEIEHHON JIOTHYECKOM MOCIIEN0BATENBHOCTH, TUTEPATYPHBIM A3BIKOM: OTBET CAMOCTOSITEIIbHBIM.
«4 (Xopom1o)»: OTBET MOJHBIN U MPABWIbHBIA HA OCHOBAHMHM M3YyUYEHHBIX TEOPHil; MaTepHall U3JI0KEH B
OIIPEACIEHHON JIOTUYECKOW IIOCJIEN0BATENbHOCTH, NPU 3TOM JONYILIEHBI JBE-TPU HECYIECTBEHHBIC
OLIMOKY, UCTIPABJIEHHBIE 110 TPEOOBAHUIO MPENO1aBaTENs.
«3 (ynOoBJIETBOPHUTEJIBHO)»: OTBET MOJIHBIM, HO IPU 3TOM JIOMNYIlleHa CYIIECTBEHHAs OMIMOKa, WIN He-
IIOJTHBIN, HECBSI3HBIM.
«2 (Hey10BJIETBOPUTEIBHO)»: TIPH OTBETE OOHAPYKEHO HEITOHMMaHHE CTYJACHTOM OCHOBHOTO COJepiKa-
HUs y4eOHOro MaTepuasa Uiy JONYIIEeHbl CyIlIeCTBEHHbIE OINOKH, KOTOPbIE CTYJIEHT HE CMOT UCIIPABUTH
IIPY HABOJAIIMX BONPOCAX MPENOAABATES.
IIpoueaypa ayreHTuuUKANNM N0JIH30BATE/ISI HA OCHOBE MAPOJIS»

1. Heuan padboTshI

W3ydeHne TeXHOIOTHH ayTeHTU(PHUKAIMH 110JIH30BaTENs HA OCHOBE MapoJisl.

2. Kparkue TeopeTuyeckue cBeeHUs

Aytentuduxanus (Authentication) - mporenypa NpoBepKH MOIMHHOCTH 3asBJIEHHOTO MOJIb30Ba-
TeJIsA, Mpolecca WM YCTpoicTBa. JTa MpoBEpKa MO3BOJSIET TOCTOBEPHO YOEIUTHCS, YTO IOJIb30BATENh
(mpo1iecc UM yCTPOUCTBO) SIBISIETCA UMEHHO TeM, KeM ce0si 00bsaBisieT. [Ipu npoenennu ayreHTuduka-
IIUH TPOBEPSIOIIas CTOPOHA yOeKIaeTcs B MOJIMHHOCTU MPOBEPSIEMON CTOPOHBI, IIPU 3TOM IpOBepsie-
Masi CTOpOHA TOXX€ aKTHBHO Y4acTBYET B Ipoliecce oomeHa nHpopmanueid. OObIYHO MM0JIb30BATENb MO/~
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TBEP’KIAET CBOIO MAECHTH(HKALMIO, BBOAS B CUCTEMY YHHKAJIbHYIO, HEU3BECTHYIO JIPYT'MM I10JIb30BaTe-
75IM “H(pOopMaIHio o cebe (Hampumep, Mapoib WK CEPTUDUKAT).

Wnentudukanys 1 ayTeHTUPUKALNS SBISAIOTCSA B3aMMOCBSI3aHHBIMHU [IPOLIECCAMHU PACIIO3HABAHUS
U IIPOBEPKU MOJJIUHHOCTU CyOBEKTOB (mosb3oBareneil). IMEHHO OT HUX 3aBUCUT IOCJIEAYIOLIEE pelie-
HUE CUCTEMBI, MOXHO JIM Pa3pelluTh JOCTYN K pecypcaM CHCTEMbl KOHKPETHOMY IIOJIB30BATEI0 WIIH
nporeccy. [Tocne naentudukanum u ayreHTU(GUKAIUU CyObeKTa BBIIOIHIETCS €T0 aBTOPU3ALIHSL.

Astopu3zanus (Authorization) - mporenypa NpeaoCTaBICHUs] CYObEKTY ONMPEACICHHBIX MOTHOMO-
YMii U PecypcoB B JaHHOW cucrteMe. VHBIMU ClIOBaMH, aBTOpHM3alMsi yCTAHABIMBAET cepy IercTBUSA
CcyObeKTa U JOCTYIIHbIE eMy pecypchl. Eciu cuctema He MOXKET HaJeKHO OTIIMYUTh aBTOPU30BAHHOE JIH-
0 OT HEAaBTOPH30BAHHOTO, KOH(HIEHIMAIHLHOCTh M LEJIOCTHOCTb WH(pOpPMALUU B HEH MOTYT OBITh
HapyeHsl. Opranuzanuy HEOOXOJUMO YETKO ONPEAEIUTh CBOM TpeOOBaHMSA K O€30MacCHOCTH, YTOObI
IIPUHUMATD PEILIEHUS O COOTBETCTBYIOIIMX I'PaHUIaX aBTOPU3ALINH.

C nponenypamu ayTeHTH(QHMKALMM M aBTOPU3ALMM TECHO CBs3aHa Ipolexypa aaMH-
HUCTPUPOBAHUSA ACUCTBUMI IIOJIB30BATENS.

ITapons - 3TO TO, YTO 3HAET IOJIB30BATENb U YTO TAKXKE 3HAET APYTrOM YYaCTHHK B3aUMOJECHCTBUS.
Jlnist B3auMHON ayTeHTU(UKAIUN YYaCTHUKOB B3aMMOJCHCTBHSI MOXKET OBITh OpraHW30BaH OOMEH Mapo-
JISIMU MEXKLy HUMH.

3. 3ananne

Pa3pabotath nmporpammy, MpeacTaBisIoNIy0 coboil opMy aAocTyna K onpeaenéHHbIM nHpopMa-
LIMOHHBIM pPeCypcaM Ha OCHOBE MAPOJIS:

1. B xadyecTBe MH()OPMAITMOHHOTO pecypca UCIOIb30BaTh J1H000i (aiin nim npunoxeHue.

2. Jloctyn K pecypcy 0JIKEH ObITh pa3pelleH TOJbKO CAHKLIIMOHUPOBAHHBIM OJIb30BaTENAM. [l
9TOro B IPOrpaMMe JOJDKHBI XPaHUTHCS MMEHa IOJb30BaTesield M uX naposd. llpu nomsiTke mocTyma
II0JIB30BATENS K PECypcy NpOBEPSAETCS HAIWYUE €ro WACHTHU(HUKaTOpa (UMEHH) B CHCTEME U COOTBET-
CTBHUE BBEACHHOI'O IIApOJIsl IapOJI0, KOTOPBIN XPAaHUTCS B CUCTEME.

3. B cucreme noKHA XpaHUTHCS cienyromas nadopMamus o monb3oBatene: 1D wim uMs moib-
3oBateds, naponb, ®MO, nata poxaeHus, MECTO pOXKJIeHHs (Topo1) HoMep TeaedoHa.

4. Tlonb3oBaTenb JOHKEH UMETh BO3MOYKHOCTh IIOMEHSATH MapoJib (OrpaHUYEHMSI: CM. BapHAaHT).

4. Copep:xkanue oT4eTa

1. TutynbHBINA TUCT
Conepxanue
3ananue
TexcT nporpammsl
[Ipumep paboThI MporpaMMsl
BriBoabl

AN

Pasnen 3. Kpunrrorpaguyeckne MeToapl 3aimThbl HHpopManmmn
YcTHBI onipoc HA TeMy:
«KpHIIToJ10risi 1 0CHOBHBIE 3TalbI €¢ Pa3BUTH
Bonpocsr:
1. OcHOBHbIE OHATHUS: KPUIITOJIOTHS, KpUIITOTpadus, K104, Kpunrtorpadguieckas cucrema.
2. TpeboBaHus k KpunrorpapuieckuM MeTo1aM peodpa3oBaHus HH(OPMALIUH.
3. Otansl pa3BUTHUS KPUNITOJIOTHH KaK HAYKH.

Kpurtepun onieHKH yCTHOTO OTBeTA:

«5 (OTJIMYHO)»: OTBET NOJIHBIM U IIPaBUJIbHBIN Ha OCHOBAHWM M3YYEHHBIX TEOPUI; MaTEpHAIl U3JI0KEH B
OINPEJIETICHHON JIOTHYECKOU MTOCIIEN0BATEIBHOCTH, JINTEPATYPHBIM SA3BIKOM: OTBET CAMOCTOSITEIIbHBIN.

«4 (xopom10)»: OTBET MOJIHBIA U MPABUJILHBIA Ha OCHOBAHUYU WU3YUYECHHBIX TEOPHUH; MaTepHall U3JIOKEH B
ONPEIEICHHON JIOTUYECKOM IIOCIIE0BATEIbHOCTH, IIPU JTOM JOIYIIEHBl ABE-TPU HECYIIECTBEHHbIE
OLIMOKY, UCTIPABJIEHHBIE 110 TPEOOBAHUIO MPENOIaBaATENs.

«3 (YnOBJIETBOPUTEJILHO)»: OTBET IMOJIHBIM, HO TP 3TOM JIOMNYIlEHa CYIIECTBEHHAs OMIMOKa, WIN He-
MTOJIHBIHM, HECBSA3HBIN.
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«2 (Hey/10BJIETBOPHUTEJIBHO)»: IIPH OTBETE OOHAPYKEHO HEITOHMMAaHHE CTYJEHTOM OCHOBHOTO COJEpKa-
HUS y4eOHOTr0 MaTepHaia WiH JOIMyIEHbI CYIIeCTBEHHBIE OMNOKH, KOTOPBIE CTYIEHT HE CMOT UCIIPABUTh
IIPY HABOZSAIIMX BOIIPOCAX MPENOIABATEII.
YcTHBI onipoc HA TeMY:
«Metoabl KpunTorpagu4ecKux MpeodPa3oBaHMi»

Bonpocsr:
1. Knaccudukanus KpUITOCHCTEM.
2. AnropuTmbl IIUGPOBAHUS.
3. Iudpsl 3aMeHBI.
4. Hludpsl nepecTaHOBKHU.
5. AccumerpuyHoe mudppoBaHue: METOJ TaMMUPOBAHUS U aHAITUTUYECKOTO MPeoOpa3oBaHUs IaH-

HBIX.
Kpurepun oueHKH yCTHOrO 0TBeTA:
«5 (OTJIMYHO)»: OTBET MOJIHBIN U NMPaBUJILHBIN Ha OCHOBAHUM M3YUYEHHBIX TEOPUI; MaTepHUall U3JIOKEH B
ONPEIEICHHON JIOTHUECKOU MOCIIEI0BATEIbHOCTH, JINTEPATYPHBIM SI3bIKOM: OTBET CAMOCTOSITEIIbHBIN.
«4 (Xopomu1o)»: OTBET MOJHBIN U MPABWIbHBIA HA OCHOBAHMM M3YyUYEHHBIX TEOPHil; MaTepHall U3JI0KEH B
ONPEJEICHHON JIOTMYECKON MOCIIEeI0BAaTEIbHOCTH, MPU 3TOM JOMYILIEHBbI JBE-TPU HECYILIECTBEHHbIE
OLIMOKY, UCTIPABJIEHHBIE 110 TPEOOBAHUIO MPENOIaBATENSL.
«3 (y10BJIETBOPHUTE/IBHO)»: OTBET MOJHBIA, HO MPHU ITOM JIOMYIIEHA CYIIECTBEHHAs OLINOKa, WM He-
IIOJIHBIN, HECBSI3HBIM.
«2 (Hey/10BJIETBOPHUTEIBHO)»: IIPH OTBETE OOHAPYKEHO HETIOHUMAaHHE CTYJEHTOM OCHOBHOTO COJEpIKa-
HUS y9eOHOr0 MaTepuasa Wi JOMYIIECHbI CYIIeCTBEHHBIC OMMOKH, KOTOPBIC CTYICHT HE CMOT UCITPABHUTH
IIPU HABOSIIMX BOIIPOCAX MPENOIABATEIIS.
YcTHBI onipoc HA TeMy:
«Cranmaptel 1MPOBAHUD)
Bonpocsr:
1. Hcropus co3nanus crangaproB mudposanus DES u RSA.
2. Aunroputm mudpoBaHHs ¢ UCIIOJIB30BAHUEM CUMMETpUYHOrO cTanaapTa DES.
3. Anroputm mudpoBaHUs ¢ UCTIOTB30BAaHUEM CUMMETPUYHOTO cTaHaapTa RSA.
Kpurepum oueHKH YCTHOTO OTBeTA:
«5 (OTJIMYHO)»: OTBET NOJIHBIM U NMPaBUJIbHBIM HA OCHOBAHWM U3YUYEHHBIX TEOPUIl; MaTEpHall U3JI0KEH B
ONPEIEIEHHOM JIOTHYECKON MTOCIIEN0BATEIBHOCTH, JINTEPATYPHBIM S3BIKOM: OTBET CAMOCTOSITEIIbHBIN.
«4 (Xopomo)»: OTBET MOJHBIN U MPABWIbHBIA HA OCHOBAHMM M3YyYEHHBIX TEOPHil; MaTEepHall U3JI0KEH B
ONPEIEICHHON JIOTMYECKOM IOCIEIOBATEIbHOCTH, MPHU 3TOM JOMYIIEHBbI JABE-TPH HECYIECTBEHHbIC
OITMOKH, UCTIPABJICHHBIE 110 TPEOOBAHUIO MPENO1aBaATENS.
«3 (YnoBJIeTBOPUTEIBLHO)»: OTBET MOJIHBIN, HO MPHU 3TOM JIOMYIIEHA CYIIECTBEHHAs OIIMOKa, UK He-
MOJIHBIN, HECBSI3HBIM.
«2 (Hey/10BJIETBOPHUTEJIBLHO)»: IIPH OTBETE OOHAPYKEHO HEITOHMMaHHE CTYJJEHTOM OCHOBHOTO COJEpIKa-
HUS y4eOHOro MaTepuasa Ui JOMYIIEHBI CyIIeCTBEHHBIE OMUOKH, KOTOPBIE CTY/IEHT HE CMOT UCIIPABUTh
MPY HABOASAIIMX BOIIPOCAX MPENo1aBaTesl.
«IIporpammHuasi peaau3anusi KpunrTorpagpuyecKux aJJropurMoB»
1. Heab padoTsl
3HAKOMCTBO C OCHOBHBIMU METOJIaMHU KPUMNTOTpadUIECKOM 3alIUThl HH(OPMAIIUH.
2. KpaTtkue TeopeTu4yecKkue cBeieHUsI
Kpunrtorpagus — obecreqnBaeT COKpBITHE CMbICTA COOOIIEHUS ¢ TTOMOIIBIO MH(PPOBAHUS U OT-
KPBITHSL €T0 paciii(PpOBKOM, KOTOPHIE BHITIOJHSIOTCS MO CIEIHUATBHBIM aJTOPUTMaM C TIOMOIIBI0 KITHO-
Yyeu.
K104 — KOHKpETHOE CeKpeTHOE COCTOSIHME HEKOTOPBIX MapaMeTpoB alropuT™Ma Kpunrorpaduye-
CKOTO TIpeoOpazoBaHus JaHHBIX, 00ECTIEYUBAIOIIEE BEIOOP TOJIHKO OJHOTO BapHaHTa U3 BCEX BO3MOXKHBIX
JUISL TAHHOTO aJITOPUTMA.
Kpunroananu3 — 3aHuMaercs BCKpbITHeM mudpa 6e3 3HaHus Kitoya (MpOBEpKa yCTONYUBOCTH

mmndpa).
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KonupoBanue — (He OTHOCUTCSI K KpUNITOTpauu) — CUCTEMA YCIOBHBIX 0003HAYCHUH, TPUMEH -
eMbIX npu nepemade uHpopmaruu. [IpuMensieTcs Ui yBeTMUEHHUs] KauecTBa Iepenadyd MHQPOpMaluy,
CoKaTHs UH(QOPMAIMK U ISl yMEHBIIEHUS CTOUMOCTH XpaHEHUsI U Iiepe/iadH.
Kpunrorpadguueckue npeoOpa3oBaHUs HMEIOT LENb O0ECIEeYUTh HEJOCTYIMHOCTh HH(OpMaIuu
IUIs JIML, HE UMEIOIIUX KJII0Ya, U MoAJIepKaHue ¢ TpeOyeMoil HaJeKHOCThI0 OOHApYKEHHsI HECAHKIIMO-
HUPOBAHHBIX UCKAKCHUH.
BonbmMHCTBO CpeacTB 3aluThl MHPOpMaLUU Oa3upyeTcsl Ha MCIIOJIb30BaHUM KpuITorpaduye-
ckux mudpoB u mpoueayp mudpoanus-pacumdpoBku. B coorserctBun co crangaptrom 'OCT 28147-
89 nox mM@poM NOHUMAIOT COBOKYITHOCTh OOPAaTUMBIX ITPe0Opa30BaHNl MHOXKECTBA OTKPBITHIX TAHHBIX
Ha MHO>KECTBO 3alIM(PPOBAHHBIX TaHHBIX, 337aBAEMBIX KJIIFOUOM U aJITOPUTMOM IpeoOpa3oBaHusl.
B kpunrorpaduu ucnonb3yroTcs ciaenyrolne OCHOBHbIE aITOPUTMbI HIM(DPOBAHUSA:
— aIropuTM 3aMeHbI (II0JICTAHOBKU) — CUMBOJIbI MN(PYEMOro TEKCTa 3aMEHSIOTCS CUMBOJIAMHU
TOTO € WIK APYyroro andasBura B COOTBETCTBUHU C 3apaHee 00yCIOBICHHON CXEeMOM 3aMEHBI;

— ITrOpUTM NEPECTAHOBKU — CUMBOJIbI HIM(PPYEMOro TEKCTa MEPECTaBIIAIOTCS M0 ONPEeIEHHO-
My IIpaBUIIY B Tpeeaax HEeKOTOPOro OJI0Ka STOTO TEKCTa;

— TraMMHPOBAaHHE — CHUMBOJBI IMU(PPYEMOrO TEKCTa CKJIAIBIBAIOTCA C CHMBOJIAMH HEKOTOPOM
CJly4alfHOM MOCIJIEJ0BaTEeIbHOCTH;

— aHaJIMTUYECKoe IpeoOpa3zoBaHHe — NpeoOpa3oBaHUE MIM(PPYEMOro TEKCTa MO HEKOTOPOMY
AHATUTUYCCKOMY TIpaBmiTy ((hopmyiie).

[Tponeccrl mmMdppoBaHUs U paclIMPPOBKU OCYILECTBISAIOTCS B PAMKAX HEKOTOPOW KPUIITOCHCTE-
MBI J[J1s1 CHMMeTPHYHOI KPUIITOCUCTEMBI XapaKTepHO MPUMEHEHHE OJJHOTO M TOTO )K€ KJII0Ya KakK MpU
mudpoBaHuy, Tak U Npu pacmudpoBke cooliieHuil. B acHMMeTPpUYHBIX KpUIITOCHCTEMAaX A mudpo-
BaHUS JAHHBIX MCHOJb3yeTCs OJWH (0OILENOCTYNHBIN) KIIIOY, a JJIs pacliu@poBKU — Ipyroi (cekper-
HBIN) KJTHOY.

CuMMeTpHYHbIE KPUIITOCHCTEMBI

HIudpsl nepecTaHOBKH

B mm¢pax cpegHux BEKOB 4aCTO MCIIOJIB30BAINCH TAOIHIIBI, C TIOMOIIHI0 KOTOPHIX BBITOIHSIIUCH
IIPOCThIE MPOLEeyphl MHU(POBaHUS, OCHOBAaHHbIE Ha MEepecTaHOBKe OyKB B cooOmeHuu. Kirouom B naH-
HOM ciIy4ae siBJisieTcsi pa3mepsl Tabauiel. Hanpumep, coobmenune “HesicHoe cranoBuTcs eie Oosiee He-
MOHATHBIM” 3aIMCHIBAETCS B TAOJUIY U3 5 CTPOK U 7 CTOJOLIOB 1O CTOJIOIAM:

H O H C B H 4
E E O 4 O E T
4 C B E J II H
C T MU I E O Bl
HA T E E H M

Jis mosryueHust muGpOBaHHOTO COOOIEHHSI TEKCT CUMTHIBAECTCS 110 CTPOKAM M TPYIIUPYETCs 10

5 OykB:

HOHCB HAEEO SOETA CBEJIIT HCTUIL EOBIHA TEEHM

Heckonbko Oounbliieii CTOMKOCTBIO K PACKPBITHIO 00J1a/1aeT MeTO/I OAUHOYHOH NMepecTaHOBKHU 10
KIIIO49Yy. OnH oTianyaeTcs OoT NpeaAbIAYCro T€M, 4TO CTOJ'I6III)I Ta6J'II/IIII)I MEPECTABIAIOTCA MO KIIFOYEBOMY
CIOBY, ¢paze win Habopy YUCeN IIIMHON B CTPOKY TabmuIlbl. Mcmonb3ys B KauecTBe Kiro4a clioBo «JIVY-
HATHUK», moayunMm ciaeayronyro Tadauiy:

J vV H A T N K A N K J H T YV
4 7 5 1 6 2 3 1 2 3 4 5 6 7
H O H C b H 4 C H 49 H H b O
E E O 44 O E T A E T E O O E
g C B E J II H E IT H A4 B J C
C T M I E O bl o O b C U E T
H A T E E H M E H M HT E A
J1o mepecTaHOBKHU ITocne nepecraHoBKH
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B BepxHeil cTpoke JieBOM TaOIUIIBI 3aMKMCaH K04, @ HOMepa MoJ| OyKBaMu KJtoua OnpesesieHbl B
COOTBETCTBUH C €CTECTBEHHBIM IOPSIKOM COOTBETCTBYIOLIMX OYKB Kiroua B andasute. Ecnu B ximoue
BCTPETUIIUCH ObI OJJMHAKOBBIE OYKBBI, OHU OBl HyMEPOBAIUCH clieBa HanpaBo. [lomyyaercs mudpoka:

CHAHH BOAET EOOEE ITHABJI CIIObBIC METEH MHTEA

s obecriedeHust TOTOTHUTEIBHON CKPBITHOCTH MOKHO MOBTOPHO MH(POBATh COOOIICHUE, KO-
TOpoe yke ObLI0 3amudpoBano. /st 3Toro pazmep BTOpO# TaOIHIIBI TOJOUPAIOT TaK, YTOOBI JUIMHEI €€
CTPOK H CTOJIOLIOB OTJIMYAIIMCH OT JUTMH CTPOK M CTOJIOLOB 1epBoii Tabmwuiibl. Jlydie Bcero, eciid OHU 0y-
AYT B3aMHO ITPOCTBIMU.

Kpome anropuTMoB OJMHOYHBIX NEPECTAHOBOK MPUMEHSIIOTCS AJTOPUTMBI IBOIHBIX MepecTa-
HOBOK. CHavana B TaOJMIly 3alMCHIBAETCS TEKCT COOOILICHMS, a MOTOM MOOYEPEAHO MEPECTABISIOTCS
CTOJIOIBI, a 3aTeM CTpoKH. [Ipu pacmmdpoBKke MepecTaHOBKH MPOBOISTCS B 00paTHOM mnopsiake. Hampu-
Mep, coobtienue “Tlpueskar MecToro” MOXKHO 3amudpoBaTh CISAYIOMUM 00pa3oM:

2 14 |1 |3 11213 |4 112 13 |4
4 /0 P U E 4 M II|E P 1 A 3 |10 X
1 13 |X A IO 1 A3 |10 X 2 'E|_|c 1w
2| W E|C 2 E.. |Cc 1 3 /r T|o|o
3 .T 0T |0 3 /r T/o|o 4 M I |E P

JIBoiiHast mepecTaHOBKA CTOJOIIOB U CTPOK

B pesynbrate nepecranoBku nomydeHa mmdposka A3KOXKE CIIT TOOUIIEP. Kirouom k mud-
py ciayxaT Homepa ctono1oB 2413 u Homepa cTpok 4123 ucxoaHoi TaOIUIIBL.

Uucno BapuaHTOB JBOMHON MEPECTAHOBKU JOCTATOYHO OBICTPO BO3PACTAET C YBEIUYCHUEM DPa3-
Mepa Tabnuubl: a7 Tadauisl 3 x 3 ux 36, ansa 4 x 4 ux 576, a g 5*5 ux 14400.

B cpennue Beka nmnsi mmdpoBaHUS NMPUMEHSUIUCh M MarmyecKue KBaJapaTrbl. Marmdeckumu
KBaJIpaTaMH Ha3bIBAIOTCS KBaApaTHbIC TAOIUIIBI C BIIMCAHHBIMU B MX KJIETKH MOCJIEI0BATEILHBIMU HATY-
palbHBIMH YUCIIAMH, HAUMHAS C €MHUIIBI, KOTOPBIE JAIOT B CyMME IO Ka)JIOMY CTOJIOIY, KaXX0i CTPO-
K€ M KaXXJI0W TuaroHalu OJHO U TO e 4yucio. J[is mudpoBanus HE0OXOAUMMO BIHCATh UCXOIHBIN TEKCT
10 MPUBEICHHON B KBaJpaTe HyMEpalluH U 3aTEM IepenucaTh CoIEeP>KMMOe TabJIUIIbI 10 cTpokaM. B pe-
3yJbTaTe moiydaeTcsl mudpoTekcT, cPopMUPOBaHHBIN OIarogaps nepecTaHOBKe OYKB HCXOJHOTO CO00-
HICHUS.

1613 2 |13 o P |T
5 11011 8 3 I E |10
9 16 |7 |12 X A |C
4 11514 1 E I O I

m P U E 3 XA O WmIIE C T OT O

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Yucno Marn4eckux KBaJpaToB OUYEHb PE3KO BO3PACTAET C YBEIMYECHHUEM pa3Mepa ero CTOPOH: IS
Ta0uIel 3*3 Takux KBaapatoB -1; mms Tadmmist 4*4 - 880; a murst Tabmuter 5*5-250000.

22



HIndgpsl npocToii 3aMeHbI

Cucrema mudposanus Lle3aps - yactHblii cirydail mmdpa npoctoit 3aMeHbl. MeTo] OCHOBaH Ha
3aMeHe KaXKJ0i OyKBbI COOOIIEHUS HA APYTYI0 OYKBY TOrO e aidaBuTa, MyTeM CMEIIEHUSI OT UCXOIHOM
OykBbI Ha K OykB.

N3BectHas ¢paza KOmms Lezaps VENI VINI VICI — npumen, yBuaen, mooeaw, 3amudpoBaHHas
C TMOMOIIIBIO JAHHOTO MeTo1a, mpeodpasyercss B SBKF SFAF SFZF (npu cmemenun Ha 4 cMMBOIIa).

I'peueckum nucareneMm [Tommbuem 3a 100 et g0 H.3. ObUT M300peTEH TaK Ha3bIBACMBIN MOJUOU-
aHCKUI KBaApaT pazMepoM 5*5, 3aroHeHHbIH andaBUTOM B CIy4alHOM mopsake. I'peueckuii anpaBut
nmMeeT 24 OyKBBI, a 25-M CUMBOJIOM siBJIsieTcs npoden. [ mudpoBaHus Ha KBaapaTe HAXOIUIH OyKBY
TEKCTa W 3alMChIBAIM B MH(pPOTEKCT OyKBY, PACHOIOKEHHYIO HUXKE €€ B TOM ke cronbne. Ecin Oyksa
OKa3bIBaJIaCh B HUKHEH CTPOKE TAaOJIUIIbI, TO Opajiu BEPXHIO OYKBY U3 TOTO K€ CTOJNOIIA.

IIn¢psel C10KHOK 3aMEHBI

Iudp I'poncdennaa cocroutr B Moaudukanuu mudpa Llezaps ancnoBbiM kiaodom. s sToro
noJi OyKBaMH COOOIEHHsI 3alMCHIBAIOT (Pl YUCIOBOTO Kitoya. Ecnu kitoy Kopode cooOIieHusi, TO
€ro 3aluch UUKINYeCKH MOBTOPSIOT. [lIndporekcT momyyaroT npumepHo Takxke, kak B mudpe Llesaps,
HO OTCUMTBIBAIOT HE TPEThIO OYKBY 1o andaButy (kak B mmdpe Llesaps), a Ty, KOTOpasi CMelIeHa 1o a-
(aBUTYy Ha COOTBETCTBYIOIIYIO U(DPY KIFOYa.

[TycTh B KauecTBE KIIrOYa UCIIOJIB3YETCs TpyIma u3 Tpex mudp — 314, Toraa

Coo0menne: COBEPIHEHHO CEKPETHO

Kirou: 3143143143143143143

[Mudposka: PITMCBUOCCAXNIIOUYCC

B mmd¢pax mHoroanpaBuTHOM 3aMeHbI s MH(PPOBAHUS KaXKIOTO CUMBOJIA UCXOIHOTO CO00-
IIECHUS IPUMEHSETCS CBOM MUdp IPOCTOM 3aMeHbI (CBOM anihaBuT):

ABBIIEEX3UKIMHOIIPCTY ®XUIIIIBbIEIIOS |

ABBIIEEX3UKIMHOIIPCTY ®XUIIIIBbIEIIOS

_ ABBI' IEEXX3UKJIMHOIIPCTY ® XYL HbILIIOS

@ | 7|

S ABBIJIEEX3UKJIMHOITPCTY ®XUIHIBEIBIIO

I' | 10 _ABBTIEEX3UKJIMHOIIPCTY ®XYIIIIHbEIED

S | BTAEEX3UKJIMHOIIPCTY ®XYIIIBbIEIIOSA AB

BBIJIEEX3UKJIMHOITPCTY ®XUIIIIBEILOIOS A

Kaxnas ctpoka B 3TOi TabiuIle COOTBETCTBYET OJHOMY IIU(PY 3aMeHbl aHAIOTn4HO mudpy Lle-
3aps U1 andasuTa, JonojlHeHHOro pobdenom. [lpu mudpoBanun cooOUIEHHUS €ro BHITHUCHIBAIOT B CTPO-
Ky, a 10 HUM KJto4. Eciam kimrod okaszalicsi Kopode COOOIIeHHUs, TO €ro IMUKINYecKHd MoBTopstoT. Ind-
POTEKCT IOJIy4aroT, HaX0/1si CUMBOJI B KOJIOHKE TaOJIHUIbl IO OYKBE TEKCTa U CTPOKE, COOTBETCTBYIOIIEH
OykBe kiovya. Hanpumep, ucnonssys kimod AI'ABA, u3 coobmenust [IPUE3XARO IHECTOI'O nonyya-
€M CJIeTYIONTYI0 MU POBKY:

CooOmienue [MPUE3XAIO IHECTOI'O
Kirou ATABAATABAATABAA
Iudposka I[THUI'3XXIOIOIOAEOTMI'O
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I'ammupoBanue
[Tpouiecc mmdpoBaHus 3aKI0YaeTCs B reHEpalliid TaMMbl H(pa U HAIOKEHUU ITOH TaMMBI Ha
UCXOJHBIA OTKPBITHIN TekcT. [lepen mmdpoBanuem oTkpbIThie AaHHbIE pa3ouBatoTcs Ha O10ku T(0); oqu-
HaKoBOW JnuHBI (Mo 64 Ourta). 'amma mmdpa BbIpabaTbiBaeTCs B BUAE MOCIEA0BATEIBLHOCTH OJIOKOB
I'(mr); ananoruynoi v (T(ur),=I"(1r)+T(0);, Tne + - moburoBoe cinoxenue, i =1-m).
[Tporiecc pacmmpoBKH CBOAMTCS K MOBTOPHOM reHepanuu mmdpa TEeKCTa U HATOXKEHHE STOU
rammbl Ha 3ammdpobanabie qanubie T(0)=1"(ur)+T(m1);.
AcHMMeTPHYHBbIEe KPUIITOCHCTEMBI
Cxema muppoBanus duab ['amans
Anroput™ mudpoBanus Ik ['amans oCHOBaH Ha MPUMEHEHUHU OOJIBIIMX YMCENl JJISi TeHepaluu
OTKPBITOTO U 3aKPBITOTO KJIK0Ya, KPUIITOCTOMKOCTH e 00yCIIOBIIEHA CI0XKHOCThIO BBIUYUCIICHUS TUCKPET-
HBIX JIOTapU(MOB.
[TocnenoBaTeabHOCTh AEUCTBUI MOJIB30BATEIS:
1. Tlomyuarens cooOmeHus BeIOMpaeT ABa 6oipiux yncia P u G, npuuem P > G.
2. IlomyuaTenb BRIOMpAET CEKPETHBIN KITIOY - CIIy4aifHOE 11ej0e yncio X < P.
3. Briuucnsercs oTkpbIThIN K04 Y= G *mod P.
4. Tlomyuatens BbiOupaet nenoe yucio K, 1< K< P-1.
5. Ilugppoanue coodmenus (M): a= GX mod P, b=Y ¥ M mod P, rue napa uucen (a,b) sasns-
eTcs U(POTEKCTOM.
Kpunrtocucrema mudposanust 1anabix RSA
[Ipennoxena B 1978 rogy aBropamu Rivest, Shamir u Aldeman u ocHOoBaHa Ha TPYJHOCTH pa3-
JIOKEHHS OOJBIINX IEITBIX YUCEI Ha IPOCThIE COMHOXKHUTEIH.

AJITOPUTM CO3/IaHUS OTKPBITOTO U CEKPETHOTO KIIFOYEH:
1. TMomyuaTenb BbIOMpaeT 2 OONBIIMX MPOCTHIX IIENIBIX YKCIA p U ¢, HA OCHOBE KOTOPBIX
BBIUUCIISET n=p *q n pynkuuto Diinepa ¢(n)=(p-1)(g-1).
2. Tlomydarens BbIOMpaeT menoe yucio € (1<e< ¢(n)), B3aMMHO TPOCTOE CO 3HAYCHHEM
byHKIMH @(n).
[Tapa ymcen (e,n) MyOIHKyeTCs B KAUYECTBE OTKPBITOr0 KJIKOYA.
3. TlomyuaTtenb BBIUUCISET IEJI0€ YUCIO d, KOTOPOE OTBEYAET yCioBHIO: e*d=1(mod ¢(n)
).
[Tapa yucen (d,n) SBISETCS CEKPETHBIM KJIIOYOM.
[udpoBanme cooOIIeHNS C UCTIOIb30BAHUEM OTKPBITOTO KITOYa:
Ecnu m — cooOuienue (cooOIIeHnsIMH SBISIOTCA Lenble uncia B uHTepBaie ot 0 10 n-1), To
3amupoBaTh ITO COOOIIEHNE MOXKHO Kak ¢=m‘ mod(n).

JeumdpoBanne cooOLIEHNS C HCTI0JIb30BAaHUEM CEKPETHOIO KIroya:

[Monyyarens paciudpoBbIBAET, MOTyUeHHOE coobiienre ¢: m=cd mod (n).

3. 3ananne

[TpakTrueckast paboTa COCTOUT U3 JBYX YacTeH:

YacTb 1 — npuMeHeHne OAHOT0 U3 aJITOPUTMOB CUMMETPUYHOTO IU(PPOBAHHUS;

Yacts 2 — mudpoBaHue ¢ UCHIOIB30BaHNEM aroputMa RSA.

[TopsaoK BBINOJIHEHHS PaOOTHI:

Yacrs 1:

1. Hcnonp3yst OUH U3 aITOPUTMOB CUMMETPUYHOTO MH(PPOBaHUS (CM. BapUaHT), 3alIi(ppoBaTh
CBOM JIaHHBIE: (PaMUITUIO, UMSI, OTYECTBO.

2. BbINOTHUTE TPOBEPKY, pacuIM(poBaB MOTyUYEHHOE COOOIIEHHE.

Yacts 2:

1. Hanmmcars nmporpamMMy, peaau3yollyio alropuT™M MUGPOBaHUS U ACIIHUPPOBAHUS COOOLICHUS
RSA. BxonHble naHHbIE: OTKPBITBIN W CEKPETHBIM KItouM (3HaueHus n, e, d) u coobIieHue
(m).

2. Hcnonw3ys 3agaHHbIe 3HaYEHUS D, q, €, d (cM. BapuaHT) 3amudpoBath U aemuppoBaTh cO00-
MIEHUs M1, M2, M3 (CM. BApUAHT).

24



4. Conep:kaHue oT4eTa
1. TuTynpHBINA AHCT
Conepxanue
3ananue
[IpumeHneHue anropuTMa CHMMETPUYHOTO MHU(PPOBaAHUS
[IpuMmeHeHne anropuT™Ma aCHMMETPUYHOTO (P pOoBaHUS
5.1. Ilporpamma mudpoBanus u nemudpoBaHus COOOIIECHUS TTPH TOMOIU airoputmMa RSA
5.2. Pe3ynbraThl mmdpoBaHus U IeMIHUPPOBAHUS 33JaHHBIX COOOIICHUIA
6. BrIBOOEI

Nl

Paznen 4. [Ipo0Jiema BUPYCHOIO 3apakeHusi NPOrpamMm

OpHEeHTHPOBOYHO-MOTHUBAIIMOHHBIH 3TaIl.

[TonydyeHHble 3HaHUS SBIAIOTCS OCHOBOW AJisi (POPMUPOBAHHUS KIIFOUEBBIX KOMIETEHIIMM, T.€. MPO-
(eccuoHanbHBIX HAaBLIKOB. CErofHs Ha 3aHATUU B paMKax M3YUYCHHs 3TOH TEMbI pellaeM HOBYIO yueO-
HYIO 3a71auy.

Jli1s1 3TOTO € 1eNbIo co3nanust 6osee 3PPEKTUBHBIX YCIOBHN pabOTaeM B IpyIINax.

Bbl kak Oyayiiue crenuanucThl, peainsys npoQeccuoHaIbHbIE KOMIETSHIINH, TOJKHBI YMETh 00ec-
MeYUTh HHOOPMAIMOHHYIO 0€301aCHOCTh BBEPEHHBIX BaM O0OBEKTOB.

OpHMM U3 acTieKTOB KOTOPOI SBIISETCS 3alIUTa KOMIIBIOTEPHOW CUCTEMBI OT BUPYCOB U apXHUBAIIHs
JTAHHBIX.

Y4eOHbIe 3a/1a4K: COBepPIIEHCTBOBAHUE 3HAHUI 10 KOMIILIOTEPHBIM BHpPYcaM, onipeaeieHne
NPU3HAKOB MOSIBJIEHHS] BUPYCOB, HX BHU/Ibl, yCTAHOBKA CPEACTB AHTUBUPYCHOI 3allIUTHI.
BOITPOCHI:

1. IlonsiTHEe KOMIILIOTEPHOIO BUpYCA.

Urto Takoe BUpPYyC B OMOJIOTUU BBl 3HAETE, & YTO TAKOE KOMITbIOTEPHBIH BUpYC?

KoMnbloTepHblii BUpYC — CieliMaibHO HamMcaHHas HEOOJIbIas MporpaMmMa, CIiocoOHast K caMopas-
MHOKEHHUIO, 3aCOPEHUI0 KOMITBIOTEPA U BBITIOJHEHUIO APYTUX HEKENATEIbHBIX JICHCTBUM.

2. [TouckoBo-uccIeA0BATEIBCKHI ITAIL.

OmnpenenuB MOHSATHE KOMITBIOTEPHOTO BHpYyca U paboTasi B TpyIax, MONpoOyeM MOHATh, KaK MPOsiB-
JISTFOTCSL BUPYCHI, KIAaCCU(UIIUPOBATh UX U Pa3o0paThCsl ¢ MPOTPAMMHBIM OOECTICYCHHE IS 3alUThI OT
BHUPYCOB, pabOTOI ¢ apXuBalUel JaHHBIX.

JIist KaXK0¥ TPyNIbl IPEJIOKEH KeWC MaTepuasoB IO OMpEeIeTICHHON YacTH TutaHa (OTOPHBIM KOH-
CIEKT, MHTEPHET UCTOYHUKHU, IEKTPOHHBIN yueOHuK «[IporpaMmMmHoe obecnieueHre» U yueOHoe mocodue
«ndopmarinoHHbIe TEXHOIOTUH B MPO(HECCUOHATBHOMN IEITETEHOCTH ).

3anoaHUB BBIJAHHBIA BaM I1a0JIOH KOHCIIEKTA, BBl CMOXKETE OMPEACIUTh MyTH MPOSBICHUS BUPYCOB,
BHJIBI BUPYCOB M CPEACTBA aHTUBUPYCHOW 3aIIUTHI, TEM CaMbIM peliasi chopMyIMpoBaHHbIE HAMH Y4eO-
Hble 3a1aun. Kaxaas rpynna roroBuT 1 KOHTPOJIBHBIN BOIIPOC, IO CBOEH YacTU Marepuana.

3aTem rpyrma npeACcTaBisieT pe3yabTaThl CBOEH pabOThl OCTAIBHBIM, @ OHHM JOJDKHBI M0 X0y BaIlero
BBICTYIUICHHSI 3aTIOJTHUTH IAOJIOHBI, U OTBETUTH HA BOPOCHI.

3. PedriekcuBHO-011€HOYHBIH ITAaIl.

[ToxBeneM psit UTOTOB, YTOOBI ONPEEIUTh, KaK Bbl YCBOMIM MaTepHall.

Kaxk BbI, Oyayiue cnenuaiucThl, peann3ys, mpodecCuoHaIbHbIE KOMIIETCHIIUH, MOXKeTe obecreun-
BaTh 3aIIUTY KOMIIbIOTEPHOU CUCTEMBI.

MBI 1OTKHEI 3HATh:

— Yo Takoe KOMITHIOTEPHBIC BUPYCHI.
— Turmbl KOMIIBIOTEPHBIX BUPYCOB.
— IIpusHaku mposiBJICHUS BUPYCOB U ITyTH TPOHUKHOBEHUS B CHCTEMY.
— CnocoObl 60pb0BI ¢ KOMITBIOTEPHBIMH BUPYCaMH.
HNuTepHeT pecypcesbl.
1. http://informatika.sch880.ru/pl6aal.html
2. http://www.5Sbyte.ru/10/0033.php
3. http://ddriver.ru/kms_catalog+stat+cat_id-10+page-1+nums-242.html
4. http://www.univer.omsk.su/omsk/Edu/infpro/1/13/virys2.html
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YcTHBIH ONIPOC HA TeMy:
«IIpo0JieMma BUPYCHOTI0 3apaskeHUsl M CTPYKTYPa COBPEMEHHBIX BUPYCOB)
Bonpocebr:
1. KommbroTepHblil BUpYC: TOHSITHE, YT PacCpOCTpaHEHUs1, IPOSBIICHUE IEHCTBUS BUPYCA.
2. CrpyKTypa COBPEMEHHBIX BUPYCOB: MOJIENIH ITOBEICHUS BUPYCOB;
3. JlecTpyKTUBHBIC JIEUCTBUS BUpYCa; pa3pylICHUE MPOTPAMMBI 3alUTHI, CXeM KOHTPOJS WM U3MEHE-
HUE COCTOSIHUS IPOrPAMMHOM Cpebl;
4. Bo3aeicTBus Ha MPOTrPAMMHO-AIMIIAPATHBIC CPEICTBA 3AIUTH HHPOPMAITUH.
5. IlporpamMmbI-IIITUOHBI.
6. B310M maposibHOM 3aIlUTHI.
7. 3amura OT BO3JACHCTBUS BUPYCOB.
Kpurtepun onieHKH yCTHOT0 OTBeTA:
«5 (OTJIMYHO)»: OTBET NOJIHBIM U NIPaBUJIbHBIM HA OCHOBAHUM M3YUYEHHBIX TEOPUI; MaTEepHall U3JI0KEH B
OMpeJICTICHHOM JIOTMUECKOU MOCIEeI0BATENbHOCTH, JINTEPATYPHBIM SI3IKOM: OTBET CAMOCTOSITEIIbHBIMN.
«4 (Xxopom10)»: OTBET MOJIHBIA U MPABUJILHBIA Ha OCHOBAHMHU WU3YUYCHHBIX TEOPHUH; MaTepHasl U3JIOKEH B
OIpEICNICHHOW JIOTUYECKOW I10CIIE0BATEIbHOCTH, HpPU 3TOM JIONYILIEHbl JBE-TPU HECYIECTBEHHBIE
OILIMOKY, UCTIPABJICHHBIE 110 TPEOOBAHUIO MPENOIaBATENS.
«3 (YnoBJIEeTBOPUTEIBLHO)»: OTBET MOJIHBIN, HO MPU 3TOM JIONMYIIEHA CYIIECTBEHHAs OIIMOKa, WU He-
MIOJIHBIN, HECBA3HBII.
«2 (Hey10BJIETBOPUTEIBHO)»: TIPH OTBETE OOHAPYKEHO HETTOHMMAaHHUE CTYACHTOM OCHOBHOTO COJepiKa-
HUS y4eOHOro MaTepuasa Ui JOMYIIEeHbI CyIlIeCTBEHHbIE OMNOKH, KOTOPBIE CTYJIEHT HE CMOT UCIIPABUTH
MIPU HABOSIIMX BOIIPOCAX MPENOIaBaTelIs.
YcTHBIN ONIPOC HA Temy:
«Knaccupukanusi aHTUBHPYCHBIX POrPamMM»

Bomnpocsr:
1. IlporpammbI-A€TEKTOPBHI.
2. TIlporpammsl-10KTOpAa.
3. IlporpammbI-peBH30pHI.
4. TIporpaMMmbI-(QHIBTPHI.
5. TlpodunakTuka 3apaxxeHus] BAPYCOM.

6. 3amuTa HHGOPMALIUU B CETAX.
Kpurtepun ouieHKH yCTHOr0 OTBeTA:
«5 (OTJIMYHO)»: OTBET NOJIHBIM U NMPaBUJIbHBIM HA OCHOBAHUM U3YUYEHHBIX TEOPUIl; MaTEepHall U3JI0KEH B
ONPEJIETICHHON JIOTHYECKON MTOCIIEN0BATEIBHOCTH, JINTEPATYPHBIM S3BIKOM: OTBET CAMOCTOSITEIIbHBIN.
«4 (Xopomo)»: OTBET MOJHBIN U MPAaBWIbHBIA HA OCHOBAHMM M3YyYEHHBIX TEOPHil; MaTEepHall U3JI0KEH B
ONPEIEICHHON JIOTMYECKOM IOCIIEIOBAaTEIBbHOCTH, MPHU 3TOM JOMYIIEHbI JABE-TPH HECYIECTBEHHbIC
OILTMOKH, UCTIPABJICHHBIE 110 TPEOOBAHUIO MPENOIaBATENS.
«3 (YnoBJIeTBOPUTEIBLHO)»: OTBET MOJIHBIN, HO MPHU 3TOM JIOMYIIEHA CYIIECTBEHHAs OIIMOKa, WU He-
MOJIHBIN, HECBSI3HBIM.
«2 (Hey/10BJIETBOPHUTEJIBHO)»: IIPH OTBETE OOHAPYKEHO HEITOHMMaHHE CTYJEHTOM OCHOBHOTO COJEpIKa-
HUS y4eOHOro MaTepuasa Wi JOMYIIEeHbI CyIIeCTBEHHBIE OMMUOKH, KOTOPBIE CTY/IEHT HE CMOT UCIIPABUTH
MIPU HABOSIINX BOIIPOCAX MPEMOaBaTelIs.
«AJTOPUTMBI MOBEIEHUS] BUPYCHBIX M IPYTUX BPeIOHOCHBIX MPOrpamMm»

1. Heab padoTsl

3HaKOMCTBO C HEKOTOPBIMU QJITOPUTMAaMH MOBEACHHUS BUPYCHBIX M JIPYTUX BPEIOHOCHBIX MPO-
rpaMm.

2. Kparkue TeopeTH4yeckme cBeIeHUs

Hcropuueckn mepBoe onpesesieHrne KOMIBIOTEPHOTO BUpyca Obuto gaHo B 1984 1. ®pegom Ko-
sHOM: «KOMIBbIOTEpHBIN BUPYC — 3TO MPOTrpaMMa, KOTOpask MOXKET 3apaxkaTh JPYrue MporpaMMbl, MO-
TuUIAPYST WX TIOCPEICTBOM BKJIIOUEHHUS B HUX CBOEH, BO3MOXKHO M3MEHEHHOW KOMHUH, MPUYEM IOCIIE]I-
HSIS COXPaHSET CIIOCOOHOCTh K JANbHEUIIEMY pa3MHOXKEHHIO». KITFOueBbIMU MOHATHIMH B 3TOM OIpee-
JICHUU SIBIISIFOTCSI CNOCOOHOCIb 8UPYCA K CAMOPA3MHONCEHUIO N CNOCOOHOCMb K MOOUpUKAYUU 8bIUUC-
JUMENbHO20 npoyecca.
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B Hacrosiiiee Bpems o/l KOMIIBIOTEPHBIM BUPYCOM MPHUHITO MOHUMAThH MMPOTrPAMMHBIHN KO/, 0071a-
JAIOIINH CIEAYOIIUMHA CBOMCTBAMU:

— CIIOCOOHOCTBIO K CO3JJaHHIO COOCTBEHHBIX KOMHA, HE 00s3aTEIbHO COBIANAIONINX C OPUTHHA-

JI0M, HO 00JIaJaI0IMX CBOMCTBAMHU OpUTHHAJA (CAMOBOCIIPOU3BEICHHUE);
— HaJM4YUEeM MeXaHH3Ma, 00EeCTeYMBAIOIIETO BHEAPEHHE CO3aBACMbIX KOIUH B HCIIOTHSIEMBIE
O00BEKTHI BHIYMCIUTEIBHON CUCTEMBI.

VYka3aHHbIE CBOWCTBA CIEAYET JONOJHUTH CBOWCTBAMHU JECTPYKTHBHOCTH U CKPBITHOCTH JI€H-
CTBHI JaHHON BPEIOHOCHOM MPOTrPaMMBbI B BBIYHUCIUTEIBHOU Cpelie.

OcHoBHOIi 1 HanOoJee pacrpoCTPaHEHHON KiIacCU(pHUKAIMe KOMIBIOTEPHBIX BUPYCOB SIBIISCTCS
KJaccupUKaLUs [0 cpede 0Oumanus, Win 1o munam o00beKmos KOMIIBIOTEPHOW CUCTEMBI, B KOTOpBIE
BHEIPSIFOTCS BUPYCBL. B COOTBETCTBUM ¢ 3TOW Kiaccu(UKaiueil BUPYChl ACNATCS Ha (ailioBwie, 3arpy-
304HbIE, CETEBbIE (YUEPBH) U MAKPOBUPYCHI.

Cy1ecTByeT TakKe MHOTO KOMOMHHUPOBAHHBIX THIIOB KOMITbIOTEPHBIX BUPYCOB.

Kpome BUpYCOB MPUHATO BBIACISTH €Il1€ HECKOJIBKO BHI0B BPEIOHOCHBIX MPOTrPaMM. ITO TPOSIH-
CKHE MPOrpaMMBbI, JOTHYECKHEe OOMOBI, XaKePCKUE YTHIUTHI CKPHITOTO aAMUHUCTPUPOBAHUS yIaTCHHBIX
KOMITBIOTEPOB, MPOTPaMMBbl, BOPYIOIIHE MApOIU JOCTyNa K pecypcam MHTepHET u npouyto KOH(UICHIIU-
abHYyI0 HHpOopMaIHio. YeTKoro pasaeieHus MEXy HUMH HE CYIIECTBYET: TPOSHCKHE MPOrpaMMbl MO-
T'YT COJIEp>KaTh BUPYCHI, B BUPYCHI MOT'YT ObITh BCTPOEHBI JIOTMYECKHe OOMOBI U T. II.

3. 3apnanue

Pa3paboraTs mporpaMMy UMHUTHPYIOIIYIO HEKOTOpbIE (CM. BapuaHT) NEHCTBUS BHpYyca WU JpPY-
rOi BPEAOHOCHOM MPOTPaMMBbI U TIOJTOTOBUTH OTUYET O MPOJICIIaHHON paboTe.

4. Conepxkanue oTyeTa

1. TurynbHbII TUCT
Coneprkanue
3anaHue
Anroputm paboThl TPOrPaMMBI
JIucTuHr nporpaMmsl
[Tpumep paboThI POrpaMMBbl
BriBoanl

Nk wDD

«IlakeTpl aHTHBHPYCHBIX IPOrPAMM))
1. Ilean paGoTbl
O3HakoMJIEHHE C OCHOBHBIMU (DYHKIIHSMH, TOCTOMHCTBAMH U HEJOCTATKaMHU COBPEMEHHOT'O aHTHBH-
pycHoro I10.
2. Kparkue Teopernyeckue CBeACHHA
Ha cerogusmnuii 1eHp nepeyeHb JOCTYMHBIX aHTUBUPYCHBIX MporpaMMm BechbMma obmmpeH. OHu
pa3nuyaroTcs Kak IO LEeHe, TaK U M0 CBOMM (PYHKLHOHAIbHBIM BO3MOXKHOCTAM. Haunbonee mouinsie (1
KaK MpaBMJIO, Haubosee TOporue) aHTUBUPYCHBIE NTPOrpPaMMBbl MPEICTABIIAIOT COOOM Ha caMoM Jiefie ma-
KETbI CTEeLHUAIN3UPOBAHHBIX YTUIIUT, CIOCOOHBIX NPU COBMECTHOM HX HMCIOJIb30BAaHUHM OOECIEYUTh pas-
HOCTOPOHHIOIO 3aIIUTY KOMIIBIOTEPHOU CUCTEMBI.
BonbIIMHCTBO COBPEMEHHBIX aHTUBHUPYCHBIX TAKETOB BBHIMOJIHAIOT CIAEAYIOUINE (PYHKIINU:
— CKaHHMpPOBAHUE MAMSTU U COAEPKUMOTO JTUCKOB;
— CKaHMPOBAHHUE B PEAIIBHOM PEXUME BPEMEHU C IIOMOILBIO PE3UAEHTHOIO MOTYJIS;
— pacrno3HaBaHHE MOBEICHMSI, XapaKTEPHOTO JUIsl KOMIIBIOTEPHBIX BUPYCOB;
— OJIOKMpPOBKA W/MIH yAaJIeHNUE BBISIBICHHBIX BUPYCOB;
— BOCCTaHOBJICHHE 3apaKEHHBIX HHPOPMALIMOHHBIX O0BEKTOB;
— TPUHYJIUTENbHAS IPOBEPKA MOJKIIOUEHHBIX K KOPIIOPATUBHOM CETH KOMIIBIOTEPOB;
— yJajeHHoe 0OHOBJIEHHE aHTUBUPYCHOTO IPOrpaMMHOTro oOecrieueHHs U 06a3 JaHHBIX Yepe3
WNHurepHer;
— ¢unbrpanus tpaduka HTEpHETA HA IPEMET BBISABICHHS BUPYCOB B MIEPEAaBaEMBIX MPO-
rpaMMax U JOKYMEHTax;
— BBISBJICHUE OTCHITMAIBHO OTIACHBIX Java-amnmiieToB u MoayJiei ActiveX;
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— BEJCHHE MPOTOKOJIOB, COAEPKAIUX HHPOPMALIUIO O COOBITUAX, KACAIOIIUXCS aHTUBUPYCHON
3allUTHI U Jp.

3. Baganmue

1. TloaroToBUTH KpaTKUK AOKJIAI MO 3aJaHHOMY BONPOCY (CM. BapHaHT), UCHOJIB3Yys JIOOBIE J10-
CTYIIHbIE HCTOUYHUKH HH(OPMALIUH.
Pexomenoayusn: CoOpanHblii MaTepuan OyaeT Haubosee aKTyaJbHBIM, €CITH BKJIIOYHTH B HETO
JaHHbIE, MOTYYCHHbIC MPAKTUYECKUM IyTeM. J[Jis 3TOro mpu BO3MOXKHOCTH, YCTAaHOBHUTE JEMOH-
CTPallMOHHYIO BepcHio 3afaHHoro nakera I10 u nporectupyiite ee B TeUEHMN HECKOJIbKUX JTHEH.

2. 3anonHuTh Tabnuiy " IlakeTsl aHTUBHPYCHBIX MPOTPaMM " Ha OCHOBE MOJATOTOBJIICHHOT'O MaTepH-

aJsa, a TaKkKe JOKJIaZI0B IPYTUX CTYJIEHTOB.

[TpoBectu ananus cobpaHHoOM HH(GOPMALIUU U ClIENAaTh BHIBOJIBI.

Conep:xxanue oT4yera

TUTYyaBHBIN JTUCT

Conepxxanue

3ananue

Tabmuua "[lakeTsl aHTUBUPYCHBIX ITpOrpamm”

BriBoab!

Nk W= Rw

Pasnen 6. OprannzannoHHoO-NIpaBoBoe odecneyeHne HHGpOPMAMOHHOI 0e301aACHOCTH
Bomnpocs! u 3axanus:

1. OmnbIT 3aKOHO/IATENBHOIO PEryIupoBaHus nHpopMaTuzauuu B Poccun u 3a pyoexom.

2. Konuenuus npaBoBoro odecrnedenus HHPopManoHHOM 6e3onacHocTH Poccuiickoit denepanuu.
CranzmapTbl 1 HOPMAaTHBHO-METOJIMYECKHE TOKYMEHTHI B oOnacTu obOecrieueHusi HHPOPMAIUOH-
HOM 6€30IaCHOCTH.
l'ocynapcTBenHas cucrema obecnedeHus: HHPpOpMaMOHHON 0€30MaCHOCTH.

Mesx1yHapoaHbIe IPABOBBIE aKThI 10 3aIUTe MH()OPMAIUH.
CocTaB 1 Ha3HauU€HUE JIOJKHOCTHBIX HHCTPYKLHUH.
ITopsanok co3nanus, yTBEpKACHUS U UCTIOTHEHUSI JOJKHOCTHBIX HHCTPYKIHH.
Tema: «MexayHapoaHble, pocCHIiCKHe U 0TpacjeBbie NPaBOBbIe JOKYMEHTbD)
Ceroanst 6e3 UCMOIb30BaHUS MH(MOPMAIIMOHHBIX CHUCTEM HEBO3MOXKHO IMPEJCTABUTH JAEATEIbHOCTh
000N COBpEMEHHOW OpraHu3anuu. B CBsi3u ¢ 3THM, BOMPOCH oOecniedeHus 6e30macHOCTH Tpu oOpa-
00TKe MH(pOpMAIHH, SBISAIOLIEHCS COOCTBEHHOCTRIO OpraHU3alMy, roCy1apcTBa WM €ro TpaKaaH, MpHU-
00peTalT ¢ KaXKJIbIM JTHEM Bce OOJIBIIYIO aKTyaldbHOCTb. [Ipu mocTpoennu cucreMsl HH(OPMAIIMOHHOM
0€30I1aCHOCTH BaXKHO ONPEAETIHUTh:
— [Tepumerp UT-undpactpykTypsl, KOTOPYIO HEOOXOAUMO 3alUIIATh
— Beiienuts MHQOpMAaIMOHHBIE peCypchl B OpraHU3allid, KOTOpBIE SBISIOTCA Haubojiee KPUTHY-
HBIMH B OTHOLIEHUH TE€X MJIU UHBIX YIPO3
— Kpurepun, KoTopsIMU Cl€lyeT pyKOBOJCTBOBATHCS IIPHU OLIEHKE 3aILUIIEHHOCTH U COCTOSIHUS CH-
CTEMBI YIIpaBJiIeHUs HH()OPMALIMOHHON O€30MaCHOCThIO
— YuecTb Bce yrpo3bl U ONPEAETIUTh BEIMUNHY CBSI3aHHBIX C HUMU PUCKOB
— Onpenenutk, Kak OyJeT MPOUCXOANUTH YIIPABICHUE PUCKAMU
— OLIeHNUTD CYIIECTBYIOIIMI YPOBEHb 3aIIUIIEHHOCTH MH(GOPMAIMOHHON CHUCTEMbI OpTaHU3alUK U
€ro JI0CTaTOYHOCTh
Jnst Toro, 9To0Bl OOECTIEYNTh aJ€KBAaTHBIM YPOBEHBH O€30MACHOCTH WH(MOPMAIIMOHHBIX PECYPCOB
OpraHu3aIK, HEOOXOIUM LIENbIi KOMIUIEKC COTJIACOBAaHHBIX MPOIIECCOB OPraHU3allMOHHOTO U TeXHHUYE-
CKOTO XapakTepa. B memnsix ympaBieHUs 3THUMHU MpOLECCaMH B OpPraHU3alliU JOJDKHA OBbITh IMOCTpOEHa U
BHEJIpEHa cucTeMa yrpasiieHus: uHpopmannonnoi 6ezonacuocteio (CYUB). CYUD sBnsieTcst Toit He0O-
XOJUMOM OCHOBOM, KOTOpasi MO3BOJUT MOBBICUTh YPOBEHb MH(POPMAIIMOHHOW 0€30MacHOCTH OpraHu3a-
IIUH B IIEJIOM ¥ MUHUMM3HPOBATH PUCKU U - B CIIyuyae BO3ZHUKHOBEHHS - BO3MOXHBIN yIIepO OT BO3HUK-
HOBEHHS KOMIBIOTEPHBIX HHIUJACHTOB.
MBI yXe yKa3bIBalli, UTO JUISl 3aIIUThl HHTEPECOB CyOBEKTOB MH(OPMAIIMOHHBIX OTHOIIEHUH HEOO-
XOJUMO COYETaTh MEphI CIEAYIOLUX YPOBHEH:

(98]

Nowk
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— 3aKOHOJIaTEJIBHOTO;

— a]MMHUCTPATUBHOIO (MIPHUKa3bl U JpyTrue IEHCTBUA PyKOBOJCTBA OpraHU3alluiil, CBA3aHHBIX C 3a-
HIMIAeMbIMA HH(POPMALIMOHHBIMH CUCTEMaMH);

— IIpoLeypHOro (Mepbl 0€30MacCHOCTH, OPUEHTUPOBAHHBIC HA IO );

— IPOrPaMMHO-TEXHUYECKOTO.

3akoHOJaTeIbHBII YPOBEHb SBIISCTCS BaXKHEHIIUM Uil obecriedeHus MH(OpMaluMoHHONW Oe3-
ONACHOCTH. BOJIBIIMHCTBO JIFOAEH HE COBEPIIAIOT POTUBOIPABHBIX AEHCTBUN HE IIOTOMY, YTO JTO TE€X-
HUYECKH HEBO3MOXKHO, a IIOTOMY, 4YTO 3TO OCYKJIAeTCs W/WMIM HaKa3blBaeTcsi OOIIECTBOM, IIOTOMY, YTO
TaK [IOCTyNaTh HE IPUHSITO.

Msl OyzeM paznuyuaTh Ha 3aKOHOJATEIbHOM YPOBHE JIBE IPYIIIbI Mep:

— Mepbl, HallpaBJIEHHbIE HA CO3JaHUE U MOAJEpkKaHUE B OOIIECTBE HEraTUBHOIO (B TOM YHCIE C
NpUMEHEHHEM HaKa3aHWii) OTHOLICHUS K HAPYIICHUAM U HapYIIMTEIIM HHPOPMALMOHHON 0€30MacHOCTH
(Ha30BeM UX MepaMH OrPAHUYMTEIbHOI HANIPABJIECHHOCTH);

— HamnpasbJsIlOIMe U KOOPAHHHPYIOLIHE Mepbl, CIOCOOCTBYIONIME MOBBILIEHUIO 00pa30BaHHO-
ctu obmiecTBa B 00sacTi MHGOOPMAIIMOHHON 0€30IacHOCTH, TIOMOTAIOIIKE B pa3paboTKe U pacupocTpa-
HEHHMHU CpeCTB oOecrieueHust UH(OPMAIIMOHHOM 0€30MacHOCTH (MEphl CO3UAATENbHOM HalPaBIEHHOCTH).

Ha npaxTuke o6e rpymnmsl Mep BaKHbI B paBHOM CTENEHU, HO HAM XOTEJIOCh Obl BBIIECIUTH ACIIEKT
OCO3HaHHOTO cOOJIOAeHUS HOPM M TnpaBui MB. OTo BaxHO 171 Bcex cyOBEKTOB MH(POPMALMOHHBIX OT-
HOILIEHUH, MTOCKOJIBKY PacCUMUTHIBATh TOJIBKO Ha 3alllUTy CHUJIAMH IPAaBOOXPAHUTENIbHBIX OPIaHOB ObLIO
061 HauBHO. Heo0Xx01MMo 3TO U TeM, B UbM 00S3aHHOCTH BXOJAUT HAKa3bIBaTh HApYyLIUTEJEH, OCKOJIBKY
00ECTIeYHTh JTOKA3aTeIbHOCTh MPU PACCIECIOBAHUHN M CyIAcOHOM pa30HMpareiabcTBe KOMIBIOTEPHBIX Tpe-
CTyIUIEHUH 0e3 crienuanbHOM MOJrOTOBKH HEBO3MOXKHO.

Camoe BaxkHOE (M, BEPOATHO, CaMO€ TPYAHOE) Ha 3aKOHOJIATEILHOM YPOBHE — CO3/aTh MEXaHM3M,
MO3BOJISIOIIMI COTIACOBATH MPOLECC Pa3pabOTKU 3aKOHOB € PEATMAMU U IPOrpeccoM MH(OPMALMOHHBIX
TEXHOJIOTUH. 3aKOHBI HE MOTYT ONEpeKaTh JKU3Hb, HO BA)KHO, YTOOBI OTCTaBaHWE HE OBUIO CIUIIKOM
OOJBIIMM, TaK KaK Ha MPAKTUKE, IOMUMO MPOYMX OTPHULATEIbHBIX MOMEHTOB, 3TO BEJET K CHU)KEHUIO
MH(POPMAIIMOHHOMN 0€30MacHOCTH.

Konuenuuss HopMaTHBHO PaBOBOro odecnevyeHnsi HH(PpOpMannoHHOM OesonacHocT PD
Hacrosmas Konuenuus paspaborana B LENSX COTIACOBAHUS YCUIIUN BCEX CYOBEKTOB 3aKOHOAATEIbHOU
MHUIMATUBBI, (eiepalibHbIX OPraHOB MCIOJHUTEIBHOMN BIIACTH, OPraHOB FOCYJJApPCTBEHHOM BJIACTH CyOb-
exToB Poccuiickoit denepaiiu Mo COBEPIICHCTBOBAHUIO M PA3BUTHIO HOPMATHBHOTO IMPABOBOTO o0ecIie-
yeHus: nHdopMaroHHoi Ge3onacHocTH Poccuiickoit denepanyu, a Takxke (eaepanbHbIX OpraHOB HC-
MTOJIHUTENBHON BJIACTH, OCYHIECTBISIONIMX MOArOTOBKY MPOEKTOB MEXIYHAapOJIHBIX JA0roBopoB Poccuii-
ckou Penepanum.

Konnenmus orpaxaer COBOKYMHOCTh OQUIIMAIBHBIX B3IJISJI0B HA COCTOSIHUE, 1I€H, 3aJ]a4l, OCHOB-
HbIE HAIIPABJICHUS U NEPBOOYEPEIHBIE MEPONPUATHS MO JAIBHEUIIEMY PAa3BUTHIO CHUCTEMBI IPABOBBIX
HOPM, PEeryJMpYyIOIIMX OOIECTBEHHbIE OTHOILIEHUSI B 00JacTH obecriedeHnst nHGOpMallmoHHON Ge3omnac-
HocTtHu Pocculickon @enepauuu.

Konnenmus ciy>kuT oCHOBOH npu pa3zpaboTKe: IIaHOB 3aKOHOAaTenbHON paboTsl [pesunenta Poc-
culickoii @enepanuu, Cosera Penepannn, uneHoB Cosera denepanuu, AenyTaToB ['oCcynapcTBEeHHOU
Hywmsl, [IpaButensctBa Poccniickont ®enepanun, a Takxke BepxoBroro Cyna Pocculickoit @enepauuu n
Briciiero Apoutpaxsoro Cyna Poccuiickoit @enepanuu 1o npeaMeraM UX BeleHUS B 007acTH HOpMa-
THBHOTO MPaBOBOro obecreyeHus: UHPOPMAIMOHHOW O€30MacHOCTH; IJIAHOB 3aKOHOTBOPYECKOM nes-
TebHOCTH cyOBekToB Poccuiickoit denepannu B 061actu GOpMHUPOBAHUS PETMOHAIBHBIX CHCTEM obec-
nevyeHust nHGOpMalMOHHON 0€30MacHOCTH; MPABOBBIX JOKTPUH PETYJIUPOBAHUS OTHOIIEHUN MO OTIENb-
HBIM BOIIPOCaM HOPMAaTHMBHOTO MPaBOBOro obecreueHHss MHPOpMaLMOHHOM Oe3omacHocTu Poccuiickoit
®denepannu, a TaKKe KOHLEMIUNA HOPMAaTUBHBIX MPABOBBIX aKTOB, PETYIMPYIOIIMX OTHOIIEHUS B 00JacTH
obecrieyeHrss UHGOPMAIIMOHHON 0€30MacHOCTH; TIAHOB MOATOTOBKU MPOEKTOB MEXAYHAPOJIHBIX JOI0-
BopoB Poccuiickoit denepanvy 1 HOPMAaTUBHBIX MPABOBBIX aKTOB (pe/iepalibHbIX OPTaHOB MCIIOJHUTEb-
HOM BiacTu B 06nacTu obecredeHns HHPopManoHHoi 6e3onacHocTi Poccuiickoit @enepanuu.
CornacHo KoHUENUHMHA - HHpOpManuoHHas Oe3onacHocTh Poccuiickoii @enepaumu — 3TO COCTOSIHUE
3alIMIIEHHOCTH HAllMOHAJIbHBIX HHTepecoB Poccuiickoii @enepanuu B nHOpMaMOHHOI chepe.
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Hanmonansubie nHTEpechl Poccuiickoit denepanuu B mHbOpManmoHHOW cdepe ompenenstorcs,
IIPEKIE BCETO, UCXOS U3 CIEIYIOIIErO:

UH(pOpMaLMOHHAs cepa UrpaeT KIYEBYIO POJIb B peaM3aliii MHOTUX KOHCTUTYLIMOHHBIX 1IPaB U
CBOOOJ TpakaaH, B 00eCHEUeHNH BO3MOXKHOCTH CaMOpEaIH3allMyd JHUYHOCTH, TyXOBHOM OOHOBJICHMH,
MOJUTUYECKON U COLMAIbHON CTaOMIIBHOCTH OOIIECTBa, 00ecriedeHUH (YyHKIIMOHUPOBAHUS IOCy1apCTBa
U CTAaHOBHTCS Bce OoJiee BaKHBIM (PAaKTOPOM pa3BUTHs SKOHOMHKH Poccuiickoit @enepannu 1 MUPOBOI
HSKOHOMHKH B LIE€JIOM; >KU3HEIEATEIbHOCTh YEJIOBEYECKOI0 OOIIEeCTBA BO BCE OOJbIIEH CTENEHH 3aBUCUT
oT uH(opMaMoHHOH! chepbl, KOTOpasi, B CBSA3U C 3TUM, BCE aKTUBHEH MCHOJIB3YETCs OTIEIbHBIMU TOCY-
JapCTBaMU, MEXIYHAapOJHBIMA ¥ HalMOHAJIBHBIMHA TEPPOPUCTUYECKUMHU U NMPECTYNHBIMU IPYIIIAMU UL
OKa3aHus "CUIIOBOr0" 1aBiIEHUS Ha FOCYAAPCTBEHHYIO MOJIUTUKY TEX UM MHBIX CTPaH.

CornacHo KOHLENIMH, oOecrieueHre HallMoHaIbHbIX nHTepecoB Poccuiickoit denepanuu B HHPOp-
MAaIMOHHOH cepe MpeanoaracT JOCTHKEHUE CIEIYIOIUX TPEX LeJeH.

[TepBas menp — coOOeHNE KOHCTUTYLIMOHHBIX IPaB M CBOOOJA IpaxiaH B 00JacTU AyXOBHOM
KHU3HU 1 MTHPOPMALTMOHHON AEATEIbHOCTH, 00ECIIeueHUe TyXOBHOTO BO3poxaeHus Poccuu.

Bropas uenp — pa3BuTHE OT€UECTBEHHON MHyCTPUM MH(POPMALMH, BKIIIOYAs HHAYCTPUIO CPEICTB
nHpOpPMATHU3ALNH, TEICKOMMYHHUKAIIMU U CBS3H, OOecreueHne MOTPEeOHOCTe BHYTPEHHETO PBIHKA €e
IPOAYKLHMEH U BBIXO/ 3TON MPOAYKLUH HA MUPOBOM PBIHOK, a TaKkKe 00ecledeHrne HaKOIMJIeHUs, COXpaH-
HOCTH ¥ 3((EKTUBHOTO MCIIOIB30BaHUS OTEUECTBEHHBIX HH(POPMAIIMOHHBIX PECYPCOB.

Tpetbs nenb — obecrieueHre 6€30MacHOCTH MH(POPMAITMOHHBIX U TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM,
KaK Y€ pa3BepHYThIX, TaK U CO3/1aBa€MbIX Ha Tepputopuu Poccuu.

3amurTa HalMOHAJIBHBIX MHTepecoB Poccuiickoit denepanuu B MHGOpMAMOHHON cdepe oT yrpos
BHEIITHET0 ¥ BHYTPEHHETO XapaKTepa COCTaBISIET OCHOBHOE COZEP)KaHUE ICATEIBHOCTH MO0 00ECIICYCHUIO
nHpopMannoHHoi 6e3omacHocTu Poccutickoit deneparuu.

HcTouHuKH yrpo3 noApa3IesitoTCsl Ha BHEIIHUE U BHYTPEHHUE.

K 4dunciy BHEIIHMX MCTOYHHMKOB YIPO3 OTHOCATCA: AEATEIBHOCTH OTAEIBHBIX I'OCYNapCTB, MEXKIY-
HApPOJHBIX TEPPOPUCTUUCCKUX U APYTUX MPECTYIHBIX COOOIIECTB, OPraHU3aIluil ¥ TPYIII, HAIPpaBICHHAS
Ha ylLleMJIeHHe HallMOHAJIbHBIX MHTepecoB Poccuiickoit Penepannu B MHGOpMamoHHON cdepe; pa3pa-
00TKa W peanu3alus psiioM ToCyJapcTB JOKTPUH "MH(POPMAIMOHHBIX BOMH", IpeaycMaTpUBAIOLINX CO-
3/1laHHe CPEJCTB BO3/JEHCTBUS Ha MH(OPMAIIMOHHBIE MHDPACTPYKTYphl JPYTUX CTpaH MHpa, HapyIIEHUs
HOPMaJIbHOTO (PYHKIIMOHUPOBAHUS HH(OPMALIMOHHBIX U TEIEKOMMYHHUKAIIMOHHBIX CUCTEM, COXPAHHOCTH
MH(OPMAIMOHHBIX PECYPCOB WM MOJTYYEHUsI HECAHKIIMOHUPOBAHHOTO OCTYIa K HUM.

K 4nciy BHYTpEeHHHX MCTOYHHMKOB YIPO3 OTHOCSTCS: OTCTaBaHHe Poccuu OT BelyIIMX rocy1apcTB
MHUpa B 00J7aCTH CO3JaHUS U BHEJIPEHUSI COBPEMEHHBIX MH(MOPMAIIMOHHBIX TEXHOJOTUM, pa3BUTUS UHAY-
CTpUHU MH(GOPMALIMOHHBIX YCIIYT U, KaK CIEACTBHE, BHIHYKJICHHOE IIMPOKOE UCIIOJIb30BAaHHUE 3apyOemKHbIX
IPOrpaMMHO-aNNapaTHBIX CPEACTB MPU CO3/IaHUHM U Pa3BUTUU POCCUHCKONW MH(POPMALMOHHOW MHPpa-
CTPYKTYpbI; OcjlablieHue BIUSHUS TOCyJapcTBa Ha >KM3Hb OOIIECTBA M YMEHBIIEHHE 3KOHOMUYECKHX
BO3MOKHOCTEH rocyJapcTBa IO 3allMTe 3aKOHHBIX MHTEPECOB I'pakaH, OOIECTBa U rocylapcTBa B UH-
(dbopMalnoHHON cdepe; HEeAOCTAaTOYHO COIVIACOBAaHHAs JIEATENbHOCTh (peiepalibHbIX OPraHOB HCIOJIHU-
TEJNBbHOM BiAacTH MO ()OPMHUPOBAHUIO M PEANH3ALUU €IUHOM TOCyJapCTBEHHON MOJUTHKH OOecreyeHus
nHpopmanoHHoi 6e3omacHocTy Poccun; HenocraTouHas 3((HEKTUBHOCT SKOHOMUYECKUX M COLUAIIb-
HO-TIOJIUTUYECKHUX MpeoOpa3oBaHUM POCCHIICKOTO 00IIEeCTBa.

Bomnpocsl 1J1s1 CAMOKOHTPOJIA:
Yro nmoHMMaeTcs MoJ 3aKOHOAATEIbHBIM YPOBHEM 3aIUThI HH(pOpMaIUn?
B uem Ba)KHOCTH 3aKOHOJIATEJILHBIX MEp 3aIUThl HHpOpMauu?
Kaxue HanpaBieHHs 3aKOHOAATEIBHBIX MEP BBIIEISAIOT?
Uro oTpakaercsi B KOHIENIIMY HOPMATHBHO MPAaBOBOro obecreyeHus: HHPOpMaIMOHHOM 0e3-
ornacHoctu P®?
5. Uro noHnMaeTcs noJ HHPOPMAIIMOHHOM 0€30aCHOCTHIO (COMIaCHO KOHLIETIUU HOPMATHUBHO
npaBoBoro odecrneyeHus nHpopMaMoHHOI 6e3omacHocTH PD)?
6. Kakwue nienu npeciaeayer KOHIETIHS ?

b s
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2.2 3apaHus 11l NPOBEIeHUA IK3aMeHAa
®opma 3K3aMeHa — YCTHBIH, 110 OUsIeTaMm.
V108U BRIMOJTHEHUS 3aaHusA

1.

2.
3.

MecTo BbIONHEHUS: 3aJaHusI BBIOJHAIOTCS B Y4eOHON ayAUTOPHH, HATMYUE KOMIIbIO-
TEpOB HE SABJSIETCS 0053aTEIIBHBIM.

MaxkcumanbHOE BpeMs BBIIOJHEHHUS: - He Oonee 60 MUH.

Hcrounnku nHdopManuu, pa3peieHHbIe K HCIOIb30BAaHHUIO Ha 9K3aMEHE: OTCYTCTBYIOT.

2.2.1 IlepevyeHb BONPOCOB K IK3aMEHY
Teopernuyeckune BOpocCkI

1.

2.

Nowk

11.
12.
13.

14.

15.

16.

17.
18.

19.
20.

21
22.

23.
24.

25.

OcHoBHBIE OHATHS WH(POPMATMOHHOH Oe3omacHocTH. Llenu u 3axaun 3ammThl nHpOpMa-
MU B THHOPMAITMOHHO-BBIYUCIUTEIbHBIX CETAX.

Yrpo3sl uHGOPMATMOHHON 0€30IaCHOCTH. YTPO3bI IOCTYITHOCTH, IIEIIOCTHOCTH, KOH(DH-
JCHIINAIbHOCTH.

OcHOBHBIE TCXHOJIOTHH, UCITIOJB3YIOIINECCA ITPU COBCPIICHUH KOMIIBIOTCPHBIX MMPECTYILIC-
HHUM.

Meps 3amuThl HHOOPMAITMOHHON 0€30TTaCHOCTH.

Bunet yrpo3 nnpopMaoHHoi 6€30macHOCTH.

AnmapaTHO-TIpOrpaMMHBIE CPEICTBA 3AIIUTHI HHPOPMALIUH.

Cucrembl HASHTH(PHUKAUY U ayTeHTUPHUKAIIY 1To1b3oBareneil. Cucremsl ayTeHTHUhUKa-
MU DJICKTPOHHBIX JAHHBIX.

Kpunrorpadus. Cucrems! mudpoBaHus TMCKOBBIX JaHHBIX, B TOM YHCIIE TIEpeIaBaeMbIX
10 CETSM.

Cpencta ynpaBieHUs KpUNTOrpahuIeCKUMH KITFOYaMU.

. KommnexcHslit moaxos k 3amuTe nHOpMaIK. 3alIuTa OT HECAHKITMOHUPOBAHHOTO J10-

CTyma.

Komnbrotrephsie Bupycol. VicTopust pa3BUTHS KOMIIBIOTEPHBIX BUPYCOB.

Knaccugukaius KOMIBIOTEPHBIX BUPYCOB.

Cpena oOuTaHusi KOMIIBIOTEPHBIX BUPYCOB. CeTeBble, 3arpy304yHbIe, (DailioBbie, KOMOMHU-
POBaHHbBIE BUPYCHI.

JlecTpyKTHUBHBIE BO3MOKHOCTH BUPYCOB.

Oco6eHHOCTH alTOPUTMOB KOMIIBIOTEPHBIX BUPYCOB. Pe3uIeHTHbIE U HEPE3UIEHTHBIE BH-
PYChI, BUPYCBI-CIIyTHUKH, BUPYCBI-UYEPBH, «CTEICH-BUPYCHI, BUPYCHI-KIIPU3PAKU», MAKPO-
BUPYCBHI.

Krnaccudukanys anTUBUpYCHBIX nporpamm. «Bakiuns», «JlerekTopby», «PeBU30pb»,
«Cropoxay, «MoHutopsl», «Ilomudarm», « IBprUcTHUECKHE aHATTU3ATOPHI.
Knaccudukanms yrpos 06e30macHOCTH.

Kanans! yreukn nHGOpMauu. DIeKTpOMarHUTHbIE, SJIEKTPUYECKHe, TapaMeTpUUYECKe
KaHaJIbl.

Mertoab! U cpeficTBa OIOKUPOBaHUS KaHAJIOB YTEUKH HH(POPMALIUH.

duznyeckue cpeAcTBa 3aluThl HHHOPMALIUY, UX KJIaCCU(PUKALMS U BBIIOJIHIEMbIE UMU
GbyHKIMH.

. CpencrtBa 1 MeToAbl (PU3UIECKOM 3alTUTHI.

Cayx0a 6e3onacHocTr 00bekTa. [lpaBa 1 0043aHHOCTH COTPYAHUKOB CITy*ObI 0€301MacHO-
CTH.

Mertob! 3aUThl KOHDUICHINAIBHOW HHpOpMAaIUK.

OCHOBBI OPraHU3aIOHHO-TIPABOBOr0 0OecreyeH s] THPOPMaIIMOHHOM 0€30IacHOCTH.
3amuTa KOMMEepYEeCKON TallHbl U MHTEJJIEKTYyallbHOM COOCTBEHHOCTH.
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IIpakTnyeckue 3a1aHus

3ananue 1.
3ammdpoBarh (HaMUIKIO U TOTHOE UMl CTyI€HTa METOJJOM raMMupoBanus. [log rammupoBanuem

IIOHMMAIOT MPOLECC HAIOXKEHUS IO OIPEeIEHHOMY 3aKOHY (Yallle BCEro C MCIIOJIb30BaHUEM OIEpaLuu
CJIO’KEHHSI 1T0 MOJYJIIO 2) TaMMBbI IM(dpa Ha OTKPBITHIE AaHHBIE. [ amMmma mmdpa — 3To meeBgocyqaiHas
II0CJIEI0BATENbHOCTD LIEJIBIX YUCEII, JAJIs TeHEePalui KOTOPhIX HauboJiee 4acTo NMPUMEHSAETCs TaK Ha3blBa-
€MBIi JIMHEHHBI KOHTPYIHTHBIA TeHepaTop. 3aKoH (QYHKIIMOHUPOBAHUS TaKOTO FeHEpPaTopa OMHCHIBACT-
Cs1 COOTHOUICHUEM:

I, =(T,_-A+C)modM (1)
rmue Tl — TEKYILEE YHCIIO MOCIEN0BATENBHOCTH; 1 .1 - IpepIayIlee YnuciIo nocuenosarensnoctTu; A, C u
M — xoHCTaHThL; M — Monyib; A — Muoxutens; C — npupamienue; 1, 0 — MOPOXKIAOIIEE YUCIIO.

Tekyliee HceBIOCIyYaifHOE YUCIO [; MONYdYaroT U3 IPEebIAYIIero yucia 1;_; yMHOKEHHEM ero

Ha ko3 dunmeHt A, crnoxenueM ¢ npupaiieHueM C U BBIYUCIEHUEM LIEJIOYUCICHHOTO OCTaTKa OT Jele-
Hus Ha Moaysb M. JlaHHOE ypaBHEHHE I€HEepUpyeT ICEBAOCIy4YaiHbIE Uncia ¢ IEPUOJOM ITOBTOPEHUS,
KOTOPBIM 3aBUCUT OT BbIOMpaeMbIx 3HaueHui napamerpoB A, C u M. 3nauenue moayns M Gepetcs pas-
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HbIM 2", 1100 paBHBIM IpocToMy uuciy, Hanpumep M =27 —1. Ipupamenne C 10KHO OBbITH B3aUM-
HO NPOCTBIM ¢ M, KOO PUIUEHT A NOJKEH ObITh HEYETHBIM YUCIIOM.
BapuanT 3aganust onpenensercs B COOTBETCTBUU € Ta0. 1.

Tabnuna 1
Koncranra 3HaueHue
1, 7
A 9
C Cymma aByx nocnennux uudp mudpa
M 64

[IudpoBaHue TeKkcTa METOJJOM TaMMHPOBAHUS PEKOMEH/YETCs BBIIOJIHATE B CIIEAYIOIIEH mociie-
JI0BaTEJIbHOCTH:
1. Onpenenuth KOHCTAHTHI MK (POBaHUS 110 TabI. 1.
2. Kaxnoii OykBe mudpyeMoro TeKcTa NocTaBUTh B COOTBETCTBUE JAECITUYHOE YUCIIO 1O TabI. 2.
Tabnuua 2

A|B|B|T|A|E|X|3|UW|U|K|TO|M|H|O|II|P
1 2 3 4 5 6 7 8 9 |10 |11 [ 12 |13 |14 | 15 | 16 | 17
C| T |V & | X | IOD|Y || B|BI]|b |3 || Id|..
18 | 19 |20 | 21 | 22 |23 |24 |25 (26 |27 [ 28 02930313233

2. CreHepupoBatTh raMmy HMdpa B COOTBETCTBUU C BbIpaxkeHueM (1).
3. IMonyuennslie yncna (mudpyemMplid TEKCT U TaMMa mudpa) nepeBecTd B ABOMYHBINA. 3aMedaHue.
Kaxnoe uncno npencrapisercs 6aiToM.
4. Hanoxuthk TaMMy mugpa Ha mudpyemslid TeKeT 1o popmye (2):
1l; =C; ®1;, ()
rne [II; — i - b1it cumBOI mHQpPOrpaMMBI, PeACTaBICHHBIN B 1BondHOM Koze; C;— I - bIil cHMBOI HC-

XOJHOT'O TEKCTa, NPEACTABICHHBIA B JBONYHOM KOJIE.

5. TlonydeHnHyto mm@porpaMMmy MepeBeCTH B JECATUYHBIN KO U 10 Ta0JI. 2 TOJIYyIUTh TEKCTOBYIO
dbopMy mmdporpammel. 3amedanue. B mpoliecce BHITOTHEHUS ONEepallii CI0XKEHHE IO MOy 2 MOTYT
HOTy4UThCs Yncia 60mbie 32. B 5ToM clydae peKoMeHayeTcs BhIIOMHUTE onepaiuio Mod32 . Oanako
pH Jemu(poBKe HEOOXOUMO HUCIIOIB30BATh UCXOAHOE YHUCTIO.

6. BeimorHUTE IpOBEpKY MUGPOBAHUS MTyTEM HAIOXKEHHUS TaMMBbI mudpa Ha mudporpammy.
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3aganue 2.
3ammdpoBarh haMUIKIO U OTHOE UM cTyneHTa 1o anroputMy RSA. [Topoxkaaromie yncna Bbl-

Opatb B cooTBeTCTBHH C Tab. 3. [Ipuyem duciio p BeIOUpaeTcs 1o nocieanei nudpe mudpa, a 9ucio g —
0 MpeAnocieHei nudpe.

Tabmauna 3
[{udpa 0 1 2 3 4 5 6 7 8 9
p 7 11 13 17 19 23 29 19 17 13
q 23 19 29 7 13 11 19 11 23 29

3ameuanue. Eciu yucna p v ¢ COBMagaroT, TO CIEAYET B3STh IPYroe OOJbIIee MPOCTOE YHCIIO.
[IndpoBanue TekcTa mo aroputMmy RSA pekoMeHIyeTcsl BBINOIHATH B CICAYIONMIEH MOCIIeI0BA-
TEJIbHOCTH:
1. OnpenenuTh MOPOXKIAIOIINE YUCIA 11O TaoI. 3.
2. Kaxnoii OykBe mudpyeMoro TeKCTa MOCTaBUTh B COOTBETCTBHE JCCATHYHOE YUCIIO TI0 Ta0I. 2.
3. Beraucnuth npousBeaeHne nopoxaaomux ancen N =p-q.

4. Beruncnuts ¢yHKIuio Diinepa no Gpopmyre:
p(n)=(p-1)-(¢g-1)
5. Bbi6paTh OTKpbITHIH Kirod muppoBanus K ,rx, KOTOPBIA JODKEH YAOBICTBOPSTH CICTYIO-

M HepaBeHCTBaMZ
1<Kom <p(n);
HOHI(Korg» p(n)) =1

3unauenne Ky BBIOMpACTCs HPOU3BOIBLHBIM 00PAa30M U3 YKA3aHHOIO AMANa30Ha YMCEI, & HANOOIbIIHIi

obmuit nemurens (HOM) K o7 1 GyHKumuu Diiepa 10JpkeH ObITh paBeH 1, T.e. 3TH J1Ba YMCNA TOJKHBI

OBITH B3aHMHO IMPOCTBIMHU. Tak kak MOpOoXKAAOIME Yrciia ¢ TOUKU 3pCHHUA KpI/IHTOFpaq)I/II/I HHUYTOXXHO Ma-
JIBI, TO PEKOMEHIyeTCs COOMI0AaTh Ba JononHutensubx yenosust: Ko # p, Korxe 24 -

6. BorumcuTh ceKpeTHbIi Kimod K cEx 110 hopmye:

-1
Kepg = KOTK((p(n) )modg/)(n)

HpI/I BBIYUCIICHUHN K CEK PEKOMEHAYCTCA BBIIIOJIHUTE pAA MOCICAOBATCIbHBIX YMHOX(CHHﬁ, BBITTOJIHAA

KaXKObIN pa3 NpuBCACHUC 110 MOAYJITO. HaHpHMep, H606XOI[I/IMO BBIUKCIIUTE 25 CTEICHb HEKOTOPOI'o YucC-

25 .
na a no moxymo n: @~ mod#n . IlpenctaBuM cTeneHs 25 B BUJIE LENBIX cTeNeHeit 2:
4 3 0
25=2"+2"+2".
Takum 0OpazoM, HaM HEOOXOAMMO BBIYHCIUTH 8 U 16 creneHu yucna a. [[ns BbruuciaeHus § CTENEeHH
BOCITOJIH3YEMCS BEIPOXKCHUEM:

2 2 2
((@” mod n)” mod n)" mod n .
Jlnia Berancienus 16 crenenu, Noxy4eHHOoe Ha MPEeAbLAYIIEM LIare Yucio He00X0AMMO BO3BECTH B KBa/I-

paT U MIPUBECTH €TI0 IO MOAYJIIO.
7. 3amudpoBaTh UCXOIHBINA TEKCT MO (hopMyIie:

K
ll[l = Cl OTK mOdN,
rne [I]; — i - biit cumBOI mHPOrpaMMBI, IPECTABICHHbI B necstnyHoM koxe; C,— 1 - bIil cHMBOX

HCXOJIHOTO TE€KCTa, MPEACTABICHHBIN B IECATUUYHOM KOJE.

8. BeImotHUTH TPOBEPKY, AemudpoBas mudporpamMmmy o Gopmyie:

Ouenka 3a BbINOJIHEHHE NPAKTHYECKOI0 32/1aHUS BbICTABJISIETCH:

«OMAUYHO» - €CIIN CTYJCHT BBINIOJHWII BCE 3Tallbl PEIICHUs MPAKTHYECKOTO 3aJaHUs U TIOJTy4YeH
BEpHBIN OTBET UM MHOE TpedyeMoe MpeIcTaBIeHIe pe3ynbTraTta paboThl;

«X0pouLo» - €Ciy CTYJIEHT BBIOJIHWI 33aJJaHUE MOJIHOCThIO MU OOJIBIIYIO €ro YacTh (CBbIIIE 85
%), HO TIpY BBITIOJIHEHUU OOHAPYKUIIMCHh HEKOTOPHIE HETOYHOCTH B MPUMEHEHHH TEXHOJIOTHMUYECKUX MO-
JIeNiel, TPUEMOB U AJITOPUTMOB B paMKaxX MOCTABJICHHOM 3a/1auu WK padoTa BHITIOJIHEHA TTOJIHOCTHIO, HO
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HCIIOJIb30BaHbl HAUMEHEE ONTUMANIBHBIC MTOAXO b K PEIISHUIO MMOCTABIICHHOH 3a1a4u;

«y00671emeopUmMenbHO» - €CI CTYJIEHT BBINIOJIHMUI 33/laHUe HE TOJHOCTHIO, JOMYIIeHO Ooiee
TpeX OIMMOOK, HO CTYJCHT BJIaJICE€T OCHOBHBIMHU HaBBIKAMH Pa0OTHI, TPEOYEMBIMH ISl PEIICHUS TIOCTaB-
JICHHOM 3aJa4M;

«HEY0061emEOPUMEIbLHO» - €CITH CTYJICHTOM JOIYIIEHBI CYIIECTBEHHbBIE OIMMOKH, TTOKA3aBIIIHE,
YTO OH HEC BJIACCT O6H33,T€JIBHLIMI/I SHAaHUSAIMU, YMCHUSAMU U HABBIKAMU B IIPUMCHCHUHN TCXHOJIOTHYCCKUX
MOJICJICH ¥ aITOPUTMOB B PEIICHUH ITOCTaBJICHHOM 3a/1aui WM 3HAYMTEIbHAS YaCTh PaOOTHI BBHITIOJIHEHA
HE CaMOCTOSITEILHO.

2.2.2 Kputepuu oLeHMBAHUSA

Ouenka 3a TeopeTHYeCKHid BONPOC BHICTABJISIETCSH:

«OMAUYHO» - €CIIA CTYJICHT MPABUIBHO, YETKO, ApTyMEHTHPOBAHO U B MOJTHOM 00BEME M3JIOKHII
COJIep’KaHUE TEOPETUYECKOTO BOIMPOCA, a TAKIKE yOSTUTEIILHO OTBETUII HA JOIOJIHUTEIBHBIE BOIIPOCHI;

«XOpouLoy» - €CIU CTYACHT MPABUIBLHO, HO HE JOCTATOYHO IOJIHO U3JIOKHUII COJIEpKAHUE TEOPETH-
YECKOr0 BOIIPOCA, a TAK)KE HE TOUHO OTBETHJI Ha JAOMOJHUTEIbHBIE BOIIPOCHI;

«y006711€mMEOpUmMeNnbHO» - €CIU CTYACHT U3JI0KHUI TOJIbKO OCHOBHBIE MOMEHTBI U3 TEOPETHUECKO-
ro BOIIpoca;

«HEY006,1emeoOPUMEIbHO» - OTBET HE COOTBETCTBYET U3JI05KEHHBIM BBIIIE KPUTEPUSIM.

OueHka 3a BbINOJHEHHE MPAKTHYECKOI0 3a1aHNS BHICTABJISIETCS:

«OMAUYHO» - €CIU CTYJECHT BBIIOJHUI BCE 3TaIlbl PELIECHUs MPAKTUUYECKOr0 3aJaHUs U MOJIyYeH
BEPHBIN OTBET WJIM HHOE TpeOyeMoe MpeICTaBIeHUE pe3yibTaTta paboThl;

«X0pouLo» - €Ciy CTYJIEHT BBIMIOJIHUI 3aJJaHUE MOJHOCTHIO WK OOJBIIYIO €ro 4acTh (CBbIIIE 85
%), HO TIpY BBIMTOJIHEHUU OOHAPYKUIHCh HEKOTOPHIE HETOYHOCTH B MPUMEHCHHH TEXHOJIIOTHYECKUX MO-
JIeNel, TPUEMOB U AJITOPUTMOB B paMKaX IOCTaBJICHHOM 3a/1auu WJIM padoTa BHITIOJIHEHA TTOJIHOCTBIO, HO
KCIMOJIb30BAaHbl HAMMEHEE ONTUMAJIbHBIE TOAXO/IbI K PELICHHIO ITOCTABICHHOMN 3a/1a4H;

«y00671€mMeOpUMeNIbHO» - €CIIU CTYJICHT BBIMOJIHUI 33JJaHUE HE IMOJHOCTHIO, JOMYIIEHO Oolee
TpeX OIMMOOK, HO CTYJEHT BJIaJIe€T OCHOBHBIMU HaBBIKAMH PA0OTHI, TPEOYEMBIMU TSI pEIICHUSI TIOCTaB-
JICHHOH 3aJ1a4M;

«HEY006/1emeOPUMEIbHO» - €CIIH CTYJICHTOM JOMYIIEHBI CYIIECTBEHHbIE OIIMOKH, TTOKa3aBIIIHeE,
YTO OH HE BJIaJIeeT 0053aTeNbHBIMU 3HAHUSAMHU, YMEHUSIMHA U HaBBIKAMH B TIPUMEHEHUU TEXHOJIOTHUECKUX
MOJIJIeH ¥ aITOPUTMOB B PEIICHUH TOCTaBJICHHOM 3a/1a4i WJIM 3HAYMTEIbHAS YaCTh PA0OTHI BHITIOJIHEHA
HE CaMOCTOSTENLHO.

OO01mast oneHKa BbICTABJISIETCS

«OMJAWYHO» - €CIIA CTYJECHT 3a BBINIOJHEHUE MPAKTUYECKOTO 3aJaHUS OLICHEH «OTJIMYHO», a 3a
TEOPETUUECKUE BOMPOCHI — HE HUKE «XOPOLIOY;

«XOpouL0» - €CINU CTYJICHT 3a BBINIOJHEHHUE MTPAKTUYECKOTO 3aJaHUs OLEHEH «XOpOIIOo», a 3a TEO-
pPETHYECKHE BOPOCHl — HE HUKE «YJOBJIETBOPUTEIBHON;

«y00671€meopumenbHo» - €ClIu CTYyJICHT 32 BBINOJHEHUE MPAKTUYECKOTO 3aJaHUs U TEOpeTHYe-
CKOT'0 BOITPOCA OLIEHEH HE HMXKE «YOBIECTBOPUTEIIHLHOY;

«Hey006/1emeopumesibHo) - €Clii CTYJICHT 3a BBIIOJTHEHUE MPAKTUUYECKOTO 3aJaHusl U OTBETa HA
TEOPETUYECKUI BOIPOC OLEHEH HUKE «YIOBIETBOPHUTEIHHOY.
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2.2.3 CliMCOK JIuTepaTypbl

Ne ABTOD HazBanue W3natenbcTBO I'pud Ton Kon-Bo Hamu- Dnek-
W3IaHUS n3na- B O1O- qHe Ha TPOHHEIE
HUS oTe- JJIeK- yd. mo-
Ke TPOH- cobust
HBIX
HOCHTe-
JIX
1 2 3 4 5 6 7 8 9
2.2.3 OcHoBHag 1HUTEpaTypa
2.2.3.1 | ITapteiKa Wundopmanmnon- Mocksa: U3naTenscTBo 2018 http://znan
T.J1,, Has Oe3omacHocTh. | "®OPYM": OO0 ium.com/g
IMomos U.U. | YuebHoe nmocobue «Hayuno- 0.php?id=
M3IATETHCKUH EHTP 915902
NH®DPA-M»
2.2.3.2 | lllanprun Hudopmannon- Mocksa: UznaTenscTBo 2018 http://znan
B.®. Has Oe3omacHOCTh. | "®OPYM": OO0 ium.com/g
Y4ebHOe mocobue «Hayuno- 0.php?id=
H3/1aTENbCKUI LIEHTP 945331
NH®DPA-M»
3.2.4 [lononHUTENbHAS TUTEPATYpa
2.2.4.1 | bapanosa Wndopmanmonnas | Mocksa: Uznarens- 2018 http://znan
EK., 0e30MacHOCTb U ckuii lentp PUOP: ium.com/g
babam A.B. | 3amura undopma- 00O "HayuHo- 0.php?id=
LIUHU. W31aTeNbCKUI LIEHTP 957144
YuebHOe mocobue NHOPA-M"
2.2.4.1 | T'muaCKas HNudpopmanmonnas | Mocksa: OOO "Hayu- 2018 http://znan
E.B., Unu- 0€30ITaCHOCTh KOH- | HO-WM3IaTEIbCKHI ium.com/g
BapuH H.B. cTpykuuit O9BM u mentp MHOPA-M" 0.php?id=
CUCTEM. 925825
YuebHOe mocobue
2.2.5 TlepuoinuecKkue U31aHUs
2.2.5.1 | | | |
3.2.6 IlpakTrueckue (CeMUHapCKue) U (MIH) 1abopaTOpHbBIE 3aHATHS
2.2.6.1 | B.A. Mep- | Meronuyeckue
KyJIOB yKa3aHUs K BBIITOJI-
HEHHIO MpaKTHye-
CKHX padoT
2.2.7 KypcoBas paboTa (TIpoeKT)
2271 | | | ] | |
2.2.8 KoHTponbHBIE PaOOTHI
2281 | | | ] | |
2.2.9 IlporpammHuO-uH(pOpMaIoHHOE 0becieueHue, aTepHeT-pecypcs
2.29.1 MS Windows 10
MS Office 2010
Kaspersky Internet
Security
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