3apeructpupoBano B Munrocte Poccum 18 aBrycra 2014 r. N 33620

®EJIEPAJBHASA CJOYKBA BE3OITACHOCTHU POCCUHMCKOM ®EJIEPAITAA

IIPUKA3
ot 10 urons 2014 r. N 378

OB YTBEP)KIAEHUU COCTABA U COAEPKAHUS
OPTAHM3ALIMUOHHBIX U TEXHUYECKHUX MEP 10 OBECIHHEYEHUIO
BE3OITACHOCTH NIEPCOHAJIBHBIX JIAHHBIX ITPU UX OBPABOTKE

B UH®OPMALIMOHHBIX CUCTEMAX ITEPCOHAJIBHBIX JAHHBIX
C UCNIOJIb30BAHUEM CPEJICTB KPUIITOI PAOUYECKOM 3AIIUTHI
NHOOPMAIIMHU, HEOBXOJANUMBIX JIJIS1 BBIIIOJITHEHUSA YCTAHOBJIEHHBIX
MMPABUTEJILCTBOM POCCUMCKOM ®EJEPAIIMN TPEBOBAHUM K 3AIIIMTE
MEPCOHAJBHBIX JAHHBIX JJISI KAXKJIOI'O U3 YPOBHEM 3AIUIIIEHHOCTH

B cootBercTBUU ¢ yacThio 4 ctatbu 19 @enepanbHoro 3akona ot 27 urong 2006 r. N 152-03 "O
MEPCOHANBHBIX JaHHBIX" <1> MpuUKa3bIBalO:

<1> CobOpanme 3akoHOgaTensCTBa Poccuiickoit deneparun, 2006, N 31 (u. I), ct. 3451; 2009, N 48,
cT. 5716; N 52 (u. I), cT. 6439; 2010, N 27, ct. 3407; N 31, c1. 4173, c1. 4196; N 49, c1. 6409; N 52 (1. ),
cT. 6974; 2011, N 23, c1. 3263; N 31, cT. 4701; 2013, N 14, cT. 1651; N 30 (u. I), ct. 4038.

yTBepAUTh mnpmiaraeMble CocTaB W COAEpKAaHUE OPTaHM3AIMOHHBIX M TEXHHYECKUX MEp II0
obecriedeHnIo 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX TPU UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMAax
MEPCOHANGHBIX JaHHBIX C WCIOIB30BAHUEM CPEICTB KpUNTOrpaUUecKol 3aIluThl HH(POPMAIIHH,
HEOOXOMMBIX IS BHITTOJTHEHMsI ycTaHOBIeHHBIX [IpaBurensctBoM Poccuiickoit @enepanny TpeOoBaHM
K 3aIIUTE MePCOHATBHBIX JAaHHBIX IS KaXKJ0TO U3 YPOBHEH 3alUIIIEHHOCTH.

Hupexrop
A.BOPTHHUKOB



ITpunoxenue
k npuka3zy ®Cbh Poccun
ot 10 urons 2014 r. N 378

COCTAB U COJEPKAHHUE
OPTAHU3AIIMOHHBIX U TEXHUYECKHUX MEP 1O OBECIIEYEHHIO
BE3OINACHOCTHU NMEPCOHAJIBHBIX JIAHHBIX ITPU UX OGPABOTKE
B UHO®OPMAILMOHHBIX CUCTEMAX MMEPCOHAJIBHBIX JAHHbBIX
C UCMNOJIb30OBAHUEM CPEJICTB KPUIITOIPA®UYECKOM 3AILUTHI
WH®OPMAILIMU, HEOBXOJUMBIX JIJISI BBIINOJTHEHHUS YCTAHOBJIEHHBIX
MPABUTEJBCTBOM POCCUMCKOM ®EJEPAILIMN TPEBOBAHUM K 3AIIIUTE
MEPCOHAJBHBIX JAHHBIX U151 KAXK/JIOI'O U3 YPOBHEM 3AIMIIIEHHOCTH

1. O6uMe nooXKeHns

1. Hacrosmuii JOKyMEHT OIpeeNsieT COCTaB U COAEPKAHUE OPTaHNU3allMOHHBIX H TEXHUYECKUX MEp
1o obecreueHnto 0e30MaCHOCTH MEPCOHANBHBIX IaHHBIX ITPH UX 00paboTKe B MHOOPMAIIMOHHBIX CHCTEMAax
NEPCOHANBHBIX JaHHBIX (mamee - WH(MOPMALMOHHAS CUCTEMA) C HCIHOJNB30BAaHHMEM CPEICTB
kpuntorpadpudeckorr 3amuTtel uHGOopManmu (mamee - CK3U), HeoOXoAMMBIX [JIs1 BBIOJTHEHUS
ycraHoBJIeHHBIX [IpaButenscTBoM Poccuiickoii Deneparin TpeOoBaHuUi K 3aLIUTE IEPCOHATBHBIX TAHHBIX
JUTSL KaKJIOTO U3 YPOBHEW 3alUIEHHOCTH.

2. Hacrosmuit moKyMeHT npeHa3HadueH st onepaTopoB, ucnois3yromux CK3U mis obecnieuenus
0e30MacHOCTH MEePCOHATBHBIX TaHHBIX IPU X 00padoTKe B HHPOPMALIMOHHBIX CHCTEMAX.

3. HpI/IMeHeHI/Ie OpraiHuv3alMOHHBIX U TEXHUYCCKUX MCP, ONPCACIICHHBIX B HACTOAIICM JOKYMCHTC,
obecrevnBaeT ormepaTop ¢ y4eToM TpeOOBaHUH IKCILTyaTallnOHHBIX ToKyMeHToB Ha CK3U, ncnons3zyembie
Uil obecriedeHus1 0e30MacHOCTH TMEPCOHANBHBIX JAHHBIX TPH HX 00paboTke B HMH(DOPMAIMOHHBIX
cucTeMax.

4. Okcmnyarauuss CK3U nomxHa OCyHIECTBISTHCS B COOTBETCTBUU ¢ HokyMeHTauued Ha CK3U u
TpC6OBaHI/IﬂMI/I, YCTAHOBJICHHBIMHX B HACTOAIIEM JOKYMEHTC, a TaKKC B COOTBCTCTBUU C HWHBIMU
HOPMAaTUBHBIMH [IPABOBBIMH aKTaMH, PETYJIUPYIOIIUMH OTHOLICHHUS! B COOTBETCTBYIOIIEH 00acTH.

II. CoctaB u conepkaHue OpraHU3aIMOHHBIX
Y TEXHUYECKHUX Mep, HEOOXOTUMBIX JIJIsl BHITTOTHEHHUS
yctaHoBieHHbIX [IpaBurenscTBoM Poccuiickoit deneparu
TpeOOBaHMI K 3allIUTe MEPCOHATBHBIX JAHHBIX
IUTst 4 ypOBHS 3aIMIIEHHOCTH

5. B cootBercTBHU ¢ myHKTOM 13 TpeboBaHMii K 3anIuTe IEPCOHATBHBIX TAHHBIX ITPH UX 00paboTKe
B HH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JJAHHBIX, YTBEP)KICHHBIX ITOCTaHOBJIeHUEeM [IpaBuTenbpCcTBa
Poccwuiickoit @enepanuu ot 1 HostiOps 2012 r. N 1119 <1> (manee - TpeboBaHUs K 3a1IUTe TEPCOHATBHBIX
JaHHBIX), UIA obecrieueHus 4 ypOBHS 3alUILEHHOCTH INE€PCOHAJBHBIX ITaHHBIX HPU UX 00paboTke B
WHQOPMAIMOHHBIX CHCTEMaX HEOOXOIUMO BBIITOJTHEHUE CIIEAYIONIUX TPEOOBAHHIA:

<1> Cobpanue 3akoHomatenbeTBa Poccuiickoit @eneparum, 2012, N 45, 6257.

a) OpraHuvsanusa peKruma obOecrieueHns OE30MACHOCTH HOMeIL[CHHfI, B KOTOPBIX pasMCIICHA
I/IH(I)OpMaLII/IOHHaﬂ CHUCTEMaA, MPCIATCTBYIOMICTO BO3MOXKXHOCTU HEKOHTPOJIMPYEMOT'O TPOHUKHOBCHHUA UJIN
Hpe6BIBaHI/I$[ B OTUX NOMCUICHUAX JIUI], HC UMCIOIINX IIpaBa JOCTYIIa B OTH IMTOMCIICHUSA,

0) obecniedyeHne COXPaHHOCTH HOCUTEIICH MePCOHABHBIX TaHHBIX;

B) YTBEPXKIICHHE PYKOBOJUTEIEM OIepaTopa JOKYMEHTa, OMPEIEIISIONIEro MepedeHb JIUI, JOCTYI
KOTOPBIX K IEPCOHAJBHBIM JaHHBIM, 00pa0aThiBaeMbIM B MH(POPMAIIMOHHONW CHCTEME, HEOOXOMUM JIJIst



BBITIOJTHCHUS MU CITY>KEOHBIX (TPYIOBBIX) 00SI3aHHOCTEH;

I') UCIIOJIb30BAHUE CPEICTB 3aIIUTHl MH(GOPMALNH, MPOLIEANINX [IPOLEIYPY OLEHKH COOTBETCTBUS
TpeOoBaHUsIM 3aKoHoAaTenbcTBa Poccuiickoit ®enmepanun B obnactu obecrieueHUs] 0€30MaCHOCTU
UH(pOpMAaIH, B Cllyyae, KOria IPUMEHEHUE TaKUX CPEICTB HEOOXOAUMO AJIsl HEUTpaau3alny aKTyaabHbIX

yTpo3.

6. [lyis1 BoimonHeHHs TpeOOBaHUs, YKa3aHHOTO B MOAIYHKTE "a" MyHKTa 5 HACTOAIIErO JOKYMEHTa,
HEOOX0OUMO  oOecreueHue PpeXuMma, HPEISITCTBYIOUIETO  BO3MOXKHOCTH — HEKOHTPOJIUPYEMOTO
NPOHUKHOBEHHSI WM INpeObIBaHUS B IOMELICHMAX, IAe pasMmemieHsl ucnosbzyemble CK3U, xpansarcs
CK3U u (nnm) HOCHTENN KIIOYEBOH, ayTeHTUUIMpYIoLel 1 naponsHoi nHpopmauun CK3U (manee -
[Tomerenust), UL, HE UMEIOIIUX TpaBa JocTyna B [loMemmeHus:, KoTOpoe JOCTUTAETCS ITyTeM:

a) ocHamieHus [lomenennii BXOJHBIMU JBEPHMH C 3aMKaMH, 00€CTIeUeHHUs IOCTOSTHHOTO 3aKPBITHS
neepeil [lomemenuii Ha 3aMOK M MX OTKPBITHSA TOJIBKO JJII CAaHKLMOHMPOBAHHOTO MPOXO0Ja, a TAaKKe
omeyaTteiBanusl llomemennit mo oxoHuaHWM pabodero mHA wiau  obopynoBaHue llomerieHuit
COOTBETCTBYIOIIMMH TEXHHUYECKHUMHU YCTPOHUCTBAMHU, CHUTHAIU3UPYIOIIMMH O HECAaHKIMOHHPOBAHHOM
BCkpbITUU [ToMmelnenuii;

0) yTBepkaeHUs TpaBui nocryna B [lomerieHus B pabouee ¥ Hepabodee BpeMs, a TaKKe B
HEIITATHBIX CUTYAIIHsX;

B) YTBEpKJAEHU MEePEeyHs JIML, UMEIOIUX MpaBo gocTymna B [lomerienus.

7. nst BeITONTHEHUST TPEOOBAaHUSA, YKA3aHHOTO B MOAIMYHKTE "0" MyHKTa 5 HACTOAIIETO JOKYMEHTA,
HE00X0IUMO:

a) OCYHICCTBIIATE XPaHCHUC CHCMHBIX MAlllIMHHBIX HOCHUTEJIEH INCPCOHAJIbHBIX JAaHHBIX B cef/'l(bax
(MeTammueckux mkadax), 000pyAOBaHHBIX BHYTPEHHHMH 3aMKaMHU C JBYMS WM OoJiee AyOIMKaTaMu
KJIIo4YeH u HpI/ICHOCO6HeHI/IﬂMI/I JJIA oIiedaThIBaHUs 3aMOYHbBIX CKBAKHWH NI KOAOBBIMHU 3aMKaMH. B cjydac
€CJIh Ha CbEMHOM MAaIlIMHHOM HOCHUTECJIC IEPCOHAJIBHBIX JaHHBIX XPAHATCA TOJBKO IIEPCOHAJIbHBIC JaHHBIC
B 3amm(poBaHHOM ¢ ucnonp3zoBarneM CK3U Bune, momyckaeTcs XxpaHeHHe TaKUX HOCHTENeH BHE cerihoB
(MeTannuyeckux mkados);

0) OCYIIECTBIATH MMOYK3EMILUISIPHBIA YUeT MalIMHHBIX HOCUTENEH MepCOHAbHBIX JaHHBIX, KOTOPBIH
JOCTUraeTcsi IMyTeM BEIEeHHUS KypHaja ydeTa HOCHTENIeHl MEepCOHAIBHBIX AAaHHBIX C HCIOJB30BaHUEM
PETUCTPALIMOHHBIX (3aBOJICKUX) HOMEPOB.

8. Jlns BHIMOTHEHUST TPeOOBaHHMS, YKA3aHHOTO B MOJMYHKTE "B" MyHKTa 5 HACTOSIIETrO JOKyMEHTA,
HE00XOOUMO:

a) pazpaboTaTb W YTBEPIAUTH JOKYMEHT, ONPEACISIONIMN IMEepeYeHb IHIl, JTOCTYM KOTOPBIX K
HEePCOHAIBHBIM JaHHBIM, 00padaThiBaeMbIM B MH()OPMALIMOHHOW CUCTEME, HEOOXOANUM ISl BHITIOIHEHUS
MU CITy’KEOHBIX (TPYIOBBIX) 00SI3aHHOCTEI;

0) moJ/IepKUBAaTh B aKTyaJlbHOM COCTOSHHH JIOKYMEHT, OIpPEIelsIONINi TepeyeHb JIHIL, TOCTYI
KOTOPBIX K TIEPCOHAIBHBIM JTaHHBIM, 00pabaThiBaeMbIM B MH(POPMAIIMOHHON CHCTEME, HEOOXOIUM IS
BBITIOJTHEHUSI UMH CITYKEOHBIX (TPYIOBBIX) 00sS3aHHOCTEH.

9. [y BBINIONTHEHHS TPeOOBaHUS, YKa3aHHOTO B TIOAMYHKTE "T" MyHKTa 5 HACTOSIIETO JJOKYMEHTA,
HEOOXOIUMO Ui KaKIOr0 M3 YPOBHEH 3aIlIMIICHHOCTH NEPCOHAIBHBIX AaHHBIX npumeneHne CK3U
COOTBETCTBYIOIEIO KJacca, MO3BOJIAIOLIMX OOecreunBaTh OE30IIaCHOCTh NE€PCOHANBHBIX IAHHBIX IPU
peaM3anyy [eJeHalPaBICHHBIX JEHCTBUI C WMCIONB30BAHWEM alllapaTHBIX W (WJIM) MPOTPaMMHBIX
CPEZCTB ¢ LeNbl0 HapyleHus: Oe3onacHocty 3amuiaeMbix CK3UW nepcoHanbHBIX JaHHBIX WM CO3/IAHUS
YCIIOBUH JUISI 3TOTO (Aajiee - aTaka), KOTOPOe TOCTUTaeTCsl ITyTeM:

a) TMONYYEHHUS HWCXOAHBIX JaHHBIX IS (QOPMHUPOBAHUS COBOKYITHOCTH MPEATOJIOKEHHH O
BO3MOXKHOCTSIX, KOTOPBIE MOTYT MCIIOJB30BaThCs MPH CO3JaHUU CIOCOOOB, MOATOTOBKE M MPOBEIACHUU
arax;



0) hbopMHUpOBaHUS M YTBEPXKICHHS PYKOBOAMTEIIEM OIEpaTOpa COBOKYIMHOCTH MPEANOJIONKECHUH O
BO3MOXKHOCTSIX, KOTOPBIE MOTYT HCIIOJIb30BaThCs MPH CO3JaHUU CIOCOOOB, NMOATOTOBKE M NPOBEICHUU
aTak, U ONpeeIeHNUE Ha 3TOW OCHOBE M C YYETOM THIIA aKTyalbHBIX yrpo3 Tpedyemoro kiacca CK3U;

B) UCIIOJIB30BAHUS I 00eCIeUeHMsI TPeOYyeMOro YPOBHS 3all[UIIEHHOCTH MEPCOHANBHBIX JaHHBIX
pu ux 06padoTtke B mHGopMarmonHou cucreMe CK3U xiracca KC1 u Brime.

10. CK3U xnacca KCl mpumensrorcs Ans HEWTpalu3alUM aTak, MPH CO3JaHUHM CIOCOOOB,
MOJTrOTOBKE U MPOBEICHUN KOTOPBIX UCIIOJIB3YIOTCS BO3MOXKHOCTH U3 YHCTIA CIEAYIOIINX:

a) Co3/IaHme CITIOCO0O0B, IOATOTOBKA M MTPOBEACHHE aTak 0e3 MPUBJICUCHIS CIICIIHATNCTOB B 00JIaCTH
pa3pabotku u anamza CK3U;

0) co3manue CrrocoOO0B, MOATOTOBKA M IIPOBEJECHUE aTak HA Pa3IUYHBIX 3Tallax KU3HEHHOI'O IHKIIA
CK3U <1>;

<1> K oaranmam >xwm3HeHHoro mukiaa CK3W otHocsTcs paspaboTka (MOAEpHHU3AIMS) yKa3aHHBIX
CpeAcCTB, UX MPOU3BOACTBO, XPaHCHUC, TPAHCIOPTHPOBKA, BBOA B SKCILIyaTallUIO (HYCKOHaJIaIlO‘IHI)IC
paboThI), SKCIITyaTaIIHS.

B) MPOBEJCHUE aTaKW, HAXOJ¥ICh BHE MPOCTPAHCTBA, B MpeAeiaX KOTOPOTO OCYHIECTBISCTCS
KOHTPOJIb 3a IPeOBIBAHNEM U ACUCTBUSIMU JTUIT U (MIJIN) TPAHCIIOPTHBIX CPEACTB (J1ajee - KOHTPOIHpyeMast
30HAa) <1>;

<1> TI'paHumel KOHTPOJMPYEMOW 30HBI MOTYT OBITh TIEPUMETP OXPAHIEMON TEPPUTOPUHU
npeanpuaTus (y4pekJIeHus ), Orpa)<Jaolie KOHCTPYKIMH OXPaHSIEeMOIo 3aHus, OXpaHAEeMOW 4YacTH
34aHuA, BBIACIICHHOI'O ITIOMCIICHUA.

r) TpoBeACHWE Ha OJTamax pa3paboTKu  (MOJEpHM3alWW), TPOU3BOJACTBA, XPaHEHWUS,
tpancnoptupoBku CK3U u stane BBoaa B skcruryatanuto CK3U (myckonanaqouHbie paboThl) CIe Ty FOIIX
aTak:

BHECEHUE HeCaHKUMOHMpoBaHHBIX M3MeHeHHd B CK3U u (MnM) B KOMIIOHEHTHI ammapaTHbIX U
MPOTPaMMHBIX CPEJCTB, COBMECTHO ¢ KOTOpHIMU mTaTHO (yHKIMoHUpYIOT CK3U 1 B coBOkymHOCTH
npeacrasisone cpeny ¢gpynkuuonuposanusi CK3U (nanee - C®), koTopble CIOCOOHBI MOBIUATH Ha
BhIMoNHeHNE mnpeabssisieMblx kK CK3U TpeboBanmii, B TOM 4YHClIe C HCIOJB30BAHUEM BPEIOHOCHBIX
porpamm;

BHECCHIE HECAHKITMOHUPOBAHHBIX U3MEeHEHHM B oKymMeHTarmio Ha CK3U u kommonenTsr CD;
1) IpOBeJIeHNe aTak Ha dtane skcruryatannu CK3U nHa:

MIePCOHANILHEIE TaHHEIE;

KIIIOYEBYIO, ayTeHTU(HULHUPYIOILYIO U apoibHyto nHdopmanuto CK3U;

nporpammubie komnoHeHTs CK3U;

anmnapaTtHble komnoHeHTs CK3U;

nporpaMmMHubIie KoMnoHeHTh CD, BKitouas mporpaMMuoe obecriedenne BIOS;

anmnapaTHble KOMIIOHEHTh CD;

JaHHBIC, IEPEAABACMBIC 110 KaHajlaM CBA3H,



WHBIE OOBEKTHI, KOTOPBIE YCTAHOBICHBI TMPH (HOPMHUPOBAHHHM COBOKYITHOCTH MPEANOJIOKECHUN O
BO3MOKHOCTSIX, KOTOPbIE MOTYT HCIIOJIb30BAThCsl MPU CO3J@HUH CIIOCOOOB, MOATOTOBKE M MPOBEIACHUU
aTak ¢ y4eTOM MPUMEHSIEMBIX B HHPOPMAITHOHHOH cucTeMe HH(OPMAIIMOHHBIX TEXHOIOTHH, almapaTHbIX
cpencts (nanee - AC) u nporpaMMmHoOro ooecrieuenus (nanee - [10);

€) TOoNyYeHHe W3 HaXOIIIUXCS B CBOOOJHOM JOCTYIE MCTOYHHKOB (BKJIIOYAs MH(POPMAIMOHHO-
TEJICKOMMYHHKAIIMOHHBIE CETH, JOCTYIl K KOTOPHIM HE OTPAHUYCH OIPEIEICHHBIM KPYI'OM JIUIl, B TOM
qrciie THPOPMAIMOHHO-TEICKOMMYHHKAITMOHHYIO ceTh "MHTepHeT") nHpopmanmy 00 HHPOPMAIIMOHHON
cucteme, B Kotopoit ucnonsdyercst CK3U. [lpu 3ToM MoXkeT OBITh IOy4YeHa CiIeayromas HHPOpMAaIHs:

obmue cBeneHus 00 MHGOpMAMOHHON cucTeMe, B KoTopoi ucnonb3yercs CK3U (nasnauenue,
COCTaB, OIepaTop, 0OBEKTHI, B KOTOPBIX Pa3MELICHBI peCypChbl HHPOPMALIMOHHOM CHCTEMBI);

cegeHns 00 WHGOPMAIMOHHBIX TEXHOJOTHX, Oazax maHHeIXx, AC, [1O, wucmomp3yeMbIx B
uHpopMarmonHoi cucteme coBmecTHO ¢ CK3U, 3a MCKIIIOUEHUEM CBEIIEHHUH, CONEPIKAIIMXCS TOIBKO B
KOHCTPYKTOPCKOW JTOKyMEHTAIlik Ha WH()OpPMAIMOHHBIE TexHoNMoruu, 0as3pl maHHbX, AC, IIO,
MCTIONB3yeMble B HH(popMaImoHHO# cucteme coBmecTHO ¢ CK3U;

coliepkaHue KOHCTPYKTOpcKo qokymentamnu Ha CK3U;

coJiepyKaHNe HaxXOAIICHCS B CBOOOTHOM JIOCTYIE JOKYMEHTAIIMHN Ha amiapaTHhIe U IpOTpaMMHbBIE
komnoHeHThl CK3U u CD;

o0I1Ke CBEJICHHS O 3alluIIaeMoi nH(OpMaIUH, UCTIOIb3yeMOH B mporecce 3kciuryaranun CK3U;

CBEJICHUS O KaHaJIaX CBS3H, IO KOTOPBIM nepenarorcs 3amuiaemble CK3U nepcoHanbHble TaHHBIE
(manee - xaHaJ CBS3H);

BC€ BO3MOXHBIC TaHHBIC, MIEPEAaBAEMBIC B OTKPLITOM BHUJIE IO KaHajlaM CBA3H, HE 3alllUILIECHHBIM OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIA K I/IH(I)OpMaLII/II/I OpraHu3allMOHHBIMU U TCXHUYCCKUMHU MEPAMMU,

CBCICHUA 060 BCEX MPOABJEAIONNXCA B KaHAJIaX CBA3H, HE 3allIMIICHHBIX OT HCCAHKIITMOHUPOBAHHOT'O
JocTyma K WH(QOpPMAWK OpraHM3allMOHHBIMA W TEXHWYECKHUMH MEpaMH, HapYIICHHWSX IIPaBHII
skcmuryataruun CK3U u CO;

CBEJIEHHUsI 000 BCEX MPOSIBISIFONINXCS B KaHATAX CBSI3H, HE 3AIIUIIEHHBIX OT HECAHKITMOHUPOBAHHOTO
JocTyrnma K WHQOPMAIMKA OPTraHU3alMOHHBIMA M TEXHUYECKHMMH MEpaMH, HEHCIPABHOCTAX U COOSX
anmapaTHbix KomnoneHToB CK3U u CD;

CBEJICHHMS, IMOJIydaeMbIe B Pe3yJibTaTe aHaIW3a JIFOObIX CHUTHAJIOB OT allapaTHBIX KOMIIOHCHTOB
CK3U u Co;

) IPUMEHEHHE:

HaXOJSAIIMXCA B CBOOOIHOM JIOCTYIIE WIIM MCIIONB3YEMBIX 3a Ipe/ieiaMi KOHTPOIHpYyeMoi 30Hb61 AC
u 110, Bkitouas anmapatsslie v mporpammubie komnoHeHTsl CK3U u CO;

cnenuanbHo pazpadboranHeix AC u I10;

3) UCIIOJIb30BaHKE Ha JTare 3KCIUTyaTallii B KauecTBE CpeAbl IepeHoca OT CyObekTa K 00beKTy (0T
00BEKTa K CYOBEKTY) aTakH JHCTBUI, OCYIIECTBISIEMBIX IIPH MOJTOTOBKE M (HJIH) TIPOBEJICHUH aTaKH:

KaHaJIOB CBsA3M, HC 3allUMIICHHBIX OT HCECAHKIIUMOHUPOBAHHOI'O JOCTyIla K I/IH(i)OpMa]_[I/II/I
OpraHu3allMOHHBIMHA U TCXHUYCCKUMU MEPAMMU,

KaHaJIOB PaclpOCTPaHEHHUs CUTHAIOB, conpoBokaammux GyukimonupoBanue CK3U u CD;

I/I) MMPOBCACHUC HA JTAIIC SKCIUTyaTallu aTaK!u U3 I/IH(i)OpMaL[I/IOHHO-TGHGKOMMYHI/IKaL[I/IOHHLIX CGTGﬁ,
JOCTYII K KOTOPBIM HE€ OrpaHUYCH OIPECACICHHLBIM KPYTOM JIUI, €CJIA I/IH(i)OpMaI_[I/IOHHLIe CHUCTCMBI, B



KOTOPBIX Hcrtonb3yioTess CK3M, nMeroT BBIXOJT B OTH CETH;

K) HCTIOJIb30BaHHUE Ha 3Tarle KCILTyaTallui HAXOAIINXCS 32 Tpe/ieliaMi KOHTPOIHpyeMoi 30Hb61 AC
u [10 u3 cocraBa cpeacTB MH(DOPMAIMOHHON CUCTEMBI, MPUMEHIEMBIX Ha MecTax skcrutyatanuu CK3U
(mastee - mTaTHBIE CPEACTBA).

11. CK3M xmacca KC2 mpuMmeHSIOTCS I HEUTpalM3alliyl aTak, MPH CO3JaHWUU CIIOCOOOB,
MOJITOTOBKE M MPOBEJACHUH KOTOPBIX UCIIOIB3YOTCS BO3MOXKHOCTH U3 YHCIIA NMEPSYUCICHHBIX B TyHKTE 10
HACTOSIIIET0 JOKYMEHTA U He MEHEe OIHOM U3 CIIETYIONIUX JOMOJIHUTEIBHBIX BO3MOKHOCTCH:

a) MpOBeJICHHUE aTakK NPU HAXOXKJCHUHU B MpeJieliaX KOHTPOJIUPYEMOi 30HbI;
0) mpoBezcHue aTak Ha dTane kcutyaranun CK3U Ha cienyromnme 00beKTHI:
noxymenTarmio Ha CK3U n kommonenTsr CO;

[TomenieHusi, B KOTOPBIX HAaXOJUTCS COBOKYIMHOCTH MPOTPAMMHBIX M TEXHHUYECKHX 3IIEMEHTOB
cucteM 0OpaOOTKM MaHHBIX, CIIOCOOHBIX (DYHKIIMOHHPOBATH CAMOCTOSTEIEHO WJIH B COCTaBE IPYTHUX
cucteMm (nanee - CBT), Ha kotopsix peanuzoBansl CK3U u CD;

B) MOJYYCHHE B paMKax MPEIOCTaBICHHBIX MOJHOMOYHHA, a TaKKe B pe3yibTare HaOIroAeHHH
cienyrommei nHpopManuu:

CBeJCHMIH O (U3MYECKUX Mepax 3allUThl OOBEKTOB, B KOTOPBIX Pa3MEIIECHBI PECYPCHI
WH(POPMAITMOHHOW CUCTEMEI;

CBEICHUH O Mepax MO 00ECIEeYEHHIO KOHTPOJIUPYEMOH 30HBI OOBEKTOB, B KOTOPBIX Pa3MEIICHBI
pecypchl HHPOPMAIIMOHHOW CHCTEMBI;

CBEJICHUI O Mepax Mo pasrpaHuyeHuto aoctyna B Ilomemenus, B koTopeix HaxoasTcss CBT, Ha
koTopbix peanmmn3oBanbl CK3U u CO;

I) WCIOJB30BAaHME IITAaTHBIX CPEACTB, OTPaHUYEHHOE MepaMH, peaJu30BaHHBIMH B
MH(QOPMAILIMOHHOH cucTeMe, B KoTopoil ucnoib3yercst CK3W, u HampaBiIeHHBIMU Ha NPEAOTBpAILECHUE U
MpECEeUCHNE HECAHKIIMOHUPOBAHHBIX JIEUCTBUH.

12. CK3U xnacca KC3 mnpumeHsroTcss ajis HEHTpalM3allid aTak, HpU CO3JaHUU CIOCOOOB,
MOJITOTOBKE W TPOBEICHUH KOTOPBIX MCIOIB3YOTCSI BO3MOKHOCTH M3 YHCIIA IIEPEYUCIICHHBIX B ITyHKTaX
10 u 11 Hacrosero JIOKYMEHTa U HE MEHEE OJJHON U3 CIEAYIOLIUX JOMOJHUTEIbHBIX BO3MOKHOCTEMN:

a) pusuueckuii noctyn k CBT, Ha koTopsix peanuzoBanbl CK3U u CO;

0) BO3MOXHOCTb pacrojararh annaparHeiMu komnoneHTamu CK3U u C®D, orpannyeHHas Mmepamu,
peanr3oBaHHBIME B WH(POPMAIMOHHOHN cucTeMe, B KoTopoit ucnons3yercss CK3U, u HanpaBieHHbBIMU Ha
NPEIOTBpAIIEHUE U PeceUeHNe HECAHKIIMOHUPOBAHHBIX JICHCTBUI.

13. CK3U knacca KB npuMeHsIFoTCs 17151 HEUTpaIM3ainy aTak, Py CO3JaHUU CIIOCO00B, TOATOTOBKE
U TPOBEJCHUHM KOTOPBIX HCHOJIB3YHOTCS BO3MOXHOCTH M3 YHCJA MEPEYUCICHHBIX B MyHKTax 10 - 12
HACTOSAIIETO JOKYMEHTa U HE MEHee OJTHOW U3 CJIEAYIOIUX JOMOIHUTEFHBIX BO3MOXKHOCTEH:

a) co3JaHue crocoOo0B, MOArOTOBKA U NMPOBEJICHNE aTaK C IPUBIICYEHHEM CIICIIMAIICTOB B 00J1aCTH
aHaJ3a CUTHaJIOB, conpoBokaaonux ¢pynkunonnposanne CK3U n CO, u B 061acT HCTIOAB30BAHUS AJIS
peanu3anry aTak HeJOKYMEHTUPOBAHHBIX (HEACKIapUPOBaHHbIX) BO3MOXHOCTEH npukiaaHoro I10;

6) npoBenenne naboparopusix uccienoBannii CK3M, ncnons3yeMbIx BHE KOHTPOJIUPYEMOM 30HHI,
OrpaHHYEHHOE MEpaMH, peaIn30BaHHBIMU B MH(OPMAIIMOHHOM crcTeMe, B KOTopoit ucnoneiyercs CK3U,
Y HalpaBJIeHHBIMH Ha NPEAOTBPAILLEHUE U PECEUEHNE HECAHKIINOHUPOBAHHBIX AEHCTBUN;

B) MpOBEACHHE PaldOT MO CO3JAHUIO0 CIIOCOOOB M CPEACTB aTaKk B HAYYHO-HUCCIEAOBATEIHCKHX



LIEHTPpaX, CICHUANIN3UPYIOIUXCS B o0jactu paspaborku u anHanmmza CK3U u C®D, B TOM uwmcie ¢
UCITIOJIb30BaHUEM HCXOAHBIX TekcTtoB Bxoxasmiero B C® mpuknagnoro [1O, HemocpenacTBEHHO
HCIIOJIB3YOIIEr0 BbI30BbI porpaMMHbIX GyHkIimin CK3U.

14. CK3U knacca KA npuMeHsIOTCS 1711 HERTpanu3aiuy aTak, pH CO3JJaHIH CIIOCOO0B, MOTOTOBKE
U TPOBEJCHUN KOTOPBIX HCIONB3YIOTCS BO3MOXXHOCTH W3 YHCIIA MEPEYHCICHHBIX B myHKTax 10 - 13
HACTOSIIETO TOKYMEHTA ¥ HE MEHEe OJIHON U3 CIEAYIOUTUX JTOMOJHUTEIBHBIX BO3MOXKHOCTEH:

a) CO3JIaHUE CIIOCOOOB, MOATOTOBKA U MPOBEJCHHUE aTaK C MPHUBJICYCHUEM CIIEIUATUCTOB B 001aCTH
UCTIOJIb30BaHMS JUUIsI PeaTn3allii aTak HeJIOKYMEHTUPOBAHHBIX (HEJCKJIAPUPOBAHHBIX) BO3MOXKHOCTEH
cuctemuoro I10;

0) BO3MOXKHOCTh pacrojaraTh CBEICHUSMU, COACPKANTUMUCS B KOHCTPYKTOPCKOHM JTOKYMECHTAIIUU
Ha ammapaTHble U IPOrpaMMHbIE KOMIIOHEHTHI CD;

B) BO3MOKHOCTB pacIojlarate BceMH anmnaparHeiMu komnoneHTamu CK3U u CO.

15. B mpomecce ¢hopMupoBaHusi COBOKYITHOCTH MPEATION0KEHANH 0 BO3MOXKHOCTSX, KOTOPHIE MOTYT
UCITIONIb30BaThCsl IPH  CO3/IaHUHM CIIOCOOOB, TOATOTOBKE W IPOBEACHUM aTaK, AONOJHUTEIbHEBIC
BO3MOXHOCTH, HE BXOJISIIME B YHCIIO MEPEUMCIICHHBIX B myHKTax 10 - 14 HacTosiero AoKyMeHTa, He
BIIHSIOT Ha MOPSAAOK onpeaeneHus Tpedyemoro kiacca CK3HU.

II1. CocraB u coaep:kaHue OpraHU3alMOHHBIX
U TEXHUYECKHUX MepP, HEOOXOANMBIX VIS BBIITOJHEHHUS
yctaHoBieHHbIX [IpaButenscTBoM Poccuiickoit eneparu
TpeOOBaHMI K 3allIUTe MEPCOHANBHBIX JAHHBIX
U1 3 YPOBHS 3aIUILEHHOCTH

16. B cootBeTcTBUY ¢ myHKTOM 14 TpeOoBaHMii K 3alUTE MEPCOHATBHBIX JAHHBIX ISl 00ecreueHHs
3 ypOBHS 3alIHMINEHHOCTH MEPCOHATBHBIX JAAHHBIX MPHU WX 00paboTKe B MH(OPMAIMOHHBIX CHCTEMAax
MIOMUMO BBIIIOJTHEHUS TPEOOBaHUH, IPEyCMOTPEHHBIX MYHKTOM 5 HACTOALIET0 JOKYMEHTa, HEOOXOIMMO
BBITIOJIHCHUE TpPeOOBaHUSA O HA3HAYCHWUU JOJDKHOCTHOTO Jinna (pabOTHHMKA), OTBETCTBEHHOTO 3a
obecriedeHne 0€30MaCHOCTH IEPCOHANBHBIX JaHHBIX B MH(POPMAIIMOHHOM CUCTEME.

17. Jlns BeIMONMHEHNs TpeOOBaHUS, YKa3aHHOTO B IMyHKTE 16 HACTOAIIETO AJOKYMEHTa, HEOOXO0IMMO
HazHaueHWe OO0Ja/aloIIero JAOCTATOYHBIME HaBBIKAMH JIOJDKHOCTHOTO JMIa (pabOTHHMKA) oreparopa
OTBETCTBEHHBIM 32 oOecriedyeHre 0e30MacHOCTH NMEPCOHANBHBIX JAHHBIX B HHPOPMAIIHOHHOM CHCTEME.

18. Jlns BeIITONTHEHUS TPEOOBAHMS, YKA3aHHOTO B TIOAIMYHKTE "I MMyHKTA 5 HACTOSIIIETrO JOKYMEHTA,
HEOOXOJMMO BMECTO MEPHI, MPEeIyCMOTPEHHOW MOAMYHKTOM "B" MyHKTa 9 HACTOSIIEro JOKYMEHTa,
WCIIOJIB30BaTh JUIsl oOecredeHrs TpeOyeMOoro YpPOBHS 3alllUIIEHHOCTH NEPCOHAJIBHBIX JAHHBIX NMPH HX
00paboTke B HH()OPMAIIMOHHOMN CUCTEME:

CK3MU knacca KB u BbIIe B citydasix, Korja st HHQOpMaIIMOHHOW CUCTEMBI aKTYalbHbI YTPO3bI 2
THIIA;

CK3MU knacca KC1 u BbIe B ciyvasx, Korja 1151 HHGOPMAaLMOHHON CHUCTEMBI aKTyaJIbHBI YTPO3bI 3
THUIIA.

IV. CocraB u conepkaHne OpraHu3alMOHHBIX
Y TEXHHYECKHX Mep, HEOOXOUMBIX JUISl BBIITOJHEHHUS YCTAHOBIICHHBIX
[IpaBurenscTBOM Poccmiickoit Menepannu TpeOOBaHUMN K 3aIIUTE
NEPCOHANBHBIX JAHHBIX JUIS 2 YPOBHS 3alUILICHHOCTH

19. B cooTBercTBHU C TyHKTOM 15 TpeboBaHmii Kk 3amnTe MEPCOHATHHBIX TAHHBIX I 00eCIIeYeHUS
2 YpOBHS 3alllUIIEHHOCTH MEPCOHAIBHBIX JAHHBIX MpPU WX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMax
MMOMHMO BBITIOTHEHHS TPeOOBaHUM, IMPETyCMOTPEHHBIX IMyHKTaMH 5 W 16 HaAcTOSAIIEro IOKyMEHTa,
HEOOXOMMO BBIMOJIHEHUE TPEOOBaHMSI O TOM, YTOOBI JIOCTYI K COACPIKAHUIO DJIEKTPOHHOTO KypHalia



COOOMIeHNI OB BO3MOXKECH HCKIIOUHUTENBHO IS JOJKHOCTHBIX JIMI[ (pabOOTHUKOB) OIEepaTropa WIH
YIIOJIHOMOYEHHOTO JIMIIA, KOTOPBIM CBEJICHUS, COACPIKAIINEC B YKa3aHHOM JXKypHaJe, HEOOXOIMMBI JJIst
BBITIOJTHEHHUSI CITYKEOHBIX (TPYAOBBIX) 0053aHHOCTEH.

20. /1 BeIONTHEHUS TpeOOBaHUsI, YKa3aHHOTO B MyHKTe 19 HacTosmIero 10KyMeHTa, He00X0IUMO:

a) VYTBEpXKICHHWE pPYKOBOAWTEIEM OIepaTopa CIHCKa JHI, JOMYIIEHHBIX K COJEpKaHHUIO0
3NIEKTPOHHOTO JKYpHaIa COOOIEHUH, U TIOJIep KaHNe YKa3aHHOTO CIMCKA B aKTyaJbHOM COCTOSIHHU;

0) obOecnedueHre  WHPOPMAIIMOHHOM  CHCTEMBI  aBTOMAaTH3MPOBAaHHBIMH  CPEICTBAMHU,
PETUCTPHUPYIOLIMMH 3aMpOChl MMOJb30BaTeNei HHPOPMALTUOHHON CUCTEMBI HA TOJyYeHHE MEPCOHATIBHBIX
JIAHHBIX, a Takxke (DaKThl MPEIOCTABICHUS MEPCOHATBHBIX JAaHHBIX MO 3TUM 3alpocaM B 3JICKTPOHHOM
JKypHaJIe COOOIIEHHIA;

B) obecneyenne HH(HOPMAIIMOHHOM CHCTEMbI ABTOMATU3UPOBAHHBIMH CPEACTBAMH, HCKITFOYAOIIHMHU
JOCTYIT K COJEPXKAHUIO DICKTPOHHOTO JKypHATa COOOIICHUIN JIMI[, HE YKA3aHHBIX B YTBEPKIACHHOM
PYKOBOIHUTEJIEM OIlepaTopa CIUCKE JIUIl, JOMYIICHHBIX K COJCPIKAHUIO DICKTPOHHOTO JKypHasa
COOOIIEHMUI;

r) obeclieYeHre ePUOIUICCKOr0 KOHTPOJISl padOTOCIIOCOOHOCTH YKa3aHHBIX B MOMAMYHKTax "0" u
"B" HACTOSIIEro MyHKTa aBTOMaTH3NPOBAHHBIX CPe/ICTB (He pexxe | pasza B monrosa).

21. ]Ins BeimosHeHUs: TpeOOBaHUS, YKA3aHHOTO B MOANYHKTE "T" MyHKTa 5 HACTOSIILETO JOKYMEHTA,
HEOOXOJMMO BMECTO Mep, IMPeayCMOTPEHHBIX MOAMyHKTOM "B" myHKTa 9 M myHKTOM 18 HacTosiero
JOKYMEHTA, UCII0JIb30BaTh sl 00eCTIeYeHuUs TPeOYEeMOro ypOBHS 3aIUIIEHHOCTH IEPCOHATBHBIX JaHHbBIX
npu ux 00paboTke B MHQOPMAIIMOHHON CHCTEME:

CK3MU knacca KA B ciryuasix, koraa ajst ”HGOPMaIMOHHON CUCTEMBI aKTyalbHBI YIPo3bl | THIIA;

CK3U knacca KB u BpIlIe B ciy4asix, Koraa Uit HHOOPMAITHOHHOW CHCTEMBI aKTyallbHBI YTPO3BI 2
TUIIA;

CK3U xnacca KC1 u BbIme B ciydasix, KorAa It ”HPOPMAIIMOHHON CHCTEMBI aKTyaJ bHBI YTPO3BI 3
TUIIA.

V. CocraB u conepkaHue OpraHu3alliOHHbIX
Y TEXHUYECKHUX Mep, HEOOXOIUMBIX ISl BRITIOTHEHS YCTaHOBJICHHBIX
[IpaButenncTBoM Poccuiickoii denepaiiuu TpeOOBaHUM K 3aINUTE
MEPCOHANILHBIX JAaHHBIX AJ1s1 | ypOBHS 3aIUILIEHHOCTH

22. B cootBeTcTBUM ¢ yHKTOM 16 TpeOoBanuii k 3aIuTe NePCOHATBHBIX JAHHBIX JIJIS 00€CIICYCHUS
1 ypOBHS 3alUINEHHOCTH NEPCOHAIBHBIX JAHHBIX NPU WX 00pabOTKe B MH(OPMAIMOHHBIX CHCTEMax
MMOMHMO BBHITIOTHEHHUS TPeOOBaHWH, MPEIyCMOTPEHHBIX IMyHKTamu S5, 16 m 19 HacTosmero mokymeHTa,
HEO0XOIMMO BBITTOJIHEHHUE CCAYIONIMX TPEOOBaHUI:

a) aBTOMAaTHYECKasi PETUCTPAIIMs B AJIEKTPOHHOM KypHajie 6€30MacHOCTH H3MEHEHHUST TOTHOMOYHI
COTPYZAHHUKA OIlepaTopa MO JAOCTYIY K MEPCOHANbHBIM JaHHBIM, COAEP)KAIIUMCS B MH(DOPMALIMOHHOM
CHCTEME;

0) cozmaHWe OTHENLHOTO CTPYKTYPHOTO TOJpa3JielieHns, OTBETCTBEHHOro 3a obecreucHHe
0€301MacHOCTH MTEPCOHANBHBIX JaHHBIX B MH(POPMAIIMOHHON cUCcTeMe, JIMOO BO3JIOKEHUE ero (PyHKIIHN Ha
OJTHO U3 CYIIECTBYIOIINX CTPYKTYPHBIX MOAPa3ICIICHUN.

23. [1ns BeITTOJTHEHUS TPEOOBAHMS, YKA3aHHOTO B MOAMYHKTE "a" MyHKTa 22 HACTOAIIETO JOKYMEHTA,
HEO0X0UMO:

a) obecnieyeHre MHPOPMAITMOHHON CHCTEMbI aBTOMATH3HPOBAHHBIMH CPEJICTBAMH, TIO3BOJISFOIITIIMHU
aBTOMATUYECKH PETHCTPUPOBATh B JJIEKTPOHHOM JKypHaJle OE€30MaCHOCTH W3MEHEHUS MOJHOMOYHN
COTPYJIHHKA OIepaTopa MO JOCTYIY K NEPCOHAIbHBIM JAHHBIM, COIEPXKAIIUMCSA B HMH(QOPMAIMOHHON



CHCTEME;

0) oTpakeHHE B JJIEKTPOHHOM >KypHaje Oe30MacHOCTH IOJHOMOYHI COTPYAHHKOB OIepaTopa
MEPCOHANBHBIX JAHHBIX MO JOCTYMY K MEPCOHAIBHBIM JIAHHBIM, COJIEPKAIIMMCSA B HMH(DOPMAIMOHHOH
cucteMe. YKa3aHHbIE TOTHOMOYHS TOJDKHBI COOTBETCTBOBATH JIOJDKHOCTHBIM 00S3aHHOCTSIM COTPYAHUKOB
oreparopa;

B) Ha3HA4YCHHE OIICPATOPOM JIMIA, OTBETCTBCHHOIO 3a ICPUOIMYECKUNA KOHTPOJIb BEICHUS
3IIEKTPOHHOTO XKYpHana 0e30MacHOCTH M COOTBETCTBHUSI OTPAXKECHHBIX B HEM MOJIHOMOYMH COTPYIHUKOB
omeparopa X JOKHOCTHBIM 005S3aHHOCTSM (He pexe 1 pa3a B Mecsn).

24. JIns BBIIOTTHEHUS TpeOOBaHMUs, yKa3aHHOTO B IOAMYHKTE "0" mMyHKTa 22 HaCTOALIETO JOKYMEHTA,
HE00X0IUMO:

a) MPOBECTH aHAIIM3 IEeJIeCOOOPA3HOCTH CO3JIaHUS OTIEIBHOTO CTPYKTYPHOTO MOJpa3/eliCHHUS,
OTBETCTBEHHOT'0 3a 00ecIeucHre 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX B MHPOPMAIHOHHON CHCTEME;

0) co3maTh OTAETHHOE CTPYKTYPHOE MoIpa3ziesieHie, OTBETCTBEHHOE 3a obecriedeHrne 6€30MacHOCTH
MIEPCOHANBHBIX JTAHHBIX B WH()OPMAIMOHHOW cucTeMe, MO0 BO3JIOXKHTH €ro (DYHKIMHM Ha OJHO U3
CYUIECTBYIOIIMX CTPYKTYPHBIX MOJAPa3ACIECHUMN.

25. Jlns BITIONTHEHUS TpeOOBaHUS, YKa3aHHOTO B MOAIMYHKTE "a" MMyHKTa 5 HACTOSIIETO JOKYMEHTA,
JUtst oOecrieueHus | ypoBHS 3alIMIIEHHOCTH HEOOXOIUMO:

a) o0opymoBaTh okHa [lomerenwnii, pacionoXeHHbIe Ha TIEPBBIX U (MIIN) TTOCTIEAHAX dTaXKaX 3aHHH,
a Takke okHa [loMerennii, HaXoSIIIHecs] OKOJIO MOXKAPHBIX JICCTHHI] M IPYTUX MECT, OTKY/a BO3MOKHO
IMPOHUKHOBCHUC B HOMCH_[CHI/ISI MOCTOPOHHUX JIML, MCTAJUIMYCCKMMHU PCIICTKaMU MWW CTaBHAMH,
OXpaHHOW CHWTHAJIHM3AIMeHl WIM JIPYTUMH CpPEACTBAMH, MPEMSATCTBYIOIIMMH HEKOHTPOIUPYEMOMY
NPOHUKHOBEHHUIO MOCTOPOHHUX JIMI] B TOMEIICHUS;

0) obopynoBaTh okHa U 1Bepu [loMenieHMid, B KOTOPHIX pa3MelIeHbl cepBepbl HH(OPMAIMOHHON
CUCTEMBI, METAIUIMYECKUMH pPEIIETKAMHU, OXPAHHOW CHUTHaIM3alMed WIM JPYTHMH CpEACTBaMU,
MPEMATCTBYIOIIUMHI HEKOHTPOIMPYEMOMY IIPOHUKHOBEHHIO TOCTOPOHHHMX JIUI[ B IOMEILCHUS.

26. Jlns BeIMOIIHEHUS TPeOOBaHUS, YKa3aHHOTO B MOITYHKTE "I MMyHKTa 5 HACTOSIIEro JOKYMEHTa,
HEOO0XOMMO BMECTO Mep, IPETyCMOTPEHHBIX MOAIMYHKTOM "B" myHKTa 9, myHkTamu 18 u 21 Hacrosimero
JOKYMEHTA, UCII0JIb30BaTh JIJIsl 00eCTIeYeHus TPeOyeMOro ypoBHS 3aIUIIEHHOCTH IEPCOHATIBHBIX TaHHbBIX
npu ux 00paboTke B MHQOPMAIIMOHHOW CHCTEME:

CK3U knacca KA B ciryuasix, koraa aj1st ”HGOPMaLMOHHON CUCTEMBbI aKTyaslbHbI yrpo3sl | THa;

CK3MU knacca KB u BblIe B citydasix, Korjaa st HHQOpMAIIMOHHOW CUCTEMBI aKTyalbHbI YTPO3bI 2
THIIA.




